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Abstract

Recently Lin et al. proposed the remote user authentication scheme using smart cards. But the
proposed scheme has not been satisfled security requirements considering in the wuser
authentication scheme using the password based smart card. In this paper, we showed that he can
get the user’s password using the off-line password guessing attack on the scheme when the
adversary steals the user’s smart card and extracts the information in the smart card. Also, we
proposed the seven security requirements for evaluating remote user authentication schemes using

smart card. As a result of analysis, in Lin et al.’s scheme we have found the deficiencies of

security requirements. So we suggest the improved scheme, the mutual authentication scheme that

does not store the user’s password verifier in server and can authenticate each other at the same

time between the user and server.

» Keyword : AR2X} Q1= (User Authentication), AOIEFI=(Smart Card), =20l jAflE £=

224 (0Off-line password pre-computation attack)
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Fig. 1. User authentication scheme that Lin proposed
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Table 1. Comparison of security requirements between the
previously published protocols
Requir | Chien et Das et | Liao et Lin et Imz;o—v
e-ment | al.(13) al.(14) | al.(15) al.(7)
Protocol
Req.1 Yes Yes Yes No Yes
Req.2 Yes Yes Yes Yes Yes
Reqa.3 No Yes No Yes Yes




Rea.4 Yes No No No Yes
Rea.5 No No No No Yes
Rea.6 No No No No Yes
Req.7 No No No No Yes
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