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Abstract

In MANET(Mobile Ad-Hoc Network), providing security to routing has been a significant
issue recently. Existing studies, however, focused on either of secure routing or packet itself
where malicious operations occur. In this paper, we propose SRPPnT(A Secure Routing Protocol
in MANET based on Malicious Pattern of Node and Trust Level) that consider both malicious
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behavior on packet and secure routing. SRPPnT is identify the node where malicious activities

occur for a specific time to compose trust levels for each node, and then to set up a routing path

according to the trust level

obtained. Therefore,

SRPPnT is able to make efficient

countermeasures against malicious operations. SRPPnT is based on AODV(Ad-Hoc On-Demand
Distance Vector Routing). The proposed SRPPnT, from results of the NS-2 network simulation,

shows a more prompt and accurate finding of malicious nodes than previous protocols did, under

the condition of decreased load of networks and route more securely.
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4. Secure Mechanism to manage selfish nodes
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STEP 1. Identification of Malicious node and decision of trust lewvel

SRFFNAT Start

| pataTransmission |

.

« Save transferred data to Buffer
# To compare data for confirming proper
ran: data

Do vust nodes receive
fault report messaaes?

Decided as malicious nodes |

v

« Values for frust fevel decreased
= Report Message : Encryption by private keys
- Report k Emor k B

Retort message broadcast
- Next node : Proof message broadcast

report. retort and proof messages

- Trust nodes being received fault report messages :

+ Source node : confirmation of malicious nodes through

Is each message identical?
and

b
Decided as normal nodes

- Value s for fust lovel decreased
- Reported nodes

d as

TimeScheduler 1

<Metrics>
o Timelines—timestamp
° Ordering-sequence number

o Confidentiality—encryption

o Authenticity—password, certificate (forming trust relationship)
olntegrity—digest, digital signature

STEP II.

- An addition field,
level for the route in RREQ
packet is dropped

= Forwarding nodes vpdate MAX

- T

it updates

Secure Routing and Data Transmission

PQ_SEC FEQUIRENMENT

- If the intermediate node cannot satisfy the security reqguiremmernt, the RREG

showing the maximum fevel of security b\

- The arrival of a RREQ packet at the destination means the existence of
path
£ I ffeld in RREQ is copied to

¢ TRLST LEVE
I field in RREP

- When the RREF packer arrives ar an mtermediare node in the reverse path,
thelr routing table with new VAKX

indicating the required security

of the RREQ packets
scovered path

rRUST LEVE!

J% 5. SRPPnT2| &= 2FE(1¢hA|, 25
Fig. b. Action Process of SRPPnT (Step 1 and 2)

1. Assumptions
7 wE=Ee oY Yas et 7
=52 promiscuous EZ FABIY Wb o] RtE
S Eﬂo]‘ﬂ AsE AES & ok
=9 AR Eug WA vgA dmst wol
AHEEE, EY ] EAlehe =5 i9] A7) Ki- & ==

g Adstne ol ==oAE IHEA et == i

W71 Ki+e VIEY A EAste ZE =547 309
ot mEbA eE KE ARl =2 Hush] fiMe =
= iE Y] K- AHgslel Ba WAAE gEslio]
broadcast (B4} : node I, suspect == k)&t ofuf B
3 HARE -r/‘]ﬂ BE =552 W) KitE AHES1o]
het. 7H171 Ki-7F 370+
A AR E T S gl

= uv=



o] ool Pelaldl B Ae5

Z 7]9ke] MANET Secure 2H$-8 Hok 109

2. Sko|Xo| L E 5to|

2.1 {case 1) : C}2 =2 $F510{ AA Al
SRPPnTE H1719 274715 OF%P Ll A
3l v == IDE olgate] the =9l AAH gt
o AR Alarshs ekeAel =g #Qlgitt. a9 63 2o
gref 1t 7} == X9 AAH gl AZl AlunE sk
T EE T =5 X9 QY] KX-5 227] wie] Ao
7HQ7] Ki-= gzsts du. 73l Aus 0% 7 wEs
< = X Alagl Aoz ﬂ%ﬂi w=E X 787 KX+
2 A3 MAAE 55 A 9
KX-2 ¢h3815]7] 94917] el é%&i 533} 57
SFHE YA BR 7} =S o] Al

O:
<

ut

il

fd

Private key: KR

Node i Public key : KU SourceNode
|Private Key | | Public Key |

—

Decryption

—
Report g
MSG  =EKRI
Mg ‘

| 43140434

[Private Koy Public Koy |

TN,
Retort i .
W

rust oK, ) /@)
\

~

‘ 43140138 ‘

[Private Key Public Kev |

/ .,
PM =DKUIC,, )
MSG >

Decryption S
S

4340044

T2 6. CIE =2 2&sto] HA ATskes = =l
Fig. 6. Validation of a node which falsely reports
covering as an other node

2.2 {case 2) : &Aool L=

ko)l w=rt dlolE S Wl AY ¥
o AES A5 ==y} oold
o}, olu, 4lz

WA E

(report) HIAIX
L#iEEEﬂ A
79 AS- 2lx mAA g FE( proof AR & W
AxE SE kE N3°] W A3 (report) WAIA]
Bl 2 (proof) WAIAE Hlmate] A o
EENGO] E22] == DollAl HAIAE HujA] &
3t == N6= oAl =2 gekeit},

= i o

5
M

|

=

r
&

to 2
Jo ok

Report(broadcast)
~

Data
e =

L
Overhs@r

T

Data,
/) ~overnear

I 4
D?ta drop

a

Proof(broadcast)

Proof (broadcast)

Sdurce
i

5 g &

I v N2/N4/N5/N7

|| (after receiving the report message)
|

|

1.
Proof(broaddas

Proot MSGlbroadcast)

| e . 4

Trust level decreased of the node N6
(updated information broadcast)

T2 7. Ho[EHE tele Yool e ol
Fig. 7. Validation of a malicious node which dumps data

wh A4 =t SE =t NG| gk 21384 (trust
level) & ZHAaA]7]a 78419 2184
o)Al broadcast k] &=t}

Z(trust level) & o] %=

2.3 {case 3) : M&

a9 89 B x=
o[ElE HE
HE AsE
=gt A 2lug :
A5 A = 6% Applo] ool AQl e
gk Hhik(retort) HIAAIE UIEA I SAshe ol ==
Eol|7 broadcast 3 #T}.

NG*‘ o]—g];(%o =
A3 (report) Uﬂ/\]
]— O]JJ Lyl

S
kD
o

o

iy

Report(broadcast)
~

Retort(broadcast)
b (after receiving the roport message)

A

D
D

/-

Destination

Proof(broadcast)

Sdurce
|

[ 5
Toof(broadday s
i |~ N2/N4/NS/NT
| s 2y || (after receiving the report message)
I B e Ll I Proof MSG(broadcast)

]

Trust level decreased of the node N3
(updated information broadcast)

J2| 8. FAKQI ES {5l ATSHs ofofxiol ot ol
Fig. 8. Validation of a malicious node which falsely
reports a normal node



110 B FE R o6 (2009, 5.)

TG Ala(report) HWAAIE 418 HAA] = A
=9 (proof) MAJAE broadcast M B}, A1 (report),

=7
Wk (retort), 9 (proof) WAIRE BEF F4l8E AanwE
St Ala(report) HWAIAG] Al ¥ #AIR <} = (proof)
AR 7} R o] v == N6 E4A] =& Def|A| vl
AIRE gttty et A == N3 =2 N
o] H4AQ =uYdlE EF8tal oAl =R Al 4l
3 Ro= Folgo] hx wE SE == N39| gk A1

(trust level) S HA2A713 HUlo|EE JHE o] % ==

oAl <o

(o3}

>
N R

d

A

il

2.4 {case 4) : 2o|Aol =0 Al diat
oAl v} zale] kel el e Alug F

oA LTt

False Report

Report(broadcast)
P (broadcast;

8
2 Overhe&lr

Data _-.
s et

o
D;ata drop

w a

Proof(broadcast)

Proof(broadcast)

Squrce

|
Proof(broadday
|

= ¢
v N2/N4/N5/N7
(after receiving the report message)
Proof MSG(broadcast)

: |
c- 4 I
|

Trust level decreased of the node N6
(updated information broadcast)

T2 9. HA gilksk= otefxiol = Eol
Fig. 9. Validation of a malicious node which falsely

retorts on
3. Secure 228 HZE St Hlolg &
Arrul ok neZ Folshe WA I5 @
AR Ee 2Z4ES AQlsta 4lF 4o uhel e
AAIX (threshold) & A-83ld A2E A4 3}, =, A=

S i3 HRE A2 w=U) RREQ AL A & o
golgjof ofuf 7z} o] AE|gFo] 9 2T £Fd
nIXA) 2P AR Qe ALjA7)a B

< A3l e REEE AR A TIATIUA BF
AR ARE At
SRPPnTE RREQ 7l RQ SEC REQUIREMENT,
MAX_ TRUST LEVEL F=E- 57515t} RQ SEC REQUIREMENT
EHR= Lol AR Aol IR 1o 27Eh= seowity
& B, o] = HRlel| o] Ha sl 73R A TAb
) 7R AR i) & RE wuBo] 93 $59] security
gide sk A 2 7% RQ SEC REQUIREMENT
e A F 7 2 AR S et wE Fhes
£& RREQ #7l& 308 =9 7P WA 24 w=58 o
=7} RQ SEC REQUIREMENTE F3531 A5 2913k
gieb oyl AR ARl Hol & 9 wE
secure dW-E BH35ka JohH SRPPnT+E RREQ #H71E ©]
T2 forwarddted ADOVO 7]4ksle] 74 2473 217
et} sl 37t =27t 87 HE secure HES
3l A F3W RREQ A weiAm o o
forward ¥# ¢Eth. MAX TRUST LEVEL ZE=+ 7
A7 3 Fol| 2t ==Bo] Besln JE AggRe] Ao
5 oulsly RREQZF forward H7] A 7]& Hfskar o)
£ MAX TRUST LEVEL Xt} t] 2 32 Bfala ge
w=vt e ghs 734l & forward
RREQ #zle] #F 517
RREQ 7= AODVel 7I8tete] Attt olwf RREQ
213} FUsA MAX TRUST LEVEL Z=7} 70 =
A2 =2 RREP H71E o] o U2 57
A L ERRE A LB HF U AR2E AP S
RREQE A% & o 218)5Fo] o= A= Fofof gl=A]ol
ek ARE o] Ryoay s 7 o3l AFEE 2
T =EE ARAF A AYstn 9% ] AlEeweR

=

f o o o

=45 B4 we

oFol7l wEER PAE ARE A Hold AN 3
Ft,

T8 102 7 =59 AlFgEd g JRE 7o s
7V security ¥ AZE 474 sle] HlolH A7l Bl 34
< Jehdt} &~ == S+ RQ SEC. REQUIREMENTS
72 473l RREQE forward &t} oluf] g+ & Hojzl <1
LEE F AR oY #*E Za e ==w Nl(value :
12)°]22 th2 wo gk RREQ Al HEA| 1 == N1
oA forward Hot A SE = N19
RQ SEC_REQUIREMENT 3#ke] #file] Bfgla ol ke
o} 7] W] MAX TRUST LEVEL 29| k& 122 7341

3k & forward 3}

-



w9 ofold Fojald 9 Az ¢FE 7|uke] MANET Secure 2H¢-8 W<t

111

~
ERN

. “gRrec 7 /13

Destination | S#| tHop | Next | Life | Routing 7 ser. MIAX_ TRUST_LEVEL
Souwrce court | hop | time | flacs reGUmEENT -
Source
= = R I B B en R 7 12
o | Destination | S#| Hoo | Next | Life | Routing | anse. AR TRUST LEVEL
. Soutes court | op | time | flags sl -
s = I DOUR| [Pt (U (e (— 7 12
Destination | S#| Hop | Next | Life | Routing | mese. IAX TRUST 1EVEL
. Source count | hop | tme | flacs REDURERENT, ’
s o || | o 7 13
o | Destination | s#| Hop | Next | Life | Routing 2 sec VA THTET T
- Source court | hop | time | flags e -
= 'c RN WU [NPUUR (R (S — 3 13
Destination | S#| Hop | Next | Life | Routing | mse. MIAX_ TRUST LEVE
Dostin Source count | hoo | time | frags REQIIREMENT eyl
estination
s o || | ] 7 13

T2 10. d2lEo| =2 22 oY o
Fig. 10. Process of setting up a path with high trust level

AN

== SERE RREQE 413 =5 NI next
o] AFeEy 4% RREQ #1719] MAX TRUST.
LEVEL & v¥lusl 71 FET next ==9] go] IH
ZAnlsta 2 Zow 7AEA] ¥a RREQ S ==
N2& forwarddtl. = N29| AlF45to] TolBR 7|&
RREQ HZIMAX TRUST LEVEL #t(12) Bt} 2] u
Foll RREQ ¥1719] MAX TRUST LEVEL 2=+ 74415
A &3 == N2Z forward ¥}, o] 2948 Ho|&2
= NIZRE &2 k= 7] 7he 9427 A€ o
s T L EE(=E N2, == N3)2 == N1% &5
U3 342 3t == N1Z5E RREQS
N2E =& N3¢ Al=eEs #41¢ RREQ =29
MAX TRUST LEVEL #& ¥lw@t} == N39j 4lz|es
o] 130122 7]¥& RREQ #71¢] MAX TRUST LEVEL %
(12)Ec} =27] "] RREQ #471e] MAX TRUST LEVEL
o= 1302 73E0] == N3o& forward®th old 2}
N2EHE] hrles S7HA] 7R 97427}

oo

A8 e

R d

8 HolEe v =

A7

L= N224%H RREQE 418 == N3& 544 == D
o] Mg} 413 RREQ #HZI2IMAX TRUST LEVEL
e vt B37] w= Do 4ol 1le|Eg V&
RREQ 31712]MAX TRUST LEVEL %(13) Rt} 2] mj&
o] RREQ #171¢] MAX TRUST LEVEL J=& 7Ale)x] ¢
I B4R == DE forward Bt} olu], g8 Hlo] &L ==
N32HE 2wt 7] 7he A2t A

=X N3o2HE RREQE 413 E2x4 = D&
RREP #A& fU|2Esta 2598 HolEo] AR o] 9l
t 54 RER2RE hx kB AHRE FHBIHA
Ao 25 AFsA "} o] & e B 4w
BR2E AlE|edo] Fodt AZEN HolE 2lE £ ks

28 247 wed w okdapl 1%

Iv. 45 24 & gt
Ak FuelF) A5 4] AT Ageeld 2
HE AP, 45 BH 2 WS AF Aue sz
doist sh=slol AR e I 1134 2k, %, 4% Y7HE



(7 FFE IR 3ocis (2009, 5.)
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Fig. 11. Environment for Analysis of performance and
Evaluation
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Table 1. Mobility and Traffic Model
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- CBR
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P g2 AL Avlsta, 90029 B9 o%4Hel ¢l
£ S ol A4 2 o] 9l et S AR ¢
o)z A3 @ % glon] el A ol ek Py % o
49l == BRE AT PANE HE 5 D=2 gk
olHQl = B2 AIRRE 1/1000%(sec) T2 A4 o
Ak GelARl === 54 @R (AR Bg 5)& 7L
oA BAE 3 7] Wee] dolHel BAE T B8
& AR AR 5 YES B9

DO BIE NNQ W) SsH
s AB0Y 23 me

%

sinulationTine = 908 3 A0l Al ()

FieldSize = 1000 A0 Field2| 2I|. (m Tt - FieldSize x FieldSize)
TrafficPeriod = 180 3 AE LA FI| (ns)

Nodes = 58 5 node D<=

NodeSpeed = 5 : 01 S (ws)

Halicioushodes = 5
HaliciousPrecision = 10
HaliciousThreshold = 3

So =
a8

g @&
BS0| ZEEAS W ALY XESH 5= threshord
3 = e m

i routing table| time out A|2f (E) 00|31 T2 CHAl 2tFE

RadioRange = 200
RoutingTineout - 0
Randonseed = 0 P Y AS

OutputFile = result.txt ; 20 §9 WY 05

ingsWOwnerwHlS St2wItd nelwiEs

RadioRange
RoutingTimeOut = @
RandomSeed = 8
OutputFile = result.txt

one .

(a) ofoimel = A : 5, E24E] 2% 100ms
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(b) Setting up malicious node : 15, Traffic period : 1700ms
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Fig. 12. Setting up simulation environment and Operation

of Emulator environment

rr

a8 12& AlEdeldE g8 ddlEdelE st o] Eol
3173 A% 9L (Simulation.ini) 2 olEelolE &2 sHE&
UeRl = Ao 2 A= 3173 Axalde] 21 3o] 7Fs
ap theket AlEe ol el wE ZE F1E 5 3

- — —Ll: — = —
AR A 2% 2ol deEY wEE /000 1
o2 S5 3 900 5L AFIolE BN,

o] Zﬂl’ﬂf’a 01-?@111?4 %= ﬁ% A 5 21 .

rr
ol
|

(¢
115
L
ro
;3
f
x|
w1
i
)
1%
k
=
do
{
4
of,
Y

Manage| Manage| [Manage|
W/P |selfish |SRPPAT | /P | Selfish | SRPPAT | W/P | Selfish | SRPPAT
node node node

& Node Num 50 50 50 50 50 50 50 50
0 Mal node Num 5 5 5 15 15 15 25 25
@ Confimed Mal Num | 4 4 5 10 1 14 18 19

50
25

O3 13, 2efEel = BiX| 5=
Fig. 13. The number of Malicious nodes Detected

The time of Malicious nodes Detected

900

800
700

500 @ Confirmed Mal Nur
500 == first detected time

last detected time
400

simulation time

300

200

: |11

WIP(S)  Manage  sppprT(s) WIP(15)  Manage spppnT(1s) WIR(25)  Manage SRPPAT(25)
Sefish Selfish Sefish
nodes(s) nodes(15) nodes(25)

2] 14, ofolEel e x| ARt
Fig. 14. The time of Malicious nodes Detected

191 Y917} o] Fold wiuic}
3 AGE o] dANE 233}
FE AF APEHE ==E ol w7 HF gt o)

L oAl oA $31
o2 gpEle] 4l&3to] Woiz|
A At} 829 SRPPnTE 43, vkl 28 mX|2] & E3)
oto]Ql gglol ulal] B FA BRI T 2N 7|E T2 ES
Eol 93] s dES B SISt

2.1 End-to-End Delay

a8 15, 162 end-toend AAE Uepd o=
SRPPnT= A< 343 5420 34 ZF Watchdog
and Pathrater, Secure Mechanism to Manage Selfish
Nodes, CONFIDENT Xt} Arbq o2 k5t AE v}
W



114 $T. —%—T‘j ]}:#&d—a DH‘HXWL(ZOOg‘ 5)

End-to-End Delay

=
w

—&—atchdog and Pathrater

o
e
o1

1 —B—COIFIDENT

Secure Lechanism to Wanags Seffish|

=
(5]

lodes
SRRPAT

=

End-to—End Delay
o
&

0 100 200 300 400 500 600 700 &0 00
Pause Time

T2l 16, WEH3 W Exffst= ool k= 4= : b
Fig. 15. Number of Malicious nodes existing in Net : 5

Overhead Ratio

0085
008
0055 ——
;8 I )
005
2 P4
£ s AT
=
o / i
g —e—SHPPnT
E
0035 3= ‘_/ e to
A—" Manase Selfish Nodes
003 Watchdog and Pahtrater
0025 CONFIDENT

0 100 200 3m 200 500 600 00 800 300
Pause Time

2] 17. WIESIT L ZXHshe tojmol = 20 5
Fig. 17. Number of Malicious nodes existing in Net : b

End-to-End Delay

0.16 T T T T T T T T ‘
014 : i : : i ; : §
012 : : ] : —
o f f frevennnds i
2 A T e T [ —e—Walthdod end
7008 e 1 H Pathrater
£ 0o e B CONFDENT
Secure Mechanism to
0.04' Manage Selfish Nodes|
002 ‘?‘FlPPnT

0 100 200 300 400 50 600 00 800 900

Pavse Time

O% 16. HIERT Wl Exfists YolFol e 4= 25
Fig. 16. Number of Malicious nodes existing in Net : 25

B3 AU WA FHY Ao WslslEA
SRPPnT®} 712 A8 ZREZE 71| end-to-end A
Zo] A o AR AL g & 4 Ut 71E AdFES Y
AL B A Pt DA = Beta <o Al
w2 g Rdke A9t o wAskl =R,
SRPPnT+= A, sht 3 fAAE B3l & o &3t

£ g@xgo ) oy ¥ $EEe
_}\_IT._E—O/] %j%—i}@—% | 43}38}9] end-to-end delayZ 7+

Bk

=4 u= T oM
2.2 Overhead Ratio
Iy 17, 18 overhead ratio® UERd Zog

SRPPnTE A4 47 549 374 ZF Watchdog
and Pathrater, Secure Mechanism to Manage Selfish
Nodes, CONFIDENTET} Ankd o2 ks A34E et
i},

Overhead Ratio

oo : . )__,;

0078

o7

00885

—*+—SRPENT

—=— Secure Mechanism to
Manage Selfish Nodes
Watchdog and Pahtrater] ..

Owerhead Ratio
S e 8 e
5 8 & 8

3

o
=}
2

CONFIDENT

0035

003 . .
300 400 00 600 700 BOO 900|

Pause Time

0 100 200

JE 18, WESRT W Exlfsks Aelmel e= 4= 1 25
Fig. 18. Number of Malicious nodes existing in Net : 25

Watchdog and Pathraterts A2 A3 Al 2+ w29
2 Elo| Bl AnRRE] A YAAA] BE ARAHR
£ FAs A7) Wi e¥sl=rt Beol EAleh, o
A P95 BEA 0 FREA] Fslo] A2 4 dH
o] wiEAog wAToRM oue=rt A Bt
Secure Mechanism to Manage Selfish Nodes2] 7%l
7} eE5o] oolAQl | e HRE FRlatr] sl
288 HE9| Hol8E fA5l7] wEo UIESHI Alo] 27}
7¥eHA =Wl exfE| =7t Wel RS At wEd AR
A gero2a] o AQl =R EFHEHA| Bl = =78t
7} e MR HolEZ A% fAgta slolof s

o= 7o °]'r°17q7] o 2ol 2ol W2 2HE
=7b o] wAgtt, CONFIDENTE & o2 74|
2}, trust manager, H7M 28, A2ALAE 7[R 9
7] Wil o]} 22 BES FI Fu e Ao A o
ol AQl =gt Adfd o) IAste WEEHE A=
g gAY A ellA] e = Bl A g

Fll‘

N

[ OlN



o] oteld geod B A E 7] MANET Secure 2H¢8 WHeh 115
dole] A$EE vehint, JefzeA A9 & 5 9%
3. Matst oteo|Meol = mHof| ofst mjzl M&  HH T FEOE A= SRPPnTe| HolH d$E2

3.1 Packet Deliver Ratio

Packet Delivery Ratio

—

-[—+—watchdog and Patnrater

-

Packet Delivery Ralio

—=—Secure Mechanism to
a7 r- Manage Selfish Nodes

SRPPAT

CONFIDENT

o 100 200 300 a00 s00 600
Pause Time

T2 19. WEH3 W Exffst= ofelael le= 4= : b
Fig. 19. Number of Malicious nodes existing in Net : 5

a8 199149k o] el w=trh YEHA el
10%(570) EAgcke 71 stell vlole] A&l ht A
SH7t A3= A9 EW Watchdog and Pathrater,
Secure Mechanism to Manage Selfish Nodes,
CONFIDENT, SRPPnT 2% 65% ©|’3¢] H$E<S e
Wt} SRPPnTE AAQ1 #4M 90% o’de] AEES v
Ehllz 541 A= 85%2] AEES Jepdch

Packet Delivery Ratio

o7 t i -i*_\_\-

_|—*—Watchdog and Pathrater

—=—Secure Mechanism to
e |- Manage Selfish Nodes
SRPPRT

Packet Delivery Ratio

CONFIDENT

300 400 500 800 700 800 900

Pause Time

0 100 200

T2 20. HES3 W Exliske 2fefsel = 4= 1 25
Fig. 20. Number of Malicious nodes existing in Net : 25

I 200149k o] oAl =7t HEHA Yo
50% (2570)7F EA1gths 71g kel diole AEEd o
3 AHe #Hrl AxE A¥EW Watchdog and
Pathrater, Secure Mechanism to Manage Selfish
Nodes, CONFIDENT, SRPPnT &5 60% °1/d<] dlo]
H A$EE UYehdtt. 53] SRPPnTV 5% = 7HS &2

Watchdog and Pathrater, Secure Mechanism to
Manage Selfish Nodes, CONFIDENT =2t} % o A
9 Aol7t ARE gl & & rh

MANETOlA] 7]&¢] <te]AQl
dnFELS dolH
S 2L oFel
AARE )
3t U ES] A
AIAM A8 &
&2 02 ALsA =
wo] ool A el ol gutax] ¢
oE FEsA oAl w=E #
Pathrater, Secure Mechanism to Manage Selfish
Nodes, CONFIDENTYt} &£749] 248 Az 4%

T RS FAHeR Aed & g

ES jL]_ 3}

1% rlo
ol
o,
Q
=
QO
(=
o
=
(oW
[}
ie]
jab}
B
(oW

|

=
—

V.

MANETS 1 5474 54 HEHAZ vls| 340 ¢

Akttt mebx eJARl =0 FAH o= HolHrt Wz,

SAHAY 28 A2t AEEHAS Al 2 9siv A4

aith, mEtA A5A ol kg Heltjdo] Atw|ofof ¢

A ket ZREZL oo AQ] = 2] R A= A,

, 58 HAIAE B3l 712 2ol HolE o] Al F7
W& =2} threshold AHE- Al & )

2

dl

_

¥R 19

%
o

ox
o
o

o

o X

Z

b

o
=

s}

v

AEAEAA 2 FES
she e 2l
A27sta AEeEe] U FE 28
Hel Zo] 53t wEy}t EAshs RS A3l
024 MANETOA 243 4 e 2 s
Foll EEACE AT & UeS IRl

ok
ol

N

o
off

ol
==

< &l

b
[t

i)

ofy 4
ﬂ_(‘)l_"
of ©

A



116 B FE R o6 (2009, 5.)

S i

ot

(1) Hao Yang, Haiyun Luo, Fan Ye, Songwu Lu, and
Lixia Zhang, in Mobile Ad Hoc
Networks: Challenges and Solutions”, IEEE

Wireless Communications, 2004.

"Security

(2] Djamel Djenouri, Othmane Mahmoudi, Mohamed
Bouamama, David Llewellyn-Jones, and Madjid
Merabti, “On Securing MANET Routing Protocol

Against Control Packet Dropping”, IEEE
International Conference, pp. 100-108, July
2007.

(3] Liu Hongxun, J.G. Delgado-Frias, and S. Medidi,
"Using a Cache Scheme to Detect Misbehaving
Nodes in Mobile Ad-Hoc Networks”, Networks,
2007. ICON 2007. 15th IEEE International
Conference, pp. 7-12, Nov. 2007.

(4) Claude Carlton R. Davis,
Muthucumaru Maheswaran, A Secure MANET
Routing Protocol with Resilience against Byzantine
Behaviours of Malicious or Selfish Nodes”, Proc. of
the 21st International Conference on Advanced
Information Networking and Applications Workshop
- Vol. 2, pp. 19-26, 2007.

(5) Wk, =914, AR, 2715, "Secure Mechanism

Crepeau, and

to manage selfish nodes in Ad hoc Network”,
JCCI, 2004.

(6) Yu Ming, Zhou Mengchu, and Su Wei, A Secure
Routing Protocol Against Byzantine Attacks for
MANETS in Adversarial Environments”, Vehicular
Technology, IEEE Transactions on Vol. 58, No.
1, pp. 449-460, Jan. 2009.

(7) AEA, s A, AR, s, el e
vES) 26l e e 7 ARz Y, @
e spAtEds], 20079 T74.

(8) A, 7R, WA 098, "MANET SelA
Zone Routing Protocol& ©]8-a ePd3t A24d% W
b daElE S-ZRP, AAwdsl=eA] 439 TCH

Ad5, 13-21%, 20061 44,

O]

on,

(9) oA, H5A, ol¥E, A4, Al
¥ Ad Hoc MIE$]ZI4 AODV Z2ZEZS] 453
< 9Jgk 2R FARA, e =R, 432
Aoz (FHE4), 20074 64.

(10) S. Marti et al., "Mitigating Routing Misbehavior
in Mobile Ad Hoc Networks”, ACM MOBICOM,
2000.

(11) Y. Hu, D. Johnson, and A. Perring, "Sead:
Secure Efficient Distance Vector Routing for
Mobile Wireless Ad Hoc Networks”, IEEE
WMCSA, 2002.

(12) Sonja Buchegger, and Jean-Yves Le Boudec,

of the CONFIDANT

Cooperation of nodes, fairness in

il

"Performance analysis
protocol :
dynamic ad-hoc networks”, In Proceedings of
IEEE/ACM  Workshop on Mobile Ad Hoc

Networking and Computing, June 2002.

(13) JongOh Choi, "Energy-Efficient Secure Routing
Protocol and WSN Management Framework In
Mobile Ad Hoc and Sensor Network”, a doctoral
thesis, Yonsei University, Feb. 2007.

(14) o34, HFL, AFE, 574, "MANETA o]
Ql =9 sty BEAQ AE WY, Sy EA
g}3] =24, A|12¢8, A5, 617-622%, 20059 10€.

W84, olsil, vHAl, S5, "MANET]

L 3Rl 7|9kt Secure BHE R,

S BRG] oA & &3], 749-753%, 2006,

(16) S. R. Das, and C. E. Perkins, "Ad Hoc
On-Demand Distance Vector(AODV) Routing for
Mobile Ad Hoc networks”,
http://www.ietf. org/rfe/rfe3561 . txt, July 2003.

[}
ue,

A efejAe)

(15]



ol otold Qe g A4 71wke] MANET Secure 248 <t

& 2 H

CTRERS
1982:3 %t A2}
1990:v) el FAAA 4
1982~2007: S W¥/A B8
2001: 35eh ek AAAEL AR
& A S AR
ok fIELS BFY, A v
EfE, ARt FE BEY

R

el

1997: A A7 et At

2007: ANt ez} AL

1997~2007: & FEZA /A

d Aggen A Ese) ual
m]

il ok fulFE s AFE, AA )
EQ3, HEES, HEAN,
24 VEYA

F2=

1976: 52t Hakekat o)ga}

1980: A4t skl AakdF

FEL

1988 At e e A
FopupL

1976~1980: HarrA AL At
ROTCHL

1980~1983: kAl gAldTl <l

1983~1986: k=554l Akt
Za

1989~1991:1]=F Univ. of Arizona
74

1986~4 Al FHoigk 171/735FE
CicRaRlay

Rk A2t DB, dleleuleld,
Temporal GIS, A&7t
AR, HFE 2~ AR
/2-E¥] dloExE], DB &
Sk, njo]Q Q¥ujElx 5

of 4
1978 kel Al o)
1989 ATt ket A}
199798 et Juge) v
1998~2000: 5 ithela HEpvIclo]
s} w5
2000~ @A ek Agusk) w5
e IR R L 12
Wolz, dlolEnleld 5

ol

117



