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Abstract

In this paper, this model ensures confidentiality and integrity of mandatory access cotrol policy
which based on fuzzy function with importance of information. And it solves authorization abuse
problem through role graph creation algorithm and flowing policy that security grade is applied.
Because this model composes role hierarchy which bind similar role concept to apply to commercial

environment, it has expansile advantage by large scale security system as well as is easy that add new role.
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Table 2. Table assigned to subject

sz Hlol2m- (27 |/A7 | SMST
STS/C T1-RTS/C

SSNVI T2-RS/M, T3-WS/MI

sc/ T4-RC/1, T5-WC/I

suc/U %)

E 3. H|ZY Tt ¥Is Hols
Table 3. confidentiality-based accessible table

FHs= Lol 2lrE
STS T1-RTS, T2-RS, T4-RC
SSl T2-RS, T3-WS, T4-RC
SC T3-WS, T4-RC, T5-WC
sucC T3-WS, T5-WC

B 4. 224 7B ¥Is Hols
Table 4. Integrity-based accessible table

=z kst 2l
sC T3-WI, T5-W
svi T1-RC, T2-RVI, T3-WVI, T6-W
sl T1-RC, T2-RVI, T4-RI, T5-W
su T1-RC, T2-RVI, T4-RI
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Table 5. Security flowing policy algorithm

BEGIN
IF H(N, @, B ) 0 THEN /*8|ZA7|2ra
{
IF L(S) = L(O) THEN
READ ACCESS SUCCESS:
ELSEIF L(S) < L(O) THEN
WRITE ACCESS SUCCESS;
ELSE ACCESS FAIL;
ENDIF
ROLE_GRAPH_CREATIONO:
/BN 7]k ofst el AN
}

ELSE /* 224 7|gt ®a
{
IF L(S) < L(O) THEN
READ ACCESS SUCCESS:
ELSEIF L(S) = L(O) THEN
WRITE ACCESS SUCCESS:
ELSE ACCESS FAIL;:
ENDIF
ROLE_GRAPH_CREATIONO:
/* R TIE odgk elm AN
}
ENDIF
END
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N, oft

Jtie] o] A &L R Fo A sl B z} Fa%e
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Talble 6. Role graph creation algorithm

Role Graph Creation(RG, nx, xSeniors, xJuniors)

{
Input : RG = ( Px, =)
[FET X2 Zh= HOIEM ofst Jajjmr/

e Hot EY =(gh x= 582 o)

xSemors 1 ne| A9l BN

xJuniors : n2| 519 EA

output : M2 =7+ STl HoISY st Jefma ool SMR
X

method:

Var px, pxi, pxj, pxs : 2HEME(0IS;

Begin

Px @ Px U {nx}; /* RGOl A28 = 37} %/

For all pxs € xSen|ors DO add the edge nx — pxs:
For all pxj € xJuniors DO add the edge pxj — nx;
If RG has cycles then abort;
end.

}
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MaxRole
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Fig. 2. Role graph security model
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