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Abstract

Small and medium enterprises have more dependency on their information technology than large
enterprises have, but they can’t pay much for information technology and information security due to
financial restrictions, limited resources, and lack of know-how. So there are many vulnerabilities in
small and medium enterprises and these would make many security incidents. Security managers of
small and medium enterprises think that information security in their company is simply equivalent to
updating the antivirus solutions, managing firewall, and patching systems regularly. However,
security policies, prevention of information theft, business continuity, access controls, and many other
information security issues should be considered for mitigating security incidents. In this context, we
redefined security countermeasures and strategies which are only appropriate to large enterprises, for
making them appropriate on a secure operating for information system of small and medium
enterprises, and we investigate information security issues in the four views of information system
and company, and finally we present information security strategies for each view, in this paper.
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» Keyword : HEAAE(Information system)), ME7|=(information technology), E2Hsecurity)
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Table 1. Trend of Security Incidents Reports(1)

= 2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2008 | 2009

ARIe{o] | 5,537 | 8,276 | 3,297 | 6,334 |14,055 |11,668 |6,490 |6,844

TAFRA| 0 0 220 1,087 | 1,266 | 1,09 |1,163| 892

CEAANE| 0 0 0 0 |3,711 |4,316 3,175 |2,672

JIEtshE | 6,684 13,179 116,027 | 9,620 | 4,570 | 2,360 {2,908 3,172

EHoIx|H= 5 4,812 16,692 | 3,206 | 2,293 (2,204 |2,452
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Fig. 1. General Information Security Policy
Adoption Steps
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Fig. 2. General Information Security Policy Adoption

Steps
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