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Abstract

Malicious codes, which are spread through WWW, are now evolved with various hacking

However, detecting technologies for them are seemingly not able to keep up with the

technologies.
In this paper, we define the

improvement of hacking and newly generated malicious codes.
requirements of detecting systems based on the analysis of malicious codes and their spreading
characteristics, and propose an improved detection scheme which monitors HTTP Outbound traffic
Our proposed scheme sets up signatures in

and detects spreading malicious codes in real time.
Through the

IDS with confirmed HTML tags and Java scripts which spread malicious codes.
verification analysis under the real-attacked environment, we show that our scheme is superior to

the existing schemes in satisfying the defined requirements and has a higher detection rate for

malicious codes.
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