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Abstract

In this paper, I will discuss how the Internet has spread rapidly in our lives. Large portals and
social networks experience service attacks that access personal customers’ databases. This
interferes with normal service through DDoS(Distribute Denial of Service Attack), which is the
topic I want to discuss.

Among the types of DDoS, TCP SYN Flooding attacks are rarely found because they use few
traffics and its attacking type is regular transaction. The purpose of this study is to find and
suggest the method for accurate detection of the attacks. Through the analysis of TCP SYN
Flooding attacks, we find that these attacks cause Backscatter effect. This study is about the
algorithm which detects the attacks of TCP SYN Flooding by the study of Backscatter effect.
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3.2 Backscatter &112|& b4: )
2] YA toolZe] AGSHE HY A A QmelE 25 else
d TCP SYN Attack ©7 2melEg 713 Aol ;gi I{/ﬁﬁ @i itﬂﬁ acket
: t, , Cr )
TCP s71el 5L flag bit7h SYNeZ®, Destination Host — [e- ("
o] IP address7t L3 sZlo] DA AR o] 2 by
A 7S SYN 4o ket ey ZE di7ld o B0: else
3 SYN flag2 AARIL, ©]59 host FARE wx  Blr {/ A2 S2E AE §3o] O dAE 23t
o
HostListell A%, connectd #2 ©A 7|Fo2 317] sieka ) i
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ohfe} thd E2Eol B SYN sizle] 55 71FoR 3 & BAE R
B3 51o14] 24 EQAHCN WAl False Alarme] w71 AddostToDestHostList(destHost): // 49
5 2E =
g 49l 56 1
3.3.1 Backscatter | 7I& 212|5(18) 87 )
B8: return Normal;
1: DetectSatus  CheckNormalAttack (CPacket 39: }
*erntPacket)
20|

3. Host™ destHost:

4: Time crntTime;

5:

6: if (IsTcpSynPacket(crntPacket)

7 { // Aol Tep ZREZRIAS} flag bit7} SYN <

7}¥?

8: if (IsTherelnSourceHostList(crntPacket))

9: {// WY ZAE B2EdAN @A & v 5F
J1E HRE 7Pt}

10: destHost

getHostFromDestHostList (crntPacket) :

11: crntTime = GetCurrentTime():

120 // @A si5lo] HEE AlRto] ARBHAW| EAlst=

7¥?

13: if ((crntTime - destHost-)theLastUpdateTime)

14: ( Normal Time Threshold)

15: { // 58 32E7} €A 27 548 54 T2ES
Zh=719

1 6 :

if (ITsThereSamePacketInHost (destHost,crntPacket) )

17: { /) B8 S2EqAZ H714% 57F dAXNE @

ANE=7?
18: if (destHost->Connection YSCAN_MAX)
19: return DetecNormalAttack: // &2 B

3.3.2 Backscatter EIX| £8 &12|E

CheckTepSynAttack (CPacket

1: DetectSatus
crntPacket

{
Host™ pHost:
Time crntTime;
if (IsTcpSynAckPacket (crntPacket)

{ // 7] Tep Z2EZA flag bit7} SYN
ACK QI7?

q:umbwm

-3

8: // ALY srurce host, destination host, port
number’} Y3 host FEE 7}A 2}

9: pHost = getHostFromHostList(crntPacket):

10: if (pHost == NULL)

11: { // 4X3k= hostdE7F §IthH, host listell 71t

=3
12: addHostToHostList(crntPacket);
130} else

140 { // €Ak host¥BIt lvkd, sizl 24 A7t
AAXE dolAE=7?

15: if (pHost-)nSynAckCount ) MAC _SYNACK)

16 {

17: /) 34 &4

18 // s #AE S8l ale i

19: pHost*)nSynAckCount =0:

2713} et
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20: return DetectBacksactter:

21}
22: pHost-)nSynAckCount+ +
23}

24: '} else if ((IsTcpAckPacket(crntPacket)

25: { // Aol Tep TREZCIA9} flag bit7} ACK ¢!
7¥?

26:  // ACK d#jZlojlmg <1kt
destination host, port number”}
27: /) BY3 host FRE 7=t}

28: pHost = getHostFromHostList(crntPacket,

DEF REVERSE):

29: if (pHost !|= NULL)

30: { // SYN ACKel “483h= ACKZ| gemz B E
Ao},

31: // W& countFE 2713} 3t
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33}
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35:
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e
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R9: { // RE S2~E B 27|35}
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41: )

42: oldTime = crntTime:

43: return Normal;
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