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Abstract

The 6LoWPAN(IPv6 Low-power Wireless Personal Area Network) performs IPv6 header
compression, TCP/UDP/ICMP header compression, packet fragmentation and re-assemble to transmit
IPv6 packet over IEEE 802.15.4 MAC/PHY. However, from the point of view of security, It has the
existing security threats issued by IP packet fragmenting and reassembling, and new security threats
issued by 6LoWPAN packet fragmenting and reassembling would be introduced additionally. If
fragmented packets are retransmitted by replay attacks frequently, sensor nodes will be confronted
with the communication disruption. This paper analysis security threats introduced by 6LoWPAN
fragmenting and reassembling, and proposes a re-transmission mechanism that could minimize
re-transmission to be issued by replay attacks. Re-transmission procedure and fragmented packet
structure based on the 6LoWPAN standard(RFC4944) are designed. We estimate also re-transmission
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delay of the proposed mechanism. The mechanism utilizes timestamp, nonce, and checksum to protect
replay attacks. It could minimize reassemble buffer overflow, waste of computing resource, node

rebooting etc.,
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T3 7. ASE chest ozl =(FRAGN Re)
Fig. 7. Subsequent Fragmented Packet
Structure(FRAGN Re)

v e T gl 9171 oS 29 8ol YERNITE. Dispatch
1110001091 <Jafl mpA1=} ©is) sjzlo] -2=]m, 6LoWPAN
FEFRA M= o] 22 npx]e} whst 7 Frt HEE A
og]A] ggton} B =RoME A4 A3AS &) FHE
ﬂr 1% 89 AgojE miA F st siZls|t] = 6LoWPAN &
Ao Aold Add vyis) szlEei e} vwste] et
zﬂiﬁfﬂ F7hd,

| | I T ‘ Ll
11100010 datagram_size datagram_tag
fragmented
qt E'mnm:nber
nonce —
4 checksum =
fragmented data ]

02! 8. ofx|2t chrst o2l #=(FRAGL)
Fig. 8. Last Fragmented Packet Structure(FRAGL)
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A3 35 7 S 298 99 YeERITE Dispatch
1110001101] el st g5 Flo] ?L—r!‘clwl 6L0WPAN
Zel=lA] gkskon E o

FFEA =

F7} gelelsd

\I\\\I\ll\\\l\\
reserved

111000 Il|ack_ﬂag|

[— nonce -

= fragmented sequence number table —

T2l 9. S& st ozl #=(FRAGL)
Fig. 9. Ack Fragmented Packet Structure(FRAGL)

4.4.1 ERIAHE (timestamp)

AZA gt AFS =] flste] THtake] dAsk
7 (unidirectional fragmented packet)ll B} 28]
EFAIT. F, A WA G A7, T HA olF A%

ﬁi} 7, a2 ARSI A= o5 F7F] T3} 5
TYHA ERIAEI S FFARITE BRI ARIE Afo] =
15-?9-5?'—— tole7t $5A1EE B3 BRlARIZE 23
2 319 Alo]2E HAgAF]7] SJEl 32HER 74519
o}, ey Fesithi 484 E (%) 9 160 E(1/64%) 2 ©]
FolRl AA| 64HER AT = 3

4.4.2 FSN(fragmented sequence nurnber)

;

2 B or W ot mlm

Fa26 shjel dolEade SHsA o, el
iz sfzlelth SANES Rl BEe) Aozt il
olEolm 7] g 0olsl Aul £AWTE 25674 A3

o S euoA A P el o] i

A (datagram offset) 7} B3l T3} o] Alxlzict,

datagram of fset =

FSN X max_ fragmented_size

4.4.3 HA(nonce)

AT ot AREE 7] $lote] Pidke] oA
9|71 (bidirectional fragmented packet)oﬂL v s Ae
gt ERla"lZ e v g} szl 23ERE golE
Aol 27} 243} Hofof s, Wi d 9] HlolE 3o
T e b Fuvt FFEHER Ao zde  Fe B
et} o]F 1Esle] 64U EE A83ith Ty w3l AL
o|2F Y& izl M 32HER XS 5 9l

o
o)

4.4.4 H3M(checksum)

nA| ek G g s zlel e A dolel 1ol vid FAL S
15317 S8l A TG, ZE T3 w7l A
g oW =rt YR AX ez vix) et g3 gl
gk ZFAZIT}, o] W= THSEA] obS dlo[H 1
St 6LoWPAN @lHE EFAIA At A3y 2=
oz A gl A= e o) ALk
CAFA F=o 2] e 0o® Ayt 1Y g 9
t1o] 168 E] tigh 19] Bagho] At o] Foll 16H|E
19 B4k A3 doo] AgEd. HEHez Fre
168 E 19] HE=ghS Akt

m o

|
371

S1EA|
A

_Q fr r>4 éa

4.4.5 FSN HElofE(fragmented sequence number table)

WA A 22 HolEla#le FSN HeolEs A4aA
gom, dHsy} olfold wiwtk shto] wloje 1ol gk
HlolE& A = TG =S A A et
= Eﬂ"]—é"fé/\i 323153 7P7<1‘34 } HEx SAUE FSN
W2 st H7le] RAGEE Asta Bttt ol
o :7& HEZ} 12 A3 Ho] glo ‘?i &g FSN © s}
& WA o2 48 ZlolH, 002 A wEo] glod e
FSN @3} djzlo] 4o g 447 e Aot

4.4.6 % Hok(ack flag)
27 B $4% et $UF wud) 2RE 2

FoleR] S JehE e Zelolth 4709 At &

AskH o] Sl oo wet F7AE 4 9)
- 0000 : not used
- 0001 : no reply required
- 0011 : re-transmission required
- other : reserved
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Ak mAUZS] Al A1 ARRES: 2433199 6LoWPAN
2-gAZAN Ds L gl w), 819 A1 IEEE 802.15.4
MAC/PHYlA19] ofl2] g&l| w2 6LoWPAN MTUS|
FAE & Foll b2 ASAREE AtEi v & 4
7Sole vkt HESA EE2A)7} ohd TUdARE /1
aom, AAE ellok, Az o] og AA-S 1
&2 ekttt 91714 6LoWPAN MTU%E 6LoWPAN |t
Aok WiAYZe] @5 d, 499 IP, TCP, 281 $-%
AlZol ZZE dolElE oulgit), shte] MTUZL 415 =
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