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Abstract

Grid services offer SSO(single sign-on) mechanism using GSI(grid security infrastructure) based
on X.509. However, portal applications in web environment use ID and password model for single
sign-on. Grid portals means a system which provides grid services by integrating portlet contents on
single web interface. In existing research such as GAMA and PURSE, SSO for a whole grid portal is
figured out in the way that user is authenticated by ID and password in front and call grid service
via GSI at back-end. Other types of web applications outside of portlet framework cannot
unfortunately access grid service in SSO way in the existing researches, because the SSO mechanism
is developed for portlet framework only. In this paper, we suggest a SSO mechanism based on ID and
password model, which forwards authentication information and a GSI token for grid access among
portlets and grid-enabled web applications. This mechanism is applied to MGrid for SSO, which
consists of applications of java web start, applet, servlet, and etc. as also as portlets.
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public class SimpleJAASLoginModule implements LoginModule {

@ovemde
public void initialize(Subject subject,
CallbackHandler callbackHandler,
Map sharedState, Map options) {
// initialize object properties
}
@override
public boolean login() throws LoginException {
Callback callbacks[] = new Callback[3];
callbacks[0] = new NameCallback(..);  // Get login ID
callbacks[1] = new PasswordCallback(...); // Get password
callbacks[2] = new ClientIPCallback(...); // Get Client IP
callbackHandler.handle(callbacks);
// retrieve login properties from callbacks

return UserAuthManager.
checkAuthenticate(username, password, userip);

}

@override

public boolean logout() throws LoginException {
// Retrieve login properties from callbacks.
// See the login() method.

return UserAuthManager.
deleteUserAuthKey(username, password,userip);
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public class UserAuthManager {
// Implemented by Single-ton design pattern
public static String createUserAuthKey(String userID, userIP){
UUID first = UUID.randomUUID(); // 32 char
UUID second = UUID.randomUUID(); // 32 char

String userAuthKey = first + second; // Remove char '-".

userAuthKey = insert(userID, userlP, currentTime,
userAuthKey, timeThreshold);

// insert userAuthKey to repository

// if repository has already userAuthKey,

// set userAuthKey to null value

return userAuthKey;

}
public static String checkAuthentication(
String userID, String userAuthKey, String userIP) {
// Pseudo code
storedUserID, storedUserIP = findBy(userAuthKey);
return (storedUserID equal to userID) and
(storedUserIP equal to userIP)

)
public static String deleteUserAuthKey(String userID, String
userAuthKey, String userIP) {
// Pseudo code
if( userIP is null ) {
deleteBy(userID, userAuthKey); // logout all clients
} else {
deleteBy(userID, userAuthKey, userIP);
// logout only client@userIP

O 3 ARSXt 2IE 2lol=Efz]
Fig. 3 User Authentication Library
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