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Abstract

Generally home networks are based on wired network and wireless network. This makes
customers be capable of using electric home appliances and full-duplex multimedia services and
controlling the machines without any restrictions of place or time. Now that the scope of home
security is being extended, the home networks can be formed with not only personal computer but
also home automation, electric home appliances, and etc. But this causes many of attacks of
invasion and damages. Therefore in this paper we suggest the SSIP(Secure Session Initiate
protocol) model for solving those problems. The SSIP model is able to provide an efficient
authentication and reduce the time of session re-establishment and set-up by adding ability of SIP
authentication to Cluster-to-Cluster environment performed on home gateway.

» Keyword : 2HIE®IF(home networks), HeHsecurity), 2Z(authentication), SSIP(Secure
Session Initiate Protocol)
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1. SIP(Session Initiation protocol)

1.1 SIPel £

el ZREZ 7|9k Y EL] A dht o] /o] Tl
HEr|Ho] Aoy 35 A, WA, 8T 0 2o|= SIP
£ $8AF Aol Z2EZR 0|3 AX (Session)olE
EJrlt]e] #AsEA(Multimedia Conference), S1EIY 2|

£, 94u 5ol T3k

Request Response
Method URL SIP/2.0 SIP/2.0 statusreason
Via: SIP/2.0 protocol host:port Message
From: user <sip:from_user@source> header
To: User <sip:to_user@destination>
Call-ID: localid@host
Cseq: seq# method
Content-Length: length of body
Content-Type: media type of body
Header: parameter;par] =“value;par2="value”
pard=“value foldedinto next line”
Blank line
V= 0
0= Origin_user imestamp hmestamp IN IP4 hast Message
C= o body
M= MediatypepartRTP/AVPpayloadiypes

T2 1. SIP HAR]
Fig. 1. SIP Message

SIP HAAE SefelAEdA AMuR = 22 (Request)
I MwoA ZFEe]|dER BEUle SH(Response)©]
g 1.94 BXo] SIP WAIA& start line, header line,
message body & TAIE =) o}l header field & A2,
Fh TREZ B4 B3 YRS I 1. SIP WAA) 2
2 3tk SIP 84 HIAE(Method) 2} 31 SIP HlA=E
2 UA(User Agent) B Z2A] A8 (Proxy Server) ol <&l
A FgE B AHAE gAdth QA TR das
(INVITE, REGISTER, BYE, ACK, CANCEL % OPTIONS)
E0] SIP 2.0 Specification Document ¢l 7 2]=]o] ¢l.o.
INFO ¢} PRACK "Wl4E+= ID(Internet Draft)ell %l=lo] 1

o,

1.2 SIPQ| HEST FM4

SIP WIES)ZE UA(User Agent), Z2HA] AH(Proxy
Server), 2ltlo]dE A8](Redirect Server), Register & 74
e} SIP dME F FRel SeloldEe} MHEe] FelxH
FejolAES} Ml SIP F2ol oajr] Q)

1.2.1 SIP UA (User Agent)

SIP £ A g8l @@712 SIP UA(User Agent)e} &
T} SIP ZREZC] FEAL T SIP 5719 vtjo] AldE
A3t Zlolth UA & AMHAIERE |#ls wol tf2 UA
ofo] nitje] MAE Ay 2 TEE AR 98& Wtk
SIP & oW ZREZo|E AN wid UA & wAA
A4S 9sto] TCP T UDP & A8k gt}

UA £ 2713} & 7B8la e 39 state F2E
A&llof g}, ZHAgte] state HHEE local&remote URL,
local&remote CSeq 3t] & mitiejo] o3t JHSE 7}
2|31 glefol sl ol HEE 4T & HE sl
2 23lt}h. Remote CSeq £ F WAl INVITE 9+ AAS AL
o|& Hsh=d| Feasrt. F A INVITE HAA= 718
39| sEnel & WA wf AH8Er, o] W) 22 Call-ID &
AREBIA R A 22 23 )7] wfitel] CSeq & 3P F71 T
3H A A5E INVITE & A9 INVITE 9 22 Call-ID
9} CSeq & AHEeth. o7l $88 Tl & F8 WA
B2 7540 gl7] wliel] UA & ZHolx 32% B9te 5 4
g HRE fA]gof 3},
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E 1. User Agent 7
Table 1. A type of User Agent

User Agent
Supports
type
Minimum INVITE, ACK, SDP, response classes
Basic Minimum plus BYE
Redirection Basic plus Contact header
Firewall Redirection plus Route, Record-Route,
friendly and default proxy server
- Firewall plus OPTIONS, Warning, 380
Negotiation
response
Negotiation plus 4071 response,
Authentication | WMW\-Authenticate, and Authorization
headers

UA & A8 E2& 39 tigk ACK wIAA]e deir=
Z83] BlEAy 2 ma2E URL o 3 232 "404 Not
Found Response” AR E vttt UA 7} 48 R28 &
o tigk BYE 248 wom “481 Transaction Does Not
Exist” WAIAE Buie] gk H8] JEE & F ¢l 3o
sl ek e 289 Wzt whek SHei H R &
% 7Fs/do] 7] wiEol] 283] WX Hebt gg
it}

F 1. & F2d oA AlFshe UA 715 780 wet UA
57} Minimum, Basic, Redirection, Firewall friendly,
Negotiation, Authentication 2 FE¥}. UA £ 245
2 o= 2Ad el 501 Not Implemented” HIAIA]

2 gHsloof gt
1.2.2 SIP MH (Server)

SIP AHE UA Z3E SIP £3< o} Seteles &
AMuoln] SIP AW FRedle ZER], Hre|dE, F%
(Registration) A# o] it SIP A= UA A AJH]
22 A1Fs7| w2l TCP ¢} UDP ZEE Alg-3loiof 3k},

~

' Location Server
" or Database
edirect Server or

Registration Server

/I'I

A

il

s
pos
rlo

User Agent (UA) User Agent (UA)

02| 2. SIP UA ¥ Server
Fig. 2. SIP UA and Server

a7 2. & SIP UA, SIP A 2 9% M| x9] 45 A

u

S Yehix gk SIP ] AHlE UA 28E SIP
8AS Wha o] 24 WAAE TUY (Forwarding) v %
ettt SIP ZZA] Ad= HjolEu|o] ~E dA| 2~stAY tf

=g
& & FAE D) Q8 9X HE MH]A(Location Service)
& Hh=th SIP =] Afuie} 91%] A E Afu]2ele] QlEfso]~
= SIP ZREZ ofajr HojwlA] g=tt. wEhA SIP =gt
Al AHE UA oAl AR8AE 914 AH| 25 A g8 SIP 9
Tl oJalA ZE| AwE gt
1.2.3 SIPe| ==t

SIP E4d|A SIP AHE
o lojA ZA| BE(mode) -‘4 gltio] 2l
ek WA a7 3. 9 T UcoﬂAH SIP 528 A1
W, Z2hA] A¥E INVITE 235 ol 1 939 FAS
2 2Alo|A Aol &l Izt HEe A RE
T a8a ZEA] e ZA 014 AHA] ke FAhR
SIPSAE Bz, 23S B-& UAS & A1kl A INVITE
AR b3S dela ZE] A fAAE # Wit
S Bttt J8H, Z2hA] MM UAC 94l OK $%
< B3, UAC & ZZA] AH47A ACK AIAAIE Bl
ZA] Aue UAS o7 ACKE 9o es AA A

S0l AFH R o] FolRSS IS 7|A ACK & =

2 AB1S ARA B A A B S 3

T A
ssu.ac.kr

%PJ—% Aeahe WY
R Us F

%1:

e

Location

server
1. INVITE yhk@ssu.ac.kr

2.yhk
Call-D: 010718@aia 3. hkyoo@aladin
|| — 4. INVITE yhkoo@eleddin
= 7. 500 OK " Call-ID: 0107 18@aia
o= Cal-ID: 010718@aia
-

UA Client ™8 ACK yhkoo@ssu a0 1 3
Cal-i: 0107 oaia Prowy Sewer  Cal A Sever

5. UA Server
8. ACK yhkoo@aladdin alerts
Call-ID: 010718@aia

T2 3. =2 2ol SIP S&
Fig. 3. SIP operation on the proxy mode
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ssu.ac.kr

3. yhk '
—_ Location
s ————— Server
4. Naddin.ssuac.kr

1. INVITE yhk@ssu.ac.kr
Cal-ID: >

C
N Cal-ID:010719@aia
aia Proxy Server
5. ACK yhk@ssu.ac.k

— 6. INVITE yhkoo@aladdin.ssu.ac.kr N
- Call-ID:010718@aia aladdin

]
UA Client

7. 200 OK
Cal-ID:010718@aia

8. ACK yhkoo@aladdin ssu.ac.kr

Call-ID:0107 18@aia UA Server

02| 4. 2cloE 2ol SIP S5
Fig. 4. SIP operation on the redirect mode

1.3 SIP ot HAUF
1.3.1 SIP Heot fiz{UZe Me oA

SIP € 7|84 oz Al~dyS 93 Z2eFaA Qe
< o] &3 9A3]9, ARl As}, AAHE wAA] T A
H| 2o 2838 5= 9t} SIP Bt 714 =7 Hop-by-Hop
Heob} End-to-End HeF 72 ERE 4 glon,
Hop-by-Hop EotelE digest 915, TLS, 1PSec 59| 7]
o] ¥4, End-to-End B¢+ S/MIME & #&a 5
At} SIP & 43 VoIP Al 2slolM e 4] 34 Hlo|e &

B35317] 814 RTP #jo|2E2 45 glsle] 7UAS A2
& & Q)& SRTP & o]gslo] Bl AH|AE AlFE
t} o9} 2 Bl WAUZL AZeiAlo| Tt el et
el o2 Age 4= g, o] 5 B3 Aldd wAR] o o
371U, A4, A5E Alwsta girk. a9 5. dMe A
A# el SIp Het 7134 e d9e BT 9o () &
o Het 7led AU oz A48 4 e d9& el
I ek A TLS ¢ digest 915 7|&2 07 2 gafof
& Wl 7)golH | FEhle] HekE A Ysh= S/MIME oy
[PSec & AHEAke] Aeo) wlel Mg oz Age 4 9},
SRTPE nltjo] Bk flaf deidomz A48 4 9l

Boh@203, 263, 3,77

Dlgem Authentication ‘

< (SRTP) T
- v 5 o=

e =

R | H P~

i < (SMME)

: ] & —

(TLS) (TLS or IPSec) (TLS) ( ): optional

J2! 5. SIP et 7i=e| Hg d
Fig. 5. An area effected by SIP security technologies
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1.3.2 SIP 2ot ni7{LEe| et HAL

SIP ollMe ofg] Hek 7]ze] Ao et 74
= 7P glont o F fldiME 71EH o 7t wEg (i
Heke 913 @74 AAbE d stk 2% 6. & RFC 3329

(Security mechanism Agreement for Session Initiation
Protocol (SIP)) ¢lAe] 3 axe vehd Aeoltt. o] Wy
o= SIP HAA ¢ Bt Fd-2 A3 sld S golsta o
BaAlA dopgatel Hel @3S s =R, SIP HAA
INVITE, REGISTER, OPTIONS <] WAIRE 263
.

¥ o

Server

Client

Client list

Server list

Tum on Security

Server list

Ok or Emor

T2 6. SIP 2oF $AN HX|
Fig. 6. The SIP security co-operation
procedure
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S UEHA S & Se2E Y =259 97 «
=9 Fol9} 1% 2 Aojate gL Yt & FH~
He CA 27H 59 JASAE B Ul 9F ==59 A
o714 sttt wpEbr] Al Egolol| 7|Rket
Cluster-to-Cluster MIES]Z 342 & F2EE F4L
2 F Ze2E7 ] S aHE AAEUT 28 7.
A 2 & VESILT & SRlsHE FACE Ak TN

ool YIEL AL Cluster-to-Cluster AH]A &S Aok

3%
,n
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saAgH \
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T2l 7. Cluster-to-Cluster AH|A 2E Hot $iAl x|
Fig. 7. The security co-operation procedure of the
Cluster-to-Cluster service model
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a% 7. M9 2 Cluster-to-Cluster A8 24
Aol Esgllo] Z8|2E]7} CA(Certificate Authority)<] o
aloll B23}. Cluster-to-Cluster 374-& Al0|Ego] &
2]2E 7} B UIESA9] Alo|ESlo] FoiElfe] AA dA
= &oto] AT 9 HEE Alofska, CA & AolEde] 22
2 Afolol|lA] QISAE Wgdta 3717] B /IQ171E EE3
A4&E FYrt. CA 7} s ASA = X509 & A
gt} (3 2)2 Cluster-to-Cluster #7404 2 48
gl oiste] st itk

Cluster-to-Cluster 7oA Z42+e] Fel2~H WEHA
= 77kl 9ol CA & 7KL 8lew, CA = te] 22
2E| H|ES|Z9] Alo|Eglo] E2]2E] CA 7} 7K1 Sl=
Ze| 28 HEA FRE 74t T Ile] AlolEgo] U

L orlo

-

EQt AR 541& & u), Ale|Edle] WESTE 27 ot
£ CA & 73 k& & slom, AllEdo] ZxEe
CA 7} 7M1 3L 8l Alo|Edlo] VIESIZ JRE o} o]

A @A &3 e HES A 9ig % & 4 Qi)

¥ 2. Cluster-to-Cluster 42| FMQ4 3l odgt
Table 2. The components and functions of the Cluster-to-Cluster
environment

7Y 24 ofgt
Holeslo] Zetas | Holeslol HIEXIT 7+ ok % 2t Xof
cA B 25 L M| 2l
it HolEsio] Zetrept Rt B
QIEA X.509

1.1 Hoksl= SSIP Z2EZ

SSIP(Secure Session Initiate protocol)< 71&2] &
22 UEYIA A2E 1 gl SSL Z2ES] SIP 9
A5 F7kel] E3Q A5 2 9 Al AAA
o AA AT A AZEE Eo =N Tl Hets ¢
3] Aljkd ZREZo|t}, ol & Sof AMle FE2E UE
HA32E Wy g HIES AN e g FEL dlolE & 54
Stz @ o, vl QFE Al Firhd Qo) tisle] AzEt
A Fg o, AAE AR o widl 1SS e
of sk= Al @HlE 2T Aotk 12v} SSIP & AMSSF
A ole} e FAAE AT 3 Zlolth ol S8
SSIP 7} &8l S8 2H UESH A <] 807 AT
0% AMu|~ mule] Walow 44| 288 5= 9,

SSIP olXe F5Ho2 SIP & B3 93] s=3=)
SIPE o]&gt Il Tvta v SSL & o] &<
3 B2y A4 AL Al SSL ISA AARE HiEe
L=

SSIP & 828 UEHA 340N FH2HE S
2 AAY Z2EZolt}. SSIP & ZE/2H YEYIAM =
=9} Alo|Egle] F¥2E o] BAS 9% AHS 93k
AU, Alo|Edlo] FEXE|IAM Alo|ESlo] FelAE
T I vEYAS} Alo|Edllo] UES] A Ale] 9} o] Tt
ES Alolahs 71%E 7H 3 7] Wizl Ale|Eslo] F#
B 7te] Heto] 71 Fositha Q14 slxla, AlolEgle] 2
BaEE HebHog ehdsitia 71

1.2 SSIP Z2E =9 74
SSIP & SIP & 58 % #23) SSL 954 ek ¥

€, SSL 15 AldE rRlE T2 EErve] 9 velH
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A% ¥ T2l3 SIP 9 SSL AR S 25 BUle & 471
o] RO FAH| girt

SSIPlA AR838l= Ao WAIAE (3E 34 vERrd A
3} o] 571A19] WAIR]7F F71E AT} Invite Clinet Alo]
AR E SeloldEr) A SIP MlAS A2k o) SSL 9
ASAME AMEGthe 415 WAIAI9} SSL 9 ARgo] 7Fedhe
Yehl 1, Ringing Server WAIR& A4 SSL 015A
B AMgsle] S 9 F dte Ve ot
Ack Permit Ao} WAIAE SIP & 53 915S vix|u &
glo|AES} A Alolel] ool AMEEGH IFAE BF A
23 F 2L AFME /R ok AARRe] Bl w)
ARt} kel ARSI Ack Deny MIAIAIE E3dlo] SSL
ASA IF AAE oAl AXA €l Bye WAIRE SSL
3} SIP Aol B F5¥ S VeI

X 3. SSIP HMof HAR|
Table 3. SSIP control message

oAIR| Ay
SIP2| AiS AlRiEt

AMeHollM SES He

Invite_Client

Ringing Server

Ack_Permit QIEAM AALE] 32| & mf
Ack_Deny QIBM THALSOl S<fsHX| gke ul
200 OK SSLI} SIPe| Mids 2 uf

1.3 SSIP Z2&Z9| =&

Z Ul e FioR o]Folxl SSIP ZREZES 4
Invite Client #IXA]¢} Ringing Server AR S E3lo] SIP
13} g AlAde] Azt SSIP ZREZL 712 SSL 9
71%59ll SIP Q15 AdE F7lsle] AAIg 22 E ot} SSIP
= SIP o AAAE S A Bl SeoldES) AW
SSL 1SA g A5 ERlgt). A2l gk 2o E1)
W 7R e AA A% AzoFeAE 5 gl A WA
= A A% Al FElAES A7E o]d A AZ S AN
3t 2ol gAY, ABA 7 Bdxehe g, 32 AlgA A
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olA Ack Permit WAIAIE 4221 wEom Q1FA 2] A Al-g-o]
F93tAY Ack Deny MAIAE 4241 BEom QA E WA
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Client Server

1] [iwie_ctiemt \
spaz I | g _servm
N e |

Bck_Peimit

Request client's cerificate

SSLUSH W
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Carificate verliy|

Changecipherspec
Media of file transfer

J% 8. SSIP 7|12 =&
Fig. 8. SIP UA with
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® A AFAE Flsle] SelelAdEdNAl Bulu e
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@ MW} Feo|AdEx: 54l AlXe] dFs o B4lo] o]
Fojzit},

25 v M9} FeloldEE 200 ok WAAE &
3 S wixich,

o tigk 1golch. ZeteldES; M= SIP A5E A%
F SSL 9152 AR % SIP 2 SSL AlAS 200 ok mIAA
2 AR TEI o] e 17l 8. 9 SSIP 9 V1R F
2k fARE g A a2y SSIP 9] 71249 %
7 g2 He A3NE dge] Mol Ack Permit ot
Ack_Deny PIAIAIE HuA] ¢ka1 Ack HIAIAIE B3l A%
ME 2AsE o] SSIP 718 B2y thad
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SIP % 55L M4 8 1 Soamele
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Verily client ey
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71 Media o file transfer
Fig. 9. SSIP operation without an Fped
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ol tigr a1lelth. SIP 9% AldE 56}04 oA 3}0
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A9 AXHEE S7kel Aot 1w FeteldEx= SSL

Z’\ia AMESle] AAE B dtks 7k onlgitt
AHE SSL JISAE ERIgl= Certificate verify WAIA]
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NAE B3 ARE vk
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Client Server
rd------=-=-=-=-—=-=-- l
I Invite_client ]
sIp 912 1 Ringing_serve |
1 Ack_Permit |
b ok o e T T - -
3SL ¢124A =2l Certificate verify|
Changecipherspec
- Media or file transfer v
SPAE E

J% 10. SSIP S& & oIEMe| MAkeo| 7ksE 29
Fig. 10. SSIP operation with reusability of an
authentication
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A G0l 212 i
%‘?a_‘o] OP/H 2 VE I &3 gle AFele
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Fig. 11. a node known as having a identical CA
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