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Abstract

A remote user authentication scheme is a two-party protocol whereby an authentication server in a

distributed systemconfirms the identity of a remote individual logging on to the server over an untrusted, open

network. In 2005, Liao et al. proposed a remote user authentication scheme using a smart card, inwhich users

can be authenticated anonymously. Recently, Yoon et al. have discovered some security flaws in Liao et al.’s

authentication scheme and proposed an improved version of this scheme to fix the security flaws. In this article,

we review the improved authentication scheme by Yoon et al. and provide a security analysis on the scheme.

Our analysis shows that Yoon et al.’s scheme does not guarantee not only any kind of authentication, either

server-to-user authentication or user-to-server authentication but also password security. The contribution of

the current work is to demonstrate these by mounting two attacks, a server impersonation attack and a user

impersonation attack, and an off-line dictionary attack on Yoon et al.’s scheme. In addition, we propose the

enhanced authentication scheme that eliminates the security vulnerabilities of Yoon et al.’s scheme.

요 약

사용자인증스킴은개방된통신환경에서원격지에있는사용자가서버에로긴할때정당한사용자인지를확인

하는것이다. 2005년 Liao등은스마트카드를이용해서사용자의익명성을보장하는사용자인증스킴을제안하였

다. 최근Yoon등은 Liao가제안한사용자인증스킴의안전성분석을수행한후그스킴에존재하는결점을보완하

는 향상된 스킴을 제안하였다. 그러나 안타깝게도 그들이 제안한 스킴은 사용자가 서버를 인증하는 방식과 서버가

사용자를인증방식을모두수행할수없고패스워드의안전성에도문제점이존재한다. 이러한문제점을이논문에

서는서버가장공격, 사용자가장공격, 오프라인사전공격을수행하여지적하였다. 아울러본논문에서는Yoon등

이 제안한 논문의 취약점을 제거하여 보다 안전한 사용자 인증 스킴을 제안하였다.
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Ⅰ. Introduction

The feasibility of password-based user authentication in

remotely accessed computer systemswas explored as early

as the work of Lamport [1]. Due in large part to the

practical significance of password-based authentication, this

initial work has been followed by a great deal of studies and

proposals, including solutions usingmulti-application smart

cards [2,3,4,5,6,7]. In a typical password-based authentication

scheme using smart cards, remote users are authenticated

using their smart card as an identification token; the smart

card takes as input a password from a user, recovers a

unique identifier from the user-given password, creates a

loginmessage using the identifier, and then sends the login

message to the server who then checks the validity of the

login request before allowing access to any services or

resources. This way, the administrative overhead of the

server is greatly reduced and the remote user is allowed to

remember only his password to log on. Besides just creating

and sending login messages, smart cards support mutual

authenticationwhere a challenge-response interaction between

the card and the server takes place to verify each other's

identity. Mutual authentication is a critical requirement in

most real-world applications where one’s private information

should not be released to anyone until mutual confidence is

established [8,9].

The experience has shown that the design of secure

authentication schemes is not an easy task to do, especially

in the presence of an active adversary; there is a long

history of schemes for this domain being proposed and

subsequentlybrokenbysomeattacks(e.g.,[10,11,12,13,14,7,15,16]).

Therefore, authentication schemes must be subjected to the

strictest scrutiny possible before they can be deployed into

an untrusted, open network, whichmight be controlled by

an adversary.

To analyze the security of remote user authentication

schemes using smart cards, we need to consider the

capabilities of the adversary. First, we assume that the

adversary has complete control of every aspect of all

communications between the server and the remote user.

That is, he/she may read, modify, insert, delete, replay and

delay anymessages in the communication channel. Second,

he/shemay try to steal a user's smart card and extract the

information in the smart card by monitoring the power

consumption of the smart card [17,18]. Third, he/she may

t ry to find out a user's password. Clearly, if both (1) the

user's smart card was stolen and (2) the user's password

was exposed, then there is noway to prevent the adversary

from impersonating the user. However, a remote user

authentication scheme should be secure if only one of (1)

and (2) is the case. So the best we can do is to guarantee

the security of the scheme when either the user’s smart

card or its password is stolen, but not both. This security

property is called two-factor security.

In2004,Dasetal. [19]proposedaremoteuser authentication

scheme in which users may send a login request message

without disclosing their identities. In addition to providing

user anonymity, this scheme exhibits various other merits:

(1) it does not require the server to maintain a password

table for verifying the legitimacy of login users; (2) it

allows users to choose and change their passwords

according to their liking and hence gives more user

convenience; and (3) it is extremely efficient in terms of the

computational cost since the protocol participants perform

only a few hash function operations.

However, Liao et al. [20] have pointed out that Das et

al.’s scheme is vulnerable to a password guessing attack; an

attacker can easily find out the password of some registered

user simply by eavesdropping a login request message of

the user. To fix this security vulnerability, Liao et al. have

presented a modified version of Das et al.’s scheme, and

have claimed, among others, that their modified version

achieves mutual authentication between the server and

remote users. But, Yoon et al. [21] have recently discovered

that Liao et al.’s modification does not achieve any kind of

authentication, either server-to-user authentication or user-

to-server authentication, and then presented an improved

version of Liao et al.’s scheme in order to fix the security

problems. However, in this article, we uncover that Yoon et

al.’s scheme provides neither mutual authentication between

a remote individual and the server nor password security.

We show these by mounting two impersonation attacks, a

server impersonation attack and auser impersonation attack,
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and an off-line dictionary attack, respectively, on Yoon et

al.’s scheme. What we do in this work is to report these

security vulnerabilities of Yoon et al.’s scheme and to show

how to eliminate them.

Ⅱ. Liao et al.’s Authentication Scheme

and Its Weakness

2.1 Review of Liao et al.’s Authentication Scheme

Liao et al. [20] have recently presented an improved

version of Das et al.’s scheme [19]. Besides preventing the

password guessing attack, Liao et al.’s scheme intends to

provide mutual authentication between the remote server

and the user. We begin by describing the top level structure

of the scheme. The scheme consists of twophases: registration

phase and authentication phase. The registration phase is

performed only once per user when a new user registers

itself with the remote server. The authentication phase is

carried out whenever a user wants to gain access to the

server.

Before the registration phase is performed for the first

time, the serverSdecides on the followingsystemparameters:

a one-way hash function  and two cryptographic keys

 and . The key  is kept secret by the server,

while  is shared securely among the server and all

registered users.

2.1.1 Registration Phase

The registration of a new user  to the server 

proceeds as follows:

Step 1.  chooses its password  at will and

submits a registration request, consisting of its

identity  and the hashed password , to the

remote server  via a secure channel.

Step 2. Upon receiving the request

〈  〉,  computes   ⊕∥

and issues a smart card containing 〈  ∙〉 to

.

2.1.2 Authentication Phase

This phase constitutes the core of the scheme and is

performed whenever some user  wants to log on to

the server .  initiates this phase by inserting its

smart card into a card reader and entering its

password  . Given the user input, the smart card

and the server perform the following steps:

Step 1. The smart card obtains the current timestamp

 and computes   ⊕⊕⊕ 

 ⊕  ⊕⊕⊕

The smart card then sends the login request message

〈   〉 to the server .

Step 2. After receiving 〈   〉,  first

acquires the current timestamp  and computes

 ⊕⊕⊕  and  ⊕  Then 

verifies that: (1)   ≤∆, where ∆ is the

maximum allowed time interval for transmission

delay and (2) equals ⊕⊕⊕ If either of

these conditions is untrue,  rejects the login

request. Otherwise,  generates a new timestamp ,

computes  ⊕⊕⊕, and sends the

response message 〈 〉 to the smart card.

Step 3. Upon receipt of the response 〈 〉,

the smart card obtains a new timestamp  and

checks that: (1)   ≤∆ and (2)  is equal to

⊕⊕⊕ If both of these conditions hold,

the smart card believes the responding party as the

authentic server. Otherwise, the smart card aborts

its login attempt.

2.2 Yoon et al.’s Attack on Liao et al.’s Scheme

Yoon et al. [21] showed that Liao et al.’s authentication

scheme does not guarantee any kind of authentication, either

server-to-user authenticationor user-to-server authentication.

2.2.1 Impersonating  to 

First, Yoon et al. present a reflection attack where an

attacker  impersonates the remote server  to a

legitimate user . The corresponding attack

scenario is described as follows:

(1) As usual, the authentication phase begins

when  ’s smart card computes  ,  and ,
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and sends the login request message

〈   〉 to .

(2) But, the attacker  intercepts this login

request message and sets  equal to . Then ,

posing as , immediately sends 〈 〉 in response

to  ’s login request.

(3) The timestamp  that the smart card

receives from  is in fact the timestamp sent out

by the smart card itself. However, the smart card

cannot detect this fact since the scheme does not

require it to check whether or not the timestamp

received from the server equals the one sent by

itself; to follow the specification of the scheme is all

that the smart card can and should do. Hence, the

smart card proceeds as usual, checking that

  ≤∆ and  equals ⊕⊕⊕ Since

both of these conditions hold, the smart card should

believe  as the authentic server.

2.2.2 Impersonating  to 

Suppose now that an attacker  has stolen  ’s

smart card or gained temporary access to it. Then

, who does not know  ’s password, is able to

impersonate the legitimate user  to the server .

This is shown via a so-called stolen card attack on

the scheme. The attack is described step by step as

follows:

(1)  launches the attack by inserting  ’s

smart card into a card reader and then entering an

arbitrary password . Because this scheme

provides no way to check whether the user-given

password is correct or not, the smart card cannot

detect any discrepancy and thus operates as usual.

That is, given , the smart card generates a

timestamp , computes

 ⊕⊕⊕ 

 ⊕

 ⊕⊕⊕

and sends 〈   〉 to .

(2) Upon receiving 〈   〉,  first

acquires the current timestamp , and computes

′⊕⊕⊕  and

 ⊕′ Then  checks that: (1)

  ≤∆ and (2) equals ⊕⊕⊕

Clearly, the first condition is true. The second

condition also holds because  equals ′

and so  equals  . Accordingly,  will welcome

 ’s visit to the system and sends 〈 〉 to .

Ⅲ. Review of Yoon et al.’s

Authentication Scheme

Yoon et al. [21] have also presented an improved version

of Liao et al.’s scheme. The server in Yoon et al.’s scheme

makes use of the same system parameters 〈  〉

as used in Liao et al.’s scheme. Yoon et al.’s scheme

is outlined in Fig. 1, where dashed lines indicate a

secure channel, and is described in more detail as

follows:

3.1 Registration Phase

This is the phase where a new registration of a user

takes place. The registration proceeds as follows:

Step 1. A user , who wants to register with the

server , chooses its password  and a random

number  at will. Then  computes  ∥

and submits a registration request, consisting of its

identity  and  , to the remote server  via a

secure channel.

Step 2. When the server  receives the request,

it first computes ⊕∥ and

 ⊕∥ and then issues a smart card

containing 〈   ∙〉 to the user  .

Step 3. Upon receiving the smart card,  enters

the random number  into its smart card.

Accordingly,  is additionally stored on the smart

card.

3.2 Authentication Phase

When  wants to log in to the server, it inserts
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its smart card into a card reader and enters its

password  . With the user input, the scheme

enters the authentication phase during which the

server and the smart card perform the following

steps:

Step 1. Using the user-given  and the values

 , ,  and , the smart card computes

 ∥′⊕ and ∥ Then

the smart card checks that ′ is equal to. If they

are equal, the smart card proceeds to the next step.

Otherwise, the smart card aborts the authentication

phase.

Step 2. The smart card generates the current timestamp

 and computes

 ⊕∥∥ 

 ∥ 

 ∥∥∥

Then the smart card sends the login request message

〈   〉 to the server .

Step 3. When the login request arrives,  first

acquires the current timestamp  and computes

 ⊕∥∥  and  ∥ 

Then  verifies that: (1)   ≤∆ where ∆ is

the maximum allowed time interval for transmission

delay and (2)  equals ∥∥∥ If either

of these conditions is untrue,  rejects the login

request. Otherwise,  generates a new timestamp

, computes

 ∥∥, and sends the response

message 〈 〉 to the smart card.

Step 4. After receiving 〈 〉, the smart card

obtains a new timestamp  and checks that: (1)

  ≤∆ and (2)  is equal to ∥∥. If

both of these conditions hold, the smart card

believes the responding party as the authentic

server. Otherwise, the smart card aborts its login

attempt

Fig. 1. Yoon et al.’s authentication scheme

IV. Cryptanalysis of Yoon et al.’s

Scheme

In this section we point out that Yoon et al.’s scheme

does not achieve its main security goal not only of

authenticating between a remote individual and the server

but also of password security.

4.1 Attacks against Mutual Authentication

Unfortunately, Yoon et al.’s remote user authentication

scheme supports neither server-to-user authentication nor

user-to-server authentication. In this subsection, we show

this by presenting two impersonation attacks, a server

impersonation attack and a user impersonation attack. The

server impersonation attack and the user impersonation

attack are given to violate respectively server-to-user and

user-to-server authentications of Yoon et al.’s scheme.

4.1.1 Impersonating  to 

First, we present a server impersonation attack where an

attacker , who is a legitimate user registered with

the server, can easily impersonate the remote server

 to any other registered user  . Before describing

the attack, we note that the secret values stored in
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a smart card could be extracted by monitoring its

power consumption [17,6]. We now proceed to

describe the server impersonation attack.

(1) As a preliminary step, the attacker 

extracts the server’s secret key  stored in its smart

card.

(2) Now when  initiates the authentication

phase with the login request message

〈   〉, the attacker  posing as 

intercepts this login request and sends immediately

back to  a forged response message as follows: 

first generates the current timestamp , computes

 ⊕∥∥ , ∥  and

 ∥∥, and then sends 〈 〉 in

response to  ’s login request.

(3) The forged response 〈 〉 will pass the

verification test by  since the timestamp  is

valid and  is equal to ∥∥. Hence, 

believes  as the authentic server.

4.1.2 Impersonating  to 

Now suppose that an attacker  is a

deregistered user and thus, has an expired smart

card. Then we present a user impersonation attack

where an attacker, who is no longer a legitimate

user, is able to forge a valid login request message

without registering again. The attack scenario is

described as follows:

(1) The attacker  begins by extracting the

server’s secret key  stored in the expired smart

card. Next,  chooses two random numbers ′ and

′, obtains the current timestamp , and

computes

′′⊕′∥∥ 

′′∥′

′∥′∥′∥

Then  posing as some registered user  sends

〈 ′   ′  ′  〉 as a login request message to

the server .

(2) After receiving 〈′ ′ ′ ′〉, the

server  proceeds to verify the authenticity of the

login request. That is,  acquires the current

timestamp , computes ′′⊕′∥∥ ,

′′∥′, and

checks that: (1)   ≤∆ and (2) ′ equals

∥′∥′∥. Since both of the two conditions

hold,  will welcome  ’s visit to the system and

sends the response message 〈 〉 to .

4.2 Attack against Password Security

Yoon et al.’s [21] remote user authentication scheme does

not guarantee its fundamental goal of password security.

We demonstrate this by showing that Yoon et al.’s

authentication scheme is vulnerable to an off-line dictionary

attack in which an attacker  can easily find out

the password of a user  . Assume that the attacker

has stolen the  ’s smart card or gained access to it

and extracted the secret values stored in it by

monitoring its power consumption [17,6]. Now the

attacker  who has obtained the values   , and

 stored in the  ’s smart card can find out  by

employing the dictionary attack, in which each guess

 ′ for  can be verified by computing

′⊕∥ and by checking the equality ′≟

′∥.

V. Enhancement Security of Yoon et

al.’s Scheme

One intuitive way of preventing the attacks above is to

modify the Yoon et al.’s scheme [21] so that we propose the

improved authentication scheme which eliminates the

security vulnerabilities in the scheme. The following system

parameters used in the scheme is decided on by the server

: a one-way hash function , a cryptographic key

, a large prime number , and a timestamp 

generated by the server upon registering  . The key

 is kept secret by the server. In describing the

protocol, we will omit `mod p' from expressions for

notational simplicity. The proposed scheme proceeds
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as illustrated by Fig. 2, where dashed lines indicate

a secure channel.

Fig. 2. Our proposed remote user authentication scheme

5.1 Description of the Proposed Scheme

5.1.1 Registration Phase

The registration of a new user  to the remote

server proceeds as follows:

Step 1. A new user , who wants to register with

the server , chooses its password  , compute

  , and submits a registration request,

consisting of its identity  and , to the remote

server  via a secure channel.

Step 2. Upon receiving the request,  first

generates a timestamp  , computes

 ⊕ ⊕  and 
⊕ and issues

a smart card containing

〈  ∙ 〉 to the user .

5.1.2 Authentication Phase

When  wants to log in to the server, it inserts

its smart card into a card reader and enters its

identity  and password . With the user input,

the scheme enters the authentication phase during

which the server and the smart card perform the

following steps:

Step 1. Given  , the smart card chooses a

random number  and computes

  ,

 ⊕ 

 
 

 ⊕ 

 
 

The smart card then sends the login request message

〈   〉to the server .

Step 2. After receiving 〈   〉,  first

acquires the current timestamp  and computes

 
 and    

   Then  verifies that:

(1)  is valid, (2)   ≤∆, where ∆ is

the maximum allowed time interval for transmission

delay, and (3)  equals ⊕ . If one of these

conditions is untrue,  rejects the login request.

Otherwise,  obtains a timestamp  compute

 ∥∥ , and sends the response message

〈 〉 to  .

Step 3. Upon receipt of the response 〈 〉,

user  checks that: (1) ≤∆, where

∆ is the maximum allowed time interval for

transmission delay and (2)  is equal to

∥∥ . If both of these conditions hold, the

smart card believes the responding party as the

authentic server. Otherwise, the smart card aborts

its login attempt.
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Information

stored in the

smart card

〈  ∙〉 〈  ∙〉 〈  ∙ 〉

 

 



⊕∥

 ⊕
∥

 
⊕

  ⊕∥
 

⊕

⊕

  ∥  

Table 1. Comparison of formula methods
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5.2 Security Analysis

The security vulnerabilities of Yoon et al.’s scheme are

attributed to the following fact:

• To forge a valid response message〈 〉or a

valid login request message 〈   〉, or to

find out the password  of , it suffices to

obtain the information stored in a smart card;  ,

 , , and .

Having identified the source of the problem, it is

apparent how to repair the Yoon et al.’s scheme. So we

proposed the revised one over their scheme. These

modifications effectively defeats these kind of attacks

discussed previous section.

Firstly, even if the attacker obtains all the information

  and stored in the smart card, he/she can

no longer forge a valid response message 〈 〉 or

a valid login request message 〈〉.

Forging a response message is impossible because

computing  ∥∥  requires the knowledge

of  
which in turn needs the knowledge of the

server's secret value . Forging a login request

message is also infeasible. This is because no one

can compute  
⊕  without knowing

 ⊕ , or equivalently knowing  
.

Clearly, computing    requires either  and

 or  and . But since the attacker knows

neither  nor , he/she cannot compute  . One

may think that a deregistered user  can still send

a valid login request by extracting  in the expired

smart card and then by deriving  as ⊕ .

But this kinds of attack is prevented in our revised

scheme, because the server checks the validity of 

by maintaining a list of all expired  ’s. Therefore,

the attacks against authenticating between the

remote user and the server will no longer be applied

against our revised scheme.

Secondly, in the proposed scheme, even if the attacker

learns both of the values  and  stored in the

smart card, he/she can no longer find out the

password of the user  . Because, now, the only

information related to passwords is

 
⊕ . This value does not help the

attacker to verify directly the correctness of guessed

passwords since  is the secret information that the

server only knows. Hence, the off-line dictionary

attack is also defeated in our countermeasure.
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Impersonating

 to  
Yes Yes No

Impersonating

  to 
Yes Yes No

Mutual

authentication
not - satisfy not - satisfy satisfy

Password

security
not - satisfy not - satisfy satisfy

Table 2 Comparison of security properties

VI. Conclusion

We have analyzed the security of the smart card based

user authentication scheme proposed by Yoon et al. [21].

Our security analysis uncovered that Yoon et al.’s scheme

does not achieve its main security goal of not only mutual

authentication between a remote individual and the server

but also password security. The failure of Yoon et al.’s

scheme to achieve authentication has been made clear

through two attacks, a server impersonation attack and a

user impersonation attack, on the scheme. The server

impersonation attack and the user impersonation attack have

been considered to infringe respectively server-to-user and

user-to-server authentications of the scheme. In addition,

the flaw of password security has been shown via the

off-line dictionary attack. Besides reporting these security

vulnerabilities, we proposed the improved secure user

authentication scheme which eliminates them.
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