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Abstract

Like most large organizations, there are business rules such as ‘separation of duty and ‘delegation’ which
should be considered in access control. From a SOD point of view, previous SOD models built on the
(Administrative) Role-Based Access Control model cannot present the best solution to security problems such as
information integrity by the limited constituent units such as role hierarchy and role inheritance. Thus, we
propose a new integrated management model of administration role-based access control model and SOD policy,
which is called the OS-SoDAM. The OS-SoDAM defines the authority range in an organizational structure that
is separated from role hierarchy and supports a decentralized security officer-level SOD policy in which a local
security officer can freely perform SOD policies within a security officers authority range without the security

officer’s intervention.
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