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Improvements of the Hsiang—Shih’s remote user authentication scheme
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Abstract

Recently Hsiang-Shih proposed the user authentication scheme to improve Yoon et al’s scheme. But the
proposed scheme has not been satisfied security requirements considering in the user authentication scheme
using the password based smart card. In this paper, we proved that Hsiang-Shih’s scheme is vulnerable to the
off-line password guessing attack. In other words, the attacker can get the user’s password using the off-line
password guessing attack on the scheme when the attacker steals the user’s smart card and extracts the
information in the smart card. Also, the improved scheme based on the hash function and random number was
introduced, thus preventing the attacks, such as password guessing attack, forgery attack and impersonation
attack etc. And we suggested the effective mutual authentication scheme that can authenticate each other at the
same time between the user and server.

» Keyword : ARER} Q1E(User Authentication), 2A0IEFF=(Smart Card), THARI= FEZZ4(Password Guessing
Attack), ?|Z==SZ(Forgery Attack)
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