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Abstract

In this study, the hybrid authorization quotation technique is based on the device ID for the
integrity of the source region guarantee of user certificate, in order to improve the convenience and
security for user in the hybrid PKI certificate Mechanism for authentication. The feature of the
model in which it is presented from this paper is 5. First, because the user can select the policy
himself in which it matches with each authentication situation and security level, the convenience
can be improved. Second, the integrity of the source region of the user certificate can be guaranteed
through the comparison of the DLDI Key, that is the hash-value of the device ID. Third, the
security can be improved by continuously changing an encoding, and the value of the key in which
it decodes through the EOTP Key. Fourth, the index value is added to a certificate, and the storage
of a certificate is possible at the Multi-Device. Fifth, since the addi the inan aratus for the integrity
of the source region guarantee of a certificate is not needed, the authentication process time can be
reduced and the computational load of the certificate server can be reduced also.
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9IZ(Hybrid Certificate)
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conplete policy selectiont
Policy : Level 1
Label : SONY USB
Device ID : 0CBU6279
Drive Index : H
conplete DLDI Key creationt
conplete receive Private Key and Certificate from servert
conplete store Privete key and Certificatet
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Start Certificate issuet Hel gt
request Device selection to clientt
complete Device selectiont
request policy selection to clientt
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complete Private Key creationt
complete Certificate creation
request Certificate and CRL registration to Directoryt
Response from Directoryt
complete registrationt
transmit Private Key and Certificate to client?
complete transmissiont
complete Certificat issuet
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fig. 10. Result of certificate granting process between
Client and CA
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conplete DLDI Key comparet
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fig. 11. Result of authentication process between Client and CA
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Start Certificate authenticationt
complete policy check?
complete Certificat index check?
abstractioning device 1D from Device...
complete device ID abstreationt
creationing DLDI Key...
complete DLDI Key creationt
compare DLDI Key...
Errort - DLDI Key compare
End Certificate authenticationt
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fig. 12. Result of origin integrity test via comparing
DLDI Keys
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 CA root@sonuhi~
Start cCertificate authenticationt
waiting Request form RA...
waiting Request form RA...
receive Request from RAt
creationing EOTP Key...
complete EOTP Key creationt
Decryption Certificate by EOTP Key...
conmplete Decryptiont
success 2nd authenticationt
request CRL uverification to Directory...
waiting response form Directory...
receive response from Directory?
Errort - Certificaté Availability UVerification
tramsmit Error - C.A.U. to RAY
End Certificate authentication
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fig. 13. Processing result of unauthenticated case in
certificate validation
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void testForAuthenticatedTine(char »p_Str, int
<

B C:WWINDOWS Wsystem32 Wemd axa Ueea
R -
double duration buration tine is 3.7970 seconds

2 e

2 4
printeC “shn, ps buration tine is 3.8410 seconds
Start = clock(); z8 3 e

Duration time is 3.8370 seconds
ASsHeiS 012l FEUAIS. ..

switch (seleteRule)

<
case 1:
Authenticat_One(seleteRule, Device 10);
break:
case 2:
Authenticat_Tu(seleteRule, Device 1D, (STH MSGHAX)GetSystenIP(Localtost));
break;
case 3:
RAuthenticat_th(seleteRule, Device
break;
H

1D, GetSystentetrics(2319E));

Finish = clock();
duration = (double)(Finish - start) / CLOCKS_PER_SEC;
printf( “Duration time is %5.4F secondstn”, duration );
>

void countds()¢
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fig. 14. Turnaround time testing software of policies and
Test result
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[root@sonyh “]# Start Certificate authenticationt
[root@sonyh “T# conplete policy check! |
[root@sonyh “]# conplete Certificat index check! .
[root@sonyh “]# abstractioning device I fron Device...
[root@sonyh “]# conplete device ID abstrcation!
[root@sonyh ~]# creationing DLDI Key...

[root@sonyh ~]# conplete DLOI Key creation!

[root@sonyh ~]# conpare DLDI Key...

[root@sonyh ~]# Errort - DLDI Key conpare

[root@sonyh “)# End Certificate authentication!
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fig 19. Origin integrity test result of DbHC device
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