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An Efficient Management Model of Security Policy in the
Unified Threat Management System
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Abstract

This paper showed that the integrated system to fortify security was much more efficient than
the respective system through the analysis of problems from Firewall and IPS system in the
existing security systems. The results of problem analysis revealed that there were the delay of
processing time and lack of efficiency in the existing security systems. Accordingly, their
performance was evaluated by using the separated Firewall, IPS system, and the integrated
system. The result of evaluation shows that the integrated security system this paper suggested is
five times faster than the existing one in terms of processing speed of response. This paper
demonstrated the excellence of the proposed security system is also more than fivefold in session
handling per second and six times process speeding in the CPU processing performance. In
addition, several security policies are applied, and it provided a fact that it gave an excellent
performance when it comes to protecting from harmful traffic attacks. In conclusion, this paper
emphasized that fortifying the integrated security system was more efficient than fortifying the
existing one considering in various respects such as cost, management, time, space and so on.
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sahm@IRx3400> show security idp attack table
IDP attack statistics:

ATTAck name #HIT
SMTP OVERFLOW ! TEXT-LINE-OF 24584
SSHIBRUTE-LOGIN 11585
WORM I CONFICKER :C-ACTIVITY 3354
SMTP iMAL {HEADER-NAME-OF 2350
HTTPIEXT iMETAFILE 491
HTTP:SQLiINI :CMD-CHAIN-2 372
HTTP:S0L 1IN IUSER-ADD 74
HTTP:SOL tIMJ :SYSOBJECTS 53
WIRUS ISMTPEXE-IN-ZIP 44
WIRUS :SMTP iEXE-ATTACH-1 41
HTTP:SQL :IN] :DECLARE-EXEC 35
SMTPEXT :DOT-5SCR 34
HTTP:SQL 1IN iCOMPARISON 32
SMTPIEXT :DOT-PIF 30
HTTF :PHF :MAMEBO-PATH-IMCL 27
IKE:DOS:ISAKMP-DOS-2 25
IKE:DOS :ISAKMP-DOS-1 22
S5LIOVERFLOW KEY-ARG-NO-ENTROPY 22
SMTR IOUTLOOK [ OWA—xX55 20
S5L:OVERFLOW: SSL-KEY_ARGZ 18
HTTP :PHP :PHPEE : PROOTPATH-IN] 3
HTTP:IIS:ENCODING:PERC-PERC-1 4]
TROJAN :BACKORIFICE :COMMECTION 4]
HTTPEXPLOIT :ILLEGAL-HOST-CHAR 4

DE :M5-5QL t:HELLO-OFL 3
HTTP:IIS:ENCODING:PERC-PERC-2 3
HTTP:S0QL i IMNJ iREMOTE-EXEC 2
IKE:DOS:ISAKMP-DOS-3 2
HTTP:IIS:ENCODING:SINGLE-DIG-1 1
RFC:RPC. TTDESERVER : TT-MAL-F5-2 1
RPCRWHOD ! RwHOD-MULL-INJ 1
SMTPIOUTLOOK [ LOCAL —LTINK 1
TROJAN :MISC : NOKNOK-COMMAND 1

[2] ol A CHEEe] TCP/LDP
S2=0] LT Has
[SEotLt SRRMIA RIS

Gtyfscreen statistics zone Untrust

sahm@Srx3400> show sec
Screen statistics:

IDS attack type Statistics
Icme £1on

0
|ucr Flood / 20105 |
TCP port scan o}
ICMP address sweep 0
IS taac deoo L
[rcP s¥n_flood 1272924
IcMFFpi ng gf death
IP source route option
TCP land attack
TCP SYN_fragment
TCP no flag
IP unknown protocol
IP bad options
Ip record route option
IP timestamp option
IF security option .
IP loose source route option
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