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A Secure and Efficient RFID Tag Search Protocol
Protecting Mobile Reader’s Privacy
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Abstract

Recently, study on RFID Tag Searching technique which is used to find a specific tag in
particular tag group were developed continuously. RFID tag searching technique can be applicate
in various fields such as product management, finding children, and electronic anklet. To
implement a RFID tag search system, RFID tag searching protocol should be considered various
security threats such as reader and tag tracking, privacy, etc. For implementing a safe RFID tag
lookup system, it is important to consider the potential security threats such as the tag tracking
problem, and the privacy of the owner of the tag reader problem. There exists an RFID tag lookup
system that satisfies a few security requirements, but the privacy of the owner of the tag reader
problem has still been left unsolved, and even if it were solved, it requires a considerable amount
of cryptographic operations to be performed which results in a decrease in performance. This paper
proposes a system that does not degrade the performance while solving the privacy of the owner of
the tag reader problem.
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R —>T* : id, )
T* : Ifid=id, 2
R «T, Reply 3)
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Fig. 1. RFID tag search
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Fig. 2. Access list L, of reference (1,2)
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Fig. 3. Basic protocol of reference (1,2)
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Fig. 4. Advanced protocol 1 of reference (1,2)
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Fig. 5. Advanced protocol 2 of reference (1,2)
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Fig. 10. Proposed RFID tag searching protocol
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