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Video Conferencing Authentication : A Key Management
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Abstract

There is an authentication method for participants with an encrypted ID and password as a
symmetric-key in multilateral video conferencing. It is hard to manage when the security-keys
makes many while the transportation processing for the encryption and decryption get complicated
when the video conferencing involves a number of participants and the third party as an attackers
to gain unauthorized symmetric-key to access video conference which makes a problem less secrecy.
This study suggests three ways to enhance security in video conference: first, we present PKI-based
X509 certificate for authenticating the participants of multilateral conferencing and we suggest to
encode and decode the video conference media data using a secrecy key created by each of the
conference participants; second, a more secured multilateral video conferencing can be expected in
a group communication by using the participants secrecy key in creating and distributing group
keys, where the group key will be renewed whenever there is change in the group member; and
finally, we suggest to encode the RTP payload of the media data before transmission.

» Keyword : SFAMAMEE H323, RTP, PKI

MR - HES
« E720 1 2010, 09. 27, AlAFY : 2010, 10. 07, AIKHEHA L @ 2010. 10. 11.
* AU S HRF A



8  EEEFEEREE 2010 12)

.M 2

—

QeI o] AT 4 ghe MESD B
e oelg

ZgollAle]
74 xﬂgx}o}] sl spFdeol W) ks &
Atk JIEE B3 AdEe e H]O]EL,] QbR
TS B Hoﬂ’ﬂL Ho 8t 7S o83t AA
o 22 EEE B33 ot ok okddl sPpES A
3171 e AA, A member)E Q1Fhe WHOE
TN7] 714k FZ(Public Key Infrastructure : PKDE A}
83he Aotk F7] 7R AEE we 15713
gt FAN7) QEA(Public Key Certificate : PKC)9¢
AR (Digital  Signature)S E3] AFEAE A= 4
AN s xRkl Ads BAE = doh3l EA4
AgEE vl dHele ] FA4% 7144
a7l g e R 39 g el 718 A3 s
B FoARtETe] QFg tisp) ks sl g 2
A7} AstA AT eAke 2ol 718 wheo] 719 &
FAtel gkt oS Agtehe Wolth AR, S EA]
AR E FEslste] Rioza kst sPdde] 7
SIEg o= 7;101‘3}.
B =FdMe 1
o] spdE Het EZ% S
715 o83 Foiztel #E)E Bl
A Adsle 222 A
B =Y 72 5o HAE] jlon, 7 g F4
W82 the 2tk 28¢dMe sPddE FoiRrt A3y 4l
H718Q AF71EE AYA ol&sk=A FAHT] 7R
gk W8-S AvEI sPES 9%k 7] Bl dis) Vs
gt 3gelMe £ =ellA] ARleke 1541 719k 3747
RS AR5 B e TR P ZRESS
71eslal, ARt TREZS o]8-8te s Al Ui
HoZ s Bt sPMdH Eﬂz—’W‘)ﬂ i3l 713tk 4
Fo| e B =Box Aokt T2 EZS 243 7] BaAx
Hs Fste 43S Fal 719 ”‘g’“ﬁr FAAE AT

rulo
f

O:

l—

o}, sPdRAl A= o] Holele] gEsle) HEsl
g AeS 49351, 5FolA FE g5 ATAlel wish
o 71&Esit

3
HZ JEUY Ted 57 Ed o AEe
TCPIP Z2EES 7o g o Al&Fo] F/E ofFaL Sl
thel. =ellx= ETRICIA ITU-T H323 #F 11219
MPEGA3] ZEE o8¢ A28 F o] AlzEle] 3le
o, IETF ##F¢ SIP(Session Initiation Protocol)Z 7]
o2 gt Alxgl o= S of ] skt AL Sl A
gk Al2=glo] Slth6].

T M= Claremont tislollA 7Est 88 k)
AEE 913 AZe Aol Al2ES SIPE 7] QIE
o] IP2 547 FErHolE: HEd F s shyeH,
MD5 Digest Hashing WIAUZCE QA=7]%
Zeo|dE WAl CGUsip Clientl.1& H]OIEJ./] HoW s
o] glom, tolele] gesh= FAYY 7EAES Bt
HAAZL HEEE 5 78R BaF St %

Wk AREAL ofo]HE CGUsipClientvl.l= AREAF 2340

9
J L‘u’

lo
2
of
_?L
K

v Ael7h Bag Al A8% o8 AAYEE 52
Holl desh= 715S 338ti10,11].

2.2 StabatEr A[AHIS] Hof

S ASHE GgRE UAgs | WA
A sizle] HEA P 9ol wdHo] gk T
Yz A4EE G SARRE Y 9% AeaEry
B (sniffing)o T} 78] AHE S48 B} 94
09| BAE E JAolt HrlolHlols) AAE ¢ - Wz

g 7] wEol] Heto] Fasiti12] @EEY Hetks 9
AT FIHE AA ] defe] AL ofW 2HE}] o
e YEv(watermarking) S AY9SIAY, FAREE
A2 Foslete] 2395 oM A YsE Ry
=g Felo] ouAE BY F YUEE 3l bHsh s
ol 7hsslEE sk o]l °1‘3H413] 111 51"‘&0 A
Heks 8% 73-?— A} Sefo|E ] <
A3led  PSec(Internet  Protocol Secunty)o]"]' SSL(Secure

Socket Layer), TLS (Transport Layer Security)®} %
o] AEAAE FEslshs el JhH89l VolPE 714k
o2 g SIP #39 P Al2HeA Beks HEE A

% oy SR E TS olgsle] Yzl el



A Q1% ohdd 7] Be ZRES A4 &7

u]\g__];r]_e_ U=

g REE AP F7) bENIE HeEitEs
7R v E BEH UE-S Polir] offA she ol
itk ofdtell SIAEL: PdEA, HTojAHe] qleje
AHRL FHES Asl] S18l WslEs MR8 RSARivest
Shamir, and Adelman) 3717] 719k} 152 B3l A&}

£ FAIsh= ol A7l

23 7| #&|

231 GAs54le
Sy W] P FAS
#9% RE STATE Tsic) B

4 glofok 3&‘4.

@ 3%38F HoKbackward secrecy) - 3] FAHH
FoAz7t o) Aol AR 7)o thet FEel B ARE
& 5 glofof gk

@ A9EF ®WoHforward secrecy) -

sjelel etstas

S FoAx) ko2 AR A 719 B Al 3 A
HE & & glofof st
@ 719 =HA4(key independency) - A 7]¢ HEH

gl B3 ARE &+ glofof gtk

232 719 Zujet e
GAE A A "7 A 7)E okASHA vl XS] 9
e ARFHTIE 719 G AEL ) F2hess) o

WA Aeske A=) 2ol Aud A & et Ut
ST} ARERSI A7 92D $A 34 A1E S}

slow  the AE4RE AN sk Beszs W

Aol e TR BRIl A P AR T
A A3 olo) AR A1) AR DA o

E5 gh{14].

3ol 2301A AFe PKI 719He] AR 9157} 3]
o] FoApzte] 71¢] #e, midojElolHel gt $EslE <
P ARMES TIEstaAt dt 2 mRellA AR 749
71E #.17 2

L:M o

1. Mokl Z2EZ9| 77|
Table 1. protocal sign of proposed this paper

=7 Hdd
Cort AREA} QB M(User Certificate)
Tokers E3oZ id  Noe _%_Edﬁmmoe nuber),
AlZ} Zhtime stamp)g ZEBICE
So AR} MXIAMH(Sigature)
Sk H|Z MMZ|(Secure Session Key)
KO 7 |(Group_Key)
Room id slofd id
aboc | sk M=l 2L
g A RK(generaton)
0 Rl
oub ABXIL] S7H7
or ARZRIe| 7HRZ |
ECAubl) | CAQ| 377 |2 xE 253} sick
DAty AIBRE A| TRl |2 & =55} sict
31 7] E2loM 7| MM
B R A 7] E2E )88 7] Bl g
ag 13 o] 7] EllE REZE AL IElA )
o] el thgt 715 7te] BAE FFeL Ut
39| Fzgte} 7)9) AL Diffie-Hellmans: ©]-8-3

7] Fo) ZEF Y9 542 ARSI,
Diffie-Hellman 7] w& daglES Aol 23k 4
BHE waste] T BYI)(shared secret)E A, F
27t AT 6}74] AT gh& M= Ffreke A8 FlE
Sl e RL7IE AUdste] Rt

719 A AHE S8 "“H%‘L‘Et g2 xAs)
¥, YxtE F=sE —T“*o}ttl Ex 712 AR
jui]

Holol B8 VEIL FE SlE K2 257 ol 2t
BE Bh710) gao] Asdha o] FR7le Edel A2
Aol Y FE wSHRE oflel WuEe AR



83 T R e S as(2010. 12)

W HHeEe) TEese) Wi MI% M2E F67) K12

£ BE AR GEE BT JoR, FRwsdl K S

Fhelel 7 K2 2 4 P Ak 39 13} 2] A

ek ZRAzERE ASslel RE YHES 494 g
[e]

B M a0l 27} SgEE 9S8 Aua, v 8y

of W7k Bl e 719] A = My My M My M

My M, Mo) 9% o) 22} 3r9) @9 ol st ug
L=

GKy=g4
K=k, g=g e0asaiasacalas

GK =58
K, =gia0a7ae

Secret keys : af a2 a3 a4

T2 1. 7| Mg 2fst 2ZIER| 7=
Fig 1. Key creation based on binary tree

D Me MANA 3t & Bular, Ma= MolA 3t &7
Mz w3t &3 ¢e FeEQ FR719 K. oA
Bzt Ko = &7 S FITE Koo 3 AR
2t B89 3 I o Heaie] AATHE TE] GK;
o7 Wyl GK; = &Y 2 AN 4 om AR Fh
e GEre 719 $2< 7] 98] Aecz 25 gyt
AR83IL H|71gke

@ My= MPA 3t ga3s B3, M= MelA 7k gad
5 AMZ w3y M Mas Kz oA 3k ga39) gadE A
wdslo] 2ol K, = &7 e I Kie AA
719 GKE 33l G, = ¢ 2 AR

o

@ M= MAA 3 &7 B, Mee MoA 3t &%
ek M9k M6 K600l 7k gabdt &7 By =3
1] Kss = &7 e TR Ko AR 39719 GG
)33t GK; = &= AR,

El

o

Of

@ M2 MBAA 7S B, Mee MAIA 3k 87
STk M M 100 3 &7 g0 Bl 235}
Krg = &7 & TR K752 ARZRI GK= w13

ao] GRy = 72 A

® FE K8 Ky /2 429 3k ge gie )
=20l /G, oAl B Ky = g ks e K,
ARZ71 GKIZ w88l G, = &7 AXgTh

2o

rr

TS [0 Ko gl A7k 3k @77 g7 4
s Kol W Ksp = &7 AT TR Ky
& ARZHIIY GRAE vt G, = &7 2 ARk

®
o

@ FARE % s A Gk g g I
S A=l K5 oA B [ g =g e e
slo] K58k 28719 GRoE W] GK) = &8 AR
gt} 28719 GRpe 282 AA Ageit o] 187
9] ke 2F2AA GOl F3hese] F6719h 749
b7), e 27} 1f3 A E BEsia Tk GA) =

1.8 — KO = ](]5 = gk],d(gk.i}f): gk]z(gkﬂ)(gkﬂv(gk%@)) —
ga]aZaSa«l(gaa'aﬁﬁaé’)g] 7‘%;’]—% ?:47" %E}-

32 MotE Heot st AAH Z2EE
B =ol| A Akt sPddE A2l AMShe REY
7% o 2t
o Control Daemon : 3]9127 AR i3] ARSSHA] &
= s sl 3l Z2AIE Ak Ve St

o Gateway Daemon : Control Deamon®] A4d3F =
ZAI~ZHY ke 3o #AY] ZaA29 e )
tlole] wES $Jet Ad AA Fojde] 1-f3 Room ID
£ #esith

o Gatekeeper Process : £ % Ao} AlA ZZAj2o
S o7t BT AS EFE 98 XHYeh A AR
9] 298 715S s

o MCUMultilateral Control Unit) Daemon o<
7} FZofsle shddael A =elAde] Al Aol el HE]
NEE, 2B Ad, vite 9 $4 Fde] M4 5

& Aojsla Belshe e B

321 StAAER A

3lo] F#A MC(Master of Conference)7} 3P33aS
93l MCUA 3|95 2Ashe 499 EdREe 19 |
I Ak B =RedAe P FEA Feapt EA
= g5 e IKEY SSLY  gl=4e] = (handshake)
P& Bl A ASAE 53 Aoz gk

02t



CokAE 7] #eE ZE2EF A 89

322 stedE Fof MF
Slef FA MC7F Bzt $19lE flsll MCUZHH 3]
od Mes ol trjstal e Aeield Feixt Bt
E < a3 13 2ok

2 719 4H

=247} MC Control Gateway Gatekeeper MCU .
Daemon DaFmon Prgcess Daemon Client_n
| ! |
T S, (Token, +Tokencoy || Cert,) i
2 i

S, (Token, || Cert,) 3 SylTokenA +Token gy + TokeNg,e,,, )|l Cert,
f

FRAMCHE ==35
MCU, Blold M e =Sl | XTakeny || Gorts)
D(Token.|, || Room_id:) 4 E(Tokenye, || Room_id)
EEFEED

5 Routing E(Token,,, || Room_id)

7 E.(Token, || H(Temp,)

T2 1. MO SlolE MRSt nf ERrEM
Fig 1. When MC request to transaction

@ Client B —> Control Daemon : Sy(7okens || Certp)

3)9)%47} Client B= 3]¢] FAE A1) Sls) 2Rl
ANS5A Certpd Tokenss  ¥E3}s|A Control Daemon®l]
A Bk

@ Control Daemon —> MCU Daemon :

Sl Tokeng+ Tokencovr || Certs )

Control Daemon 3]9] #oE a3ty 394 S I
3171 {3l Client_Be] A5A Certs®} Tokencont, Tokens
£ 233 AA71E ¢5ssiA MCU Daemoneoll Al Bt

@ MCU Daemon & AX /4719 2§87 A = &
mod p (¢ mod p) = ¢ mod p & eI 3JUHE
Room_IDE A4tk

@ MCU Daemon —> Gatekeeper Process :

EH(Ss( Tokenycy || Ky, Room_id)]

MCU Daemon  Room_id 9 1g7Ky, Tokenucv's
EF ARTHRIIE QU sIAZ sk gsslsiA
Gatekeeper Processoll Al 2Jlith,

(5 Gatekeeper Process —> MC :

EH(Su[(Tokemycy || Ko, Room_id ))]

Gatekeeper goja FEARL MColA
TokenycySy 1571 Ky, Room_id, Tokemycrs X33 AlA
THNE LT sliF= A2letal $EslelA Routing$H

® MC -> MCU : ACK Ew(Tokens || H(Tempa)

MC¢} Client B& MCUONAl Tokena$t Tokenss F3+
o AL YA Furhe 2t& FHs] sl AT

Process=

7] Ex(Tokena || H(Tempd)E Sz8lste] MCUAl Huj
A s s Wast

@ Call Establishment @ AAFRE d58l sff 2
&3l AAR0l QIO31, H2459] 344 Axpt ).

IV, & etzl 7| mE|AAR Z4 "I}

B =RolAE At 7] #Ael7Hel oe AlzElS 7E
St 7] BN EL ASAE o83l s del o
she Foqxte] JITAE wolA shdd dedxte] slefHe}
*E FE3l] 3FA Aekst B Diffie-Hellman 7]
o] ZREZS ALt o] e PPdE FRzl
EslE £35lr] Y3 LI E Rzt 719 AL OF
ZAAL ST 51 H, 719 il 39 FoizjelA

S 53l sl AEEHEE stk

41 91 U 7| B AxY

719 AAE 27 49} o] P Heixiel shHolA
Ao} sefE ghe AAske] Aol R} PEdlsle] Am
oA Bujd, 17 59} Zo] AME Foixle] AHE BE)
sl 715 VA HaL o] 715 HAF AR FRIIE o183t
o] PP FolxlEddA AgsA ddh

ol %o et Fojar) golA 2EEHA 2 ), Ao
AEE Awo| z4le] siEtE g} Zo] HulA =i o] 3t
FEE T AT 7|5 A2 st oA sPde 3t
x| Al NATAINE o183t mlxsiAl ok s &
Azh= 71EAE BAS] S8l A a9} AR ke FAll
HQA "ok Hee Eoly] 98 vl e A
1024bit} 204%0it7} H=5 1Folxe] setHd gk g9t
o] e 128hito] o] HEE 9Tk

A
p

Port : [5929 1D :[Jung
Join

Dest:|211.45.14.233 Port : |5925 D ;1|ee

Sequence No. [10 Jain 7 Exit
Timestamp [16064750
Private Key |LeGeT3ll <31

<H3FbT.
KdKdz I3UXIOZe O, sbZ AW LULZgL Z1
KVJXagjGfGZaDSCVYHQAbjRcSiZiUdIJcTAMUS

T2 4 SpARME EloRe| BUE] S
Fig 4. Video conference client monitor



90 TR FE MR G CE(2010. 12.)

Number of Members : 54

Communication messages
Started. o~

Member q

Member accepted for group #: 1
Member Connected

~Group Key
Key ‘Sh35h[:5BIWZUHEZUVmKWJZOqFHpF"Zu-dJ

Onm44SRbn305BhdcISMBFIW ~

S 0ZOUBIOEC2eUBVemZKHWY.

2 =5HE Key |3290Aq0FnREpaPLZMundYJOH
bBMWPGCjiLGBF12KYPjim7TW +

Group Key2| H 7| size (2048

Bl PR
Key A4 A| 21 |n.nnzsnn =

T2 5 SpARAE M| BLE] B
Fig 5. Video conference server monitor

e méa;‘f— ) o} 99

ZAe] e 2AFUA Holel SIS sk
N

TRz bl A0 WHe) 57} BeSE 712 Bty

22 A7) Bl = A

Eee] =7 B s | g |

TR B[N ITUETELEGTEWEER T O

Caain) e

2| 6 o] Tlo} 7| M SEARE
Fig. 6. member size & key creation time

42 njclof A2l go/= st
HIEsIEte) B0 o Al gt wa) 2
3% o

7AS z2ERS WAsl ARt ©
2 2hitE ASETh AF ARk VIE Aol w2t
EHOE’;EE’J Baks AYsigon Fua|dx Bojvs K&
S HA goE ARSI 79 79olM= RTSP(Real
Time Stream Protocol) Z2EZo| tfa] sy F&E-S A9
& Fol2E AAE duslFtoRA uARTE dEsts)
A =9 A3t FHE Eoslele] dolEE & 4 A @
o} RTP(Real Time Protocol) ZZEZ| ts] 3
< As 24Byte Zole] SA4Fo|2E AAE 32Byte &

28} Z5S o]gslal YA nlolEx g oR A3k dxt
= 2983} Atk HR71E ol8ste] dEsteial yeiAlE H
goz AgrenA sugunts gustsil =i ARt
HE Boslel HolHE £ 4 A dk spARt sllod

He Fpska Ho|2E AAE dassiA =9 Al 3771 4
o AJEZ oz §17] wZol defe} Fudel

e B9 8 g

ZoE 2oy 4
E’] E

sl %C}

VTR EE®
File Edl‘ Captuve D\Ep\ay TDD\S Hs\p

EEEREEEEEEEEE

No._[Tima [souree [Destination [Pratocal - [into &
3731 125.373016 203,233,108.10% 311.35.128. 86 RTSP Continuation

3732 125.375681 211,35,128.88 203.233.198.105 TCP 27510 > 3679 [ack] seq
3733 175.476724 203,233,108, 213 203.233.188.255 NS Name guery NB XRXBA35D
3734 125.490643 203.233.108,105 211.35.128. 86 RTSE cortinuation

3735 125.403235 211.35,128.88 203,233.108.105 TCP 27510 > 3679 [ack] seq
3736 125.613277 203,233.198.105 211.35.128.86 RTSP continuati

5737 1250617143 211.35.128. 86 203233, 105,105 T 575 5678 k) seq

Lack] seq

~L

Packet Length: 285 bytes
capture Length: 285 bytes
B Ethernet IT, Src: 00:11:43:0F:07:FF, Dst: 00: OLIyDResHE
00)

o =1

— |

Filter: 7| Reset| Appty|Real Time Streaming Frotocol (tsp), 231 bytes

2 7. Dlcloirsy otesiznt
Fig 7. data captured by media stream encryption

(@ seed_q723_encrypt - Ethereal EEX
File Edit Captue Display Tools Help

BIE| x 6| SR« [
Mo. . [Time [Saurce [Destination [Prstecal[infa E

H

a3
s
Source port
Payload Typ:
211.45.14.233 uoe Solirca port:
211.45.14.247 uop source port:

43 6llssezs 211l
44 6172281 211.45.14.

1%

B real-1ime ranspart protocol
version: RFC 1880 version (23
Fadding: False
Extension: False
Contributing source identifiers count: o
Marker: True
Payioad syee: Ungnan 72
sequence number :
Hmaseamp: Bhassa000
synchronization source identifier: o

000 62 74 €5 £C 30 21 00 05 53 10 03 1T 08 00 45 00 reelOL .
JHC!. @,

00 43 43 21 00 00 40 11 73 49 d3 2d Oe f7 d3

[ — |

Filter | [udp /] Reset] appiy[[Payload (itp-payload), 32 bytes

2l 8 24 55t Znt
Fig 8. data captured by voice encryption

FeeolEe] dEshe Sro Ads Hislel] s
MJPEG Fdjolu BRG] JPEG Fee AHge2A A
H|27} 7hsdles: dhal, JPEG Fd)e] 5404 7hideld]
ol2Eg guseher =k A7 Aas @ 4 o) Bk

-_

43 G4 ol 2EZS o=
I8 9% ¥ oA A8 sPPIEALEe] =]

,

Lo



| Glabal IP |
__________ “r SharaSHAL B Aqe (HP DL120 G6)
PC Camera - server software

j——+1
— - - Client softwars(Domestic, Overssas)
ié 'i - APMiApache, PHE fvsgly

Prva=® /|| R & Commu onPort

Giobaie © | —;i'f} .. ' TER U aBs

age gy Hendset SpeakeceMie S o
PC (Client Software for Domesticl] AN / WAN
ax o

! | Private 1P /
[=S==| PcCamera ===\
o
I .........| [ =
= srojoiEER)
” HEadsEtz Speaker & Mic
7@ PC {Client Software for Overseas)=2 1
Headset / Speaker & Mis,
= H (LA

Private 1P
Global 1
B (Client Software for Overseas
27

21 9 S AR PuE
Fig. 9. Video conference system configuration

a9 10& SE) PAeR 20 agos 7
AT Aol delefi 9534 B4 B9, YUk 24
o] ATk 17 11& F53h AL 21t} 94 W
5 9 DE sl G5goRA SRRl Aol B4
& AAT 2 AFHGT 4FEH e 2 evle
oJEE P58 Holgle Juz A 718 KT I %

7)

uiel] BAY 55 471 §eS RISt

el

T2l 10, Aol Haslel 2
Fig. 10. normal video conference

T2 1. SRl MEE S8t Jalsle| Foi 25
Fig. 11. abnomal video conference

53] Gvlolels shao] ol 22 /S rhde) 3
Ao YEIA) Skt @4 melom, ) ABAES s}
WA e AR B U 4 S Sl ot o
1 @ 5 otk BE 3AA) dolnE

© % gAT 53 A)E B
whssa 2 4 9t

B =EollA AdE ASAE 7tez 3 7] B AlAH
o] Hkgo] £& AL E Hridrh B =EoIA AlRke Al
e 71 s Al2El v 243 An A, A
SN, I o183 JAFAE ol&3taL Wi HF3]
ol 7)ol v =23 ARdE A sl E4, A1
ZHollN, sPdEAEsE A3 AZAMEA A CAR

AEAE TR Fom e AelnE AFs A%
goza g g & ok

H 2 Ao Cist 24
Table 2. encryption analysis

Hlm &= M RiPAE]

oI5 Grole OISA| 7J8
HEPIE) =2 o =2 e
IHsn
JETe a3 | 2 s
oiciof R RTP peyioad

. RTP oad
oras} Al header eyl
HZ AR ok kBl ioF AsBIO)

AR, 7182 SHelA, midojElolH ] desl A|AAZE
g Azska) 98 RIP A497e) 2ol 7padoz &
7 g3e] $HYe] AT W A5 vitlols] AFFS
Aasigtona Aridow 7184 e st ¢
ATk YA, F273 RN, PKIZIEE] QISAME AR
o 7o) sk Beh duslel 719) H28 WAL 4
AR 77 FERTAL gAY, 715 Ao sA A
g_?l—/\é _‘,} b‘ul-sl: Eo}xqo iz]-sl- 11;]_ r,],/\q;;q] 7]_‘,1]_3]

WM, IKEZ 7]5 w@slal 25244t 718 delshe
R

).

V.2 B

£ =RoAMe TCPAP 714ke] HIE
7} Zofdhe sPd

-?JELE olgalo] T
PEDEEEERESE IR



92 EEAFERREE & GEQ2010. 12)

oftolH Y] tusts Faf BedS w9 ZEEZS ARl

B =BME A, ORI SRl AlgAke] A
7N7] 7] RIEAE o] 831
e ZEEZS ARSIATE =4,

Spgd Jeldg o
AZE We MPIT Bk AFUNA Bl A

Al AdE .ﬂ%‘?ﬂ Hl‘?=171~ éi}o}‘ﬂ THFOEA TR
= silet. a2la A
& Sl 7H° 4 *1‘34719} Alogrel A
& 2ol DT sllstar 4=
i}‘é}ﬂ @%E}E% staick 2 754% AARRE e Foz}

HRE AET FoAReA A5S e4tew
A XﬂC‘PéW} HE FA] FE5 Silnh AR, Alofeolef o}
EERERIEE "szfﬂ AES S8l midejrloleE ¢Est
528} =5 siglt ojm) AH&-st
15101 AFAAY] YT Ha8)
uJ DES, 3DES, RC5,
SEEDE AH&-3l3ith 2EY HolH9 dEA]
2e A7te] A299S %1_3}01 G7231, GSMJ’} MPE(4,
MJPEG t539s Aeisto] ARgslo] spdda Al=m
7HdE Eol=S Stk

ﬂ
EI]o
:4_
of IU
o>

HOE

rot

(1] ITU-T Online site
http.//wwwitu.int/rec/recomm-endation.asp?typ
e=lders &lang=e&parent=T-REC -H.J323

[2] E Rescalda, "DiffieHellman Key Agreerment Method”,
IETF RFC 2631, 199.

[3] L. Bec, W. Femner, R Frederick, and S. McCanne,
“RTP  Payload Format for JPEG-compressed
Video,” RFC 2035, October, 199.

[4 LIo Iacono and CRuland, "Confidential Multimedia
Communication in IP Networks”,  Proceedings of
&h IFFE Intemational Conference on  Communication
Systems, Singapore, 2002.

[5] M Baugher, DMcGrew, DOran, R Blom ECarrara,

MNaslund, and KNorrman, "The Secure
Real-time  Transport  Protocol”, IETF RFC 3711,
2004.

[6] Mtandey, HSchuzime, ESchoder, and  JRosenberg,

"SIP Session Initiation Protocol”, IETF RFC

3261, 2002.
[71 Giuseppe Ateniese, Michael Steiner, and Gene
Tsudik, "New Multiparty Authentication

Agreement Protocols”. IEEE
Journal on selected areas in communication, Vol.
18 No4, April 2000.
[8] R Rivest, A Description of the RC2(r),
Algorithm”, IETF RFC 2268, 1998.
[9] Rada Poovendran and John SBaras, “An Information
Theoretic Approach for Design and Analysis of
Rooted Tree Based Multicast key Management
Schemes”, IEEE  Transaction
Theory, Vol.47, No.7, November 2001.
[10] Richard J,Spillman, "Classical and Contemporary
Cryptology”, Pearson PrenticeHall, 2005.

[11]  Sandra Rafaeli and David Hutchison,
of Key Management for Secure Group Commu
nication” ACM Computing Surveys, Vol. 35
No.3, September 2003, pp.309-329.

[12] William stallings, "Cryptography and Network
security”, Prentice Hall, 1993.

[13] Yong-Deug Jung, Dae-Woo Park, and Moon-Seog
Jun, "The Analysis of New Video  Conference

GESTS

International Trans-action on Computer Science

2, Number 1, March

Services and Key

"Encryption

on Information

"A  Survey

System for Secure Communications”,
and Engineering  Volume
2005.

[14] ORodeh, KPBirman, and DDolev,

Rekey  for Group

Systems”, Network and Distributed Systems

Security, 2000

"Optimized

Group Communication

2006. 12 : e 8A}
1990, 8 : A/dq]tﬂ—ﬁ /L-‘l}\]_
1990.10720109 @A :
KOTRA A&
20003720018 :

AR A

20108 : FATHSkL 73]

Azt 4ol




