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An Efficient Detecting Scheme of Web-based Attacks through
Monitoring HTTP Outbound Traffics
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Abstract

A hierarchical Web Security System, which is a solution to various web-based attacks, seemingly is not able
to keep up with the improvement of detoured or compound attacks. In this paper, we suggest an efficient
detecting scheme for web-based attacks like Malware, XSS, Creating Webshell, URL Spoofing, and Exposing
Private Information through monitoring HT'TP outbound traffics in real time. Our proposed scheme detects
web-based attacks by comparing the outbound traffics with the signatures of HIML tag or Javascript created
by the attacks. Through the verification analysis under the real-attacked environment, we show that our scheme
installed in a hierarchical web security System has superior detection capability for detoured web-based attacks.
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Fig. 1. Herarchical Web Security System
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