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Secure Password Authenticated Key Exchange Protocol
for Imbalanced Wireless Networks

Hyung Kyu Yang

AREAL Q15 vdy] wEhe 45ste] vl S99 &8 Rok 7k sEA, AR Q1F9] e dubd e
2 g2H=g olgsia YA, HAYSE o838 AMEAL AT HAYs = FHd FHRE FA7F 8
19928 Bellovin® Merritte 2= F= FAo obd &} g 4 )& EKE(Encrypted
Key Exchange) Z2EZS A2 vl 9lom, o] 849 obaAS /jAe B =Fo] A= gt} o] 7}
H Lo Yeh 50| Aet Ha9s 7k 9157 w3k T2EFo| S AHy FAd XD T2EFS

)

ol
o
)
X
=
Bl
Y
)
;
3
>

5]
AFEA, B =R AZE F4 WHOR Lod| Z2ESo] Lol HAYS FEF AT HRE Ho|
I, L2j9l HASIE 3 FAE S AN LRSS Akt A ZeEIe vy T4 vED
AN A== A 9%

)

» Keyword : IIARIE 0157 Wk PMUERT, TfAQE = ZA

Abstract

User authentication and Kkey exchange protocols are the most important cryptographic
applications. For user authentication, most protocols are based on the users’ secret passwords.
However, protocols based on the users’ secret passwords are vulnerable to the password guessing
attack. In 1992, Bellovin and Merritt proposed an EKE(Encrypted Key Exchange) protocol for user
authentication and key exchage that is secure against password guessing attack. After that, many
enhanced and secure EKE protocols are proposed so far. In 2006, Lo pointed out that Yeh et al’s
password-based authenticated key exchange protocol has a security weakness and proposed an
improved protocol. However, Cao and Lin showed that his protocol is also vulnerable to off-line
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password guessing attack. In this paper, we show his protocol is vulnerable to on-line password

guessing attack using new attack method, and propose an improvement of password authenticated

key exchange protocol for imbalanced wireless networks secure against password guessing attack.
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