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Abstract

In the past, the domestic research on mobile forensics has been limited to cell phones.
Increasing use of smart phones, studies on smart phone forensic will be conducted actively in the
future. In particular, the study on Android forensic is very important because Android smart phone
market share is increasing rapidly. In this paper, we describe an implementation of an Android
smart phone forensic tool based on logical analysis. Compared with Oxygen Forensic Suite 2010,
this tool saves time it takes to perform Android smart phone forensic because this tool provides
search feature and resource links for extracted media information. So far, no smart phone forensic
tool is introduced in Korea. Accordingly, this tool would contribute to the advancement of the
technology on smart phone forensic.
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Table 1. Smartphone OS Market share

Corrpary 20104 3{‘|~E—7| 20104 3AKRZ| 20094 3f\F—'i'—7| 2000 3AE |
A o Al EHRE% EHZEH o Al HRE%
Symbian 294801 366 183148 446
Android 205000 255 14245 35
oS 134844 167 70404 171
Research In Motion 11,9083 148 85227 207
Mcrosoft Windows Mobile 22479 28 32509 79
Linux 1,697.1 21 19185 47
Cther OS 12148 15 6125 1.5
Total 80,5326 1000 410983 100.0
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Table 3. URI for main information
URI =L
Contats ot CONTENT. L et
Call.CONTENT_URI SshlS
content://sms SMS
content://mms MMS
Images.Media. EXTERNAL_CONTENT_URI olal x|
Video.Media. EXTERNAL_CONTENT_URI =
Audio.Media. EXTERNAL_CONTENT_URI 2
Browser. BOOKMARKS_URI SRS
content://com.android.calendar/events AH
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Fig. 7. Class ocode for extracting information

NormalExtractor, ContactExtractor, MessageExtactor
geizolxe 23 73 2] managedQuery HIAEE Eﬁﬂf‘i
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Table 4. Contacts classes and symbalic constants

EC ks 7| s Ak Ay
) = NUMBER MepHS
CommonDataKinds.Phone(MaHH %) TVPE Eel(m mN& =)
DATA oY F&
CommonDataKinds. Email (0[H|2) TYPE Erel(m, A% =)
A KA
CommonDataKinds. Im(H|-A1 %) ?\f;—EA EL‘C;:(X; T,;_,g =
FORMATTED_ADDRESS Halst B Fa
TYPE Elel(®, AE §)
POSTCODE SEHHS
CommonDataKinds. StructurePostal(F4~) COUNTRY EpTaEy
CITY EA HE
STREET Hel &2
o URL 2 AFOIE URL
CommonDataKinds. Website(® At0|E) TYPE Etel(2Holx =21 =)
GROUP_ROW_ID & ID
CommonDataKinds. GroupMembership(1:&) TITLE & ol&
CommonDataKinds. Groups(1&) NOTES J&ol ohish M2
SUMMARY_COUNT a0 =Z&E A=ty I
COMPANY SIAb HE
CommonDataKinds. Organization(Z=2!) TITLE ki
’ DEPARTMENT M
OFFICE_LOCATION AFFA 2R
START_DATE OlHI E =ut
CommonDataKinds. Event(0[tl E) TYPE Ee(ClEa. Mo =)
CommenDataKinds. Note(H| 2) NOTE e M5
CommonDataKinds.Photo(AXl) PHOTO ARl ZH R
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Table 5. SMS, MVIS, and calendar columns

ERE el My
_id HAIX|2| primary key
address HetHs
VS date %—’FE' A2t
read A=A o5
subject M=
body =& HE
_id H Al x| 2| primary key
date Saal A2
m_size HAIX| 27|
MMS m_type HAIX| &7
read A=K 0§
sub HAIX] H =
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address HeHS
title oM™ olg
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F2H AHE carsors 59 2= FHE Ho] T
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W, content//mme/[IDVaddressS  £3]  A3PH S (address)

6. SEHY, o[0X|, HIEIR, 2C|2, HRIPA| Seliiet 7|Shke
Table 6. Cdlls, image, video, audio, browser classes and symbolic constants
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MediaStore.Images.Media(0[a|X[) LATITUDE Olo| X[ (SH AT MME 9=
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TITLE B = X =
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BOOKMARK S0I3/427|5 oF
CREATED MM E A2t
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[x 1Z0l| 3t HA FI|HoZ Zo| 2EREU=K HAF +/
do{
sleep(1000);

-

}while(!CFile::GetStatus(L"extract complete", status));

/* CSV T =4l «/
executeADBCommand(L"/c adb pull /sdcard/sms.csv .");

executeADBCommand(L"/c adb install W"Logical Forensics.apkW" 2 > result");
executeADBCommand(L"/c adb shell am start —a android.intent.action.MAIN —n
kr.ac.ssu.logicalforensics/kr.ac.ssu.logicalforensics.activities. LogicalForensicsActivity");

executeADBCommand(L"/c adb pull /sdcard/extract_complete .");
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Fig. 8. CDataExtractor Class code
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