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A Design of Lightweight RFID Authentication Protocol
Errors Correction Using Re-Counter
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Abstract

Passive tags are inferior to active tags in processing efficiency, so they have difficulty in large
volume processing. The proposed protocol reduces the volume of computation in passive tags and,
at the same time, improves authentication for enhanced safety and security. That is, different from
existing RFID protocols that return the same value even if an error happens when the reader reads
a tag, the improved RFID security protocol returns a new value using a re-counter and processes
the computation part of a tag in the reader or in a back end system. Even if the information of
a tag is acquired by an malicious way, it is not actual information but encrypted information that
is not usable. In addition, even if tag information is read in sequence, it is changed in each read,
so the protocol is safe from Location Tracking.
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Figure 2. Authentication Protocol Sequence Diagram
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Figure 5. Computation overhead for proposed
protocol and other types of protocol

ARZoF Aokt RFID Q5 ZTR2EZS ¥ 3, 4 5 9
a8 5ellM & 4 SiRo] Tkt F el oE Wl o}
Al2E AT A5 Qs Abkek ok S

) A eHEEE Adskges & glon, Basy
AR @ e eloish FAANHN Helsheg s
o 3, A Seo] e 55 vlel Qs Bl 5l
o hbAelel ol AT R4S BRSe 2 Ik

V. EE

-

E Aot =7S RFID A28 Bl Q FARRS HlE3)
AEslE A5 1F ZEEZt) g1 ik FiE
2} FAA2Ro M H2]SlEE slom Bl
FE AR g ZltielA AAE dE sA A ol
sl tsst | FE HlaA TheE TR A AE
3 dzsslgnt. BlaolA st Azl vid FEe 7k
A& B8l Bl AfrAte] $13] ZejoHA7L BAgE|

-y
-
9 24 ARE T4 283 B 245400 A

d

o r|r

tlo [ ot offt op £



AFEHE o83 27

2
s

159

27 A%, A4 Telol) ETF % e 33 o
o

(]

(2]

(3]

(4]

(5]

(6]

(7]

8]

3 Agsle RS AL

A 7Fs/dol w249k Bl ZejolwAlE Al RS

ok
et

=]

Yong—zhen Li, Hyung-Jin Mun, Yoon-su Jeong,
Sang-ho Tee, “Mutual Authentication Protocol Of
The Low-—cost RFID Using Random Partial ID”, The
journal of Korea Information and Communication
Society, 2006-7, Vol.31 No.7C.

S. Wies, SSarma, R Rivest, and D. Engels,
“Security and Privacy Aspects of Low-Cost Radio
Frequency  Identification  Systems”,  Security  in
Pervasive Computing 2003, LNCS 2802, pp201-212,
2008,

G Oug Oh " A RFID secure Protocol and System
Design Using Gray Code” Graduate School Soongsil
University. Doctoral Thesis, 2007.

KRee, JKwak, S. Kim and DWon, "Cha -llenge Response
Based on RFID  Authenticaion  Protocol — for
Distributed  Database  Environment”, SPC'05, LNCS
3450, pp.70-84, 2006.

Jeongkyu Yang, Kui Ren, Kwangjo Kim, “Security
and Privacy on Authentication Protocol for Low-cost
RFID", SCIS 2006.

Hung Yu Chien, Che Hao Chen, "Mutual aut
~hentication protocol for RFID conforming to EPC
Class 1 Generation 2 standards”, Computer Standards
& Interfaces 29, pp.24-239, 2007.

BEun-Jun Yoon, Kee-Young Yoo, "A Design of RFID
Mutual Authentication System based on Open Channel’,
The joumal of Korea Infomation and Conmunication
Society, 2009-10, Vol. 34 No. 10, ppH46-954.

Mi-Og Pak, G Oug Oh “RFID Mutual Authentication
Protocol on Insecure Channel for Improvement of ID
Search”, Journal of The Korea Society of Computer
and Information, 2010-10, Vol 15 No 10, 1598-849X

N A2 N

I =2
191 7Lyt
ARSI S
1993 stk
AFE S} FENL
2007 FAhEa
AfEIsk) Fohp}
A A s
E_Oo]:t‘j]—l[:‘_ E—“?‘
Aok RIFD, USN, Het
Bmail : ohgiug@paran.com



WWwWWw.KcCi.go.kr



