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Performance Evaluation of Cryptographic Algorithms
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Abstract

In this paper we implement a 6LoWPAN protocol on the MICAz sensor platform, which could minimize packet
re-transmission, and support security primitives for packet integrity and confidentiality. And we also present a
performance evaluation of the implemented protocol calculated according to the cryptographic algorithms. In the
re-transmission method, time stamp, nonce, and checksum are considered to protect replay attacks. As
cryptographic algorithms, AES, 3DES, SHA2, and SHAI are implemented. If transmission errors (thus, packet
losses) and the number of hops are increase then, packet re-transmissions are increase exponentially from the
experimental results. Also, the result shows that cryptographic operations take more time than packet
re-transmission time.
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