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A Design and Implementation of Reliability Analyzer
for Embedded Software using Markov Chain Model and
Unit Testing
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Abstract

As requirements of embedded system get complicated, the tool for analyzing the reliability of
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embedded software is being needed. A probabilistic modeling is used as the way of analyzing the
reliability of a software and to apply it to embedded software controlling multiple devices. So, it is

necessary to specialize that to embedded

software.

Also, existing reliability analyzers should

measure the transition probability of each condition in different ways and doesn’t consider reusing

the model once used. In this paper, we suggest a reliahility analyzer for embedded software using
embedded software Markov chin model and a unit testing tool. Embedded software Markov chain

model

embedded software. And a unit testing tool

is model specializing Markov chain model
has host-target structure which

which is used for analyzing reliability to an

is appropriate to

development environment of embedded software. This tool can analyze the reliability more easily

than existing tool by

automatically —measuring

the transition probability between units for

analyzing reliability from the result of unit testing. It can also directly apply the test result
updated by unit testing tool by representing software model as a XML oriented document and has

the advantage that many developers can access easily using the web oriented interface and SVN

store. In this paper, we show reliability analyzing of a example by so doing show usefulness of

reliability analyzer.

» Keyword : Embedded Software, Unit Testing, Reliability Analysis, Mark Chain
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1 int LED_Control(){

2int i, LEDfd; // S1 start

3 unsigned char *mmap_addr,

4 unsigned char *LEDReg; // St end

5 if((LED_fo=open("/dev/imem”,0_RDWRIO_SYNC))<O{
/| 2 start end

6 perror("Fall : File Descriptor isn't Opend \n'"); // S3
start

7 eit@; } // S3 end
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8 mmep addr = nrep(NLLL, 1024/(PROT_READPROT_ WRTE),
9 MAP_SHARED, LED fd, Ox08000000); // $4 start end
10 if(mmap_addr < 0) { // S5 start

11 mmap_addr = NULL; // S6 start

12 printf("Fail : Memory mapping ermronn’);

13 retum -1, } // S6 end

14 LEDReg = (unsigned cher #)(mmap_addr + 8); //
S7 start

15i=0 |/ S7 end

16 while(i < 8 { // S8 start end

17 i /99 start

18 +EDReg = Ox << i;

19 sleep(1); } // S9 end

20 munmep(mmap_addr, 1024); // S10 start

21 close(LED fd);

22 retum G; } // S10 end

23 int main()

24 int i, n=100;

25 forli = G i < i) {

26 LED_Control();

27 retum O; }

2! 1. LEDE ZHESsk= Oijd| A=ESof
Fig. 1. BExanmple Software of LED Control

a9 19 oA Z2aHs A8 g9} 2 it A
2 FESE F 10709 ez A= ok i 1S 19
SZES o] FHE HERIE

1. oM AZEY o] AEY
Table 1. State of Example Software

el
1

<l oI eloll stiglsks 2=

2745

2}

5&

6~ 7=

8=
9=
10~ 138

147~ 15&

6=

BB QA B R R|B|K

17 7198

Q
S}

0~ 22

oA 2] FEE F 13} o] VraL o] el o]
aREE aw a9 29 Aok a3 2004 S3dEieh e
S6Y o, AZES o= o BAEA Hk

CC‘(S’fZS‘“)DW?( Ca(S+,Ss) )1—5( cs.(slvss) )
P1 Ps

? i( Ca(SE) ) oa(sg)

212 ofjd| AZERofe] Ael XMolzet Alel S&t
Fg. 2. State Transition Diagram of Example
Software and State Combination

a3 2= 39 19 dA] RXEOE £ g Mol=

= A% Ayjoltt. £ A M= o83l 413
25}7) qux © Mo] BE= SAsof sh=rl, o]
Aty Adgste] SAsof gt 2
& Mol FF TE Adste] o 10003]
Holgtka 7Hgspa 7100 Akela €k olele] 942
ke Toh T ek

0 P1-P0 0 O
0o 1 0 0 0 O
7= 0 0 0 AFRl1-FO
0 0 0 0 0 O
1- Pz 0 0 0 0 P:z
0o o0 o0 0 1 O
0 0.01099 0 0 O
o 1 0 0 0 O
|0 0 0 0.020.98 0
10 0 0 0 0 O
011 0 0 0 0 0.89
o 0 0 0 1 o0
0.01 0.2670.011 0.528 0.097 0.087
0 1 0 0 0 0
771000 _ 0.01 0.26 0.0110.534 0.098 0.087
0 0 0 0 0 0
0.0110.266 0.0110.524 0.1 0.089
0.0110.266 0.0110.524 0.1 0.089

9 AFolA S3Z AZEJO7F FRE FELS oF 27%,
S62 A~TEgel/l TRY &L o 5% EHHT Itk
B Aol Bl vlEa = A9l BdS o]gek Alx £ v
o] FES o]&ale] A AZEF ol 4l
Ek A o] W tiujo]2~E Alojshs ”ﬂl
2] gko} ez wol Moz} i
Azke oEi) & -tc—‘%—s-
3|A Uutk FElZ Tjujo]~ Ao 1l

O

f

=
~

©
P
O

€

o Mt rlo
r°“

[ oX

ot o o

oi_’,
1
4
e
9‘15
K
¥

it

OL

¢

@,
%
N>
2 1
e
o
= o
s
rlo

Ruigyied

m[o
r1m



WY 2zEqe] sh2am A9 Bl B9 H2ES 0§43 hFY AZES] M= ¥4 £ A% FEF 5
A

Fe)2 tho] tulol2 Ao} 2Rle] oj2jd] me Wy A
2dle] AHES PP

AT EY O

¢l =E

bal

3

0z

A

o=

K o
[El

o
L

O E x
2 g 98 =
63)\1_:‘

2R plEFx Q) v
401 ez A9l s o]8
ﬁO]——Eﬂ AUtk wEEE ARl e A
olZ meleate] A|l2Eo] g Jeje]
she Wgelck £ Folde Y
2 2aap) el vz o AU WY
3 A1 A 2ZEgo] o2 )

éi} A
g3t W

<
| =

o

oBL
r
K
m

AL

f

Al

fus

Egoje]
zEgol 549

a¢ 9oiet:

BB

ol

R

ol 5

ZEgo] rl2x
=NUDUE
duk 28 D+ uje|x Ao 76, FE
D=&,DNE=®,EFNN=)
F399 ), S(¢) 7} Fske ke
A (sy085)
Aolske goln P o8 FHIATL
o2 YWY AXEd ol tulo]AE AEE
72571 2ok Uy Az Eole dut FEl3 tujolx
Xﬂ(ﬂ ke 7, o7 #5Y FEoZ s Qlrk WA
AXES0] vlEIX 9l B 3 7jX] FHOE A E ]
o] WAd A2 EQO)E A8 Adeith 2= a2 1

A &l

O

o]
Agelet gk
e S

Sh=

AE
—=
e

o) AT U 2] sz A RdE B4
Aol
Uiel 2=l D= | ofd moje)] el
xlol mofuje] Ak el sl T
N1 Si 27 4E
D1 X 5&
El 3 6~ 7&
= e
02 % o=
B2 59 10~ 18&
S7 14~ 15&
B 16=
N 9 T19E
S10 20~ 2&E

H2 UEE AZEQ] 023 Aol | Al
Table 2. State of Embedded Software Markov Chain
Model
29] Aol wg} oA LZE o] e HelE )

-
Rid

j_E'_I 3, |_H7(|>oﬂ AJ.LE_'__"O1 |:||.
Al Est
Fig. 3. State Transition Diagram of Embedded Software
Markov Chain Model and State Combination

Hlol o] AlEf FO|=Q}

1% 39) Al Ho|x2 ulgtoz o] g T2 A3}
o2 1008] Moty 7hgstd 708 Axald Bk

olzje) e Tk T o)),

0 A1-P O 0 0.010.99 0

= 01 0 0(_{0 1 0 O

1-P,0 0 P (098 0 0 0.02

0 0 0 1 0 0 0 1

0 0.260.220.52

7100 — 0 1 0 0

0.220.26 0 0.52

0o 0 0 1
9 AsfelM Elo2 2ZEdOPl 38F BELS o
%%, 22 89 SEe 5% BAEL Yok 18 19
AXESole o] AFE FITMETE o8 dEF FH
A £83 880 Z7ep Hed Pl = 3356%0)n

Pl = 66,440 ot} 19 4= 7)o vl2as A9 2

& o188 W (1 P A WY Aol
e A9 29 (A% Bel Aolsieel 7 e
o) 482 welzth

210| 100 200 300 400 S00 600 700 800 900 1000
55

2| 4 To| St Aef EE
Fig. 4. Number of Transition and State Probability



6 R TR R R CEE(2011. 12.)

a9 49} o] e FE2 71E9] el
Hhlo] whes) Esla ok viEaT A9

uj3) Aga
R RO

Bl 2717} Qojus 91RoIA e} LirolAed),
xEgel vhzms A)Q) wdelrke ulolsg Aojske

TG 2712 7202 FeIE thro] Uk el 2
WS B B A 2o} gelel A7k Soledh
SeeE WY LxEgel shzas ¢l Rde AT

243 93 Bgwel Qa9 358 2Y 5 9

V. AMEE BN

A AT $4 B 99 H2E £79) 3
asEge) vz A9 RaE o] §8 s 24 =
ok W48 AxEgo] st A9 B
A=) AHEE BAE) FHAE 2 e Hol FES
Zgalop Stk B Qs BN =7 99 BAY 578
3] Q. Z

4 xdzﬂ %&o}u}.

W9l BE Ak ARle] R RED Hol WAL 3
£ 250 S AAE] 93 Bl2E Aol2g 4G
o ©e) Y STE 99 2E At 393 Hae
Aol29t HAE th A48 HAEES A3slal ole HAE
A} Aol ARk 223 LLE 0] e A
k= dAbE AT EY 0] YAE AZEY0] nl2x
A2 BAE ST A% B S7E o]g3he] A
BAR AHE 24 B WPy 23E90] v

= L=
A FA9) HIZE AAE o sl AHEE &

Test Target
Source

[H F-lE
mlm

b1

Iru[rui
-

=

)
i
o
S Mo

Test Case
Feposiory

Warkow Ghain Software Reliability
Model Document Analysis Tool

Software Reliability

T8l 5 ARE B4 =79 AIRR X
Fig. 5. System Architecture of Reliability Analyzer

YePs) AmEdl 4y 298 2990, 20n HAE
Bk M2 A2 43 B4 FUL 3 43

g A% 4AE JPdT 1Y 62 oA ZEIYS vl
) £72 AAES 449 HAE Asjoln)

<testResult><test name="ss_mmap_1" result="success” >
<element runTime="0" result="success" >

<var name="length” init="1024" ev="""initResult="1"
evResult=""

result="sucoess” />

<var name="prot" init="1" " initResult="1"
evResult=""

result="success” /> ... <element>
<ftest>

<test><element runTime="0" result="fail">

<var name="length” init="1024" ev=""initResult="1024"
evResult=""
result="sucoess” />
<var name="prot” init="1" ev="""initResult="1"
evResult=""
result="success” /> ... <element>
<fest> ...
<SfestResult>
T2l 6 HE SN 96 BIAE 2D XL
Fig. 6. Test Result XML of Probability
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SUCCESS : #o|§ HZE Az}
FAIL : HoJ3lA] && H2E 23
probabilityCalculator(testResult) {
int successCounter = 0;
int failCounter = 0;
for(int i = 0; 1 < testResult & 2] 7} i++){
switch(testResult[ilresult){ // BI~E A3} 321
case SUCCESS :
successCounter++; // Zo]gt 7-¢-
case FAIL :
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<markov_model><states>

<state name="n1" type="stable"><section start="9"
enc="11"/></state>

<state name="r2" type="stable"><section start="23"
end="24"/></state>

.. <function name="mmap" /></state>...

<state name="n1d1" type="risk"><substate name="02"/>
<substate name="n2"/><state></states>
<transitions><{ransition state="n1d1” to="e1"
prooability="unknow’/>

<transition state="n1d1" to="c2r2"
probability="unknow’/>

<fransition state="d2r2" to="e2"
probability="unknow’/>
..<ftransitions></markov_model

T2 7. e Aol nj23E Aol oF 24
Fig. 7. Document of Embedded Software
Markov Chain Modeling

reliabilityCalculator(transitionProbability) {
stateProbability = transitionProbability;
for(int i = 0; 1 < ST i+4) {
stateProbability
mathMultiplication(stateProbability,
transitionProbability); // “gEio] Slalg o] 44
retum stateProbability; // %14 2ZEoj2] AJef 2
matrixMultiplication(natrix], matrix?) { / 5 322
resultMatrix[][];
for(int i = 0; 1 < N; i++) {
forint j = 0; j < N; j++){
for(int k = 0; k < N; k++){
resultMatrix[illj] = resultMatrix[il[j] +
(matrix1[illk] * matrix[k]GD; 1}
return resultMatrix; // 3 A2 ¥
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