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Abstract

This paper defines the AES password algorithm used as a symmetric-key-based password
algorithm, and proposes the design of parallel password algorithm to utilize the resources of
multi-core processor as much as possible. The proposed parallel password algorithm was confirmed
for parallel execution of password computation by allocating the password algorithm according to
the number of cores, and about 30% of performance increase compared to AES password algorithm.
The encryption/decryption performance of the password algorithm was confirmed through binary
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comparative  analysis  tool,

which confirmed that the

binary results were the same for AES

password algorithm and proposed parallel password algorithm, and the decrypted binary were also

the same. The parallel password algorithm for multi-core environment proposed in this paper can

be applied to
environment,
large-sized data.

authentication/payment

of financial service in PC,

laptop, server, and mobile

and can be utilized in the area that required high-speed encryption operation of

» Keyword : Multi-core Processors, AES, Parallel, non—Feistel
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Table 2. Proposed Parallel MixColumns Algorithm

#pragma omp parallel
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unsigned char Tmp, Tm/t;
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for(i=0ri<4;i++)
{
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Tm = statel0lli] » statel 1]l
Tm = xtime(Tm);
statel0]li] = Tm ~ Tmp;
Tm = state[1]l] » statef2]li};
Tm = xtime(Tm);
state[1]l] A= Tm ~ Tmp;
Tm = statel2llil » statef3]li;
Tm = xtime(Tm);
statel2]li] = Tm ~ Trmp;
Tm = statel3li]
Tm = xtime(Tm);
statef3]li] = Tm » Tmp;
}
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Figure 6. CPU Time per Each Function for Existing AES
Algorithm
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=mainCRTStartup 100, 0% o 5.21075 s
= tmainCATStarup 1000 o 5.2107= =
= main 100, 0% o 5.2107s 0s
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= CCryptExiEncyrptionData 41.4% omm 21563 s
= CRilndael::Encrypt LAR Y 2.1663s s
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Figure 7. CPU Time per Each Function for Proposed
Parallel Password Algorithm
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Figure 8. Existing AES algorithm CPU efficiency
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Figure 9. summary of Existing AES algorithm
CPU efficiency
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Figure 10. proposed AES algorithm CPU efficiency
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Figure 11. Summary of proposed AES algorithm
CPU efficiency
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