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A Design of Encryption Method for Strong Security
about Tapping/Interception of VolP Media Information
between Different Private Networks
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Abstract

VoIP provides voice data service using existing IP networks and has received much attention
recently. VoIP service has a variety of security vulnerabilities. Types of main attacks on VoIP

service are tapping/interception, DoS attacks, spam, misuse of service attacks and the like. Of
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these, confidential

information leak because of tapping/interception has been considered as a

critical problem. Encryption techniques, such as SRTP and ZRTP, are mostly used to prevent tap

and intercept on VoIP media information. In general, VoIP service has two service scenarios. First,

VoIP service operates within a single private network. Second, VoIP service operates between

different private networks.

Both SRTP and ZRTP for VoIlP media

information within a single

private network can perform encryption. But they can not perform encryption between different

private networks.
then, we propose an
between the different private networks.

» Keyword : VoIP, SRTP, ZRTP, Tapping/Interogption
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In order to solve this problem, in this paper, we modify SRTP protocol

And

encryption method that can perform encryption of VoIlP media information
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