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Abstract

Deep packet inspection which perform pattern matching to search for malicious patterns in the
packet is most computationally intensive task. Hardware-based pattern matching is required for
real-time packet inspection in high-speed network. In this paper, we have designed and
implemented network intrusion detection hardware as a Microblaze-based SoC using Virtex—6
FPGA, which capture the network input packet, perform hardware-based pattern matching for
pattems in the Snort rule, and provide the matching result to the software. We verify the
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operation of the implemented

system using traffic

generator and real network trafficc.  The

implemented hardware can be used in network intrusion detection system operated in wire—speed.
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Table 1. Offsets of Registers in Pattern Matching Engine

Offset Bit Name
ox0 0-31 Destination MAC (Reg0)
x4 0-31 Source MAC (Reg?)
0x8 0-31 Source IP (Reg?)

Oxc 0-31 Destination 1P (Reg3)

0x10 0-31 Source, Destination Port (Regd)

Ox14 0-31 Protocol Information (Regd)
0x18 0-31 FAFO Status (Regd)

Ox1c 0-31 FAFO Read (Reg?)

X0 0-31 Reserved (Reg8)

o4 0-31 Reserved (Reg9)
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KLNSHELL > memur 0x50800000 0x1234

KENSHELL > memrd 050000000

50000000:1234 6000 BSOS 0000 BODD 6000 BSOS 26E4 ..
50000010:B000 6000 BSGS 38EQ 0000 0000 0000 0000 .
50000020:B000 6000 BSOS 3430 0000 0000 0000 0000 .
50000030:0000 0000 00BO 0000 0000 D000 0000 8OO0

KLNSHELL > clear

T2 7 BHEo M2 |
Fig 7. Command Interpreter
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»»»»» %ps_custon_block Registers-———
Destination HAC addr Regs : FFFFFFFF
Source WAC addr Regs : FFFFOOEQ
The value of 3rd pkt data : 4C143034
The value of 4th pkt data : 08004500

Source IP Regs : COABO102
Destination IP Regs : COASOTFF
src, Dest Port Regs : 04D204D2
Protocol Information Regs : E00905C
FIFO Status Regs : 00090000

Matched Info. #1 -> Buffer Address : 60,(PID : 0086, OFfset : 004
Matched Info. #2 -> Buffer Address : 69, (PID : 8986, OFfset : 698

The above 2 cases have been matched.

----- Ethecret: Frome Bugfers=-i Solroal (AL AR
2 B T
Destination 1P [T82.168.1,25
FF FF FF FF FF FF 00 EO 4C 14 30 34 08 00 45 00 | Source Port =)
00 4E 8D E9 00 00 80 11 28 64 CO A8 01 62 CO A8 | Dostination Port: (237
01 FF 04 D2 04 D2 00 30 98 05 77 77 77 2€ 61 64
Payload | (Vi adbars.com www, adbare. com

62 61 72 73 2F 63 GF GD 20 20 77 77 77 2€ 61 64
62 61 72 73 2 63 6F 6D_ 00 CC CC CC CC CC CC CC
CC CC CC CC CC CC CC CC CC CC CC CC

————— TDESC REGS : 6003ABOO-—-——

Protocal ¢ g =

Send Close.

T2l 9 TH=AIY TiElol| chat 43 2o}
Fig. 9 Pattern Matching Result for Fixed Patterns

s, block Registers
estination haG sddr. Regy

The value of 3rd pkt data : 4C143934
The value of 4th pkt data : 88004508
Source IP Regs : CORBO102

Src, Dest Port Regs : 0uD204DZ
Protocol Information Regs : E000005C
FIFO Status Regs : 00009990

L
£ e Y R | 8 = - e—
£ FF 00 EO 4C 14 20 34 08 00 45 0@ | SowcePot: @@

66 4E 9 GA 60 00 80 11 GD 43 CO A8 O1 62 CO A8 | Destination Port: [1237
01 FF ou D2 o4 D2 00 30 SE 84 73 74 3D 6B 77 61 5

Payload (Stkwd SERWD stedns ot
20 20 73 74 9D 4B 57 k20 20 73 74 30 64 6E 73 | o] SERED R SHONS
/20 20 75 74 5b 4 4E 53 90 CC CC GG CC GG CC GC
CC GG CC CC CC CC 0C GG CC CC CC 66

————— TOESC REGS : 6003AB8O-————

PID : 0760 "
# of received frames : 3 Feecely

T2 10 MrEEsiAl ool chst 53l Ao}
Fig. 10 Pattern Matching Result for Regular Expressions

He Edt Setp Weh cwu Aindow teb

1P, UDP

o7, [PID_: 0162, OFfset : 0oy

Matched Info. #1 -> Buffer Address :
The above 1 cases have been matched.

& 11 &H| Eefimlol| chst 78 A|ARIO| OfEl Zint
Fig. 11 Result in the Implemented System for Real Traffic

e Edt Vew Go Captre Anslyre Statistcs Telephony Tooks tep

Buoad EEXR2E a¢»o T2 EEQAQQD BB % B
Fiter: v Expression... Clear Apply

[ pestnaton [protocal [1nfo

il v

© Frame 1 (119 bytes on wire, 119 bytes captured)

® Ethernet II, Src: SamsungE_16:d1:aa (00:13:77:16:d1:aa), DST: HewlettP_0a:c7:es (00:1e:0b:0a:c7:es)
® Internet protocol, Src: 165.132.221.52 (165.132.221.52), Dst: 165.132.221.103 (165.132.221.103)

® User Datagram Protocol, Src Port: 1027 (1027), Dst Port: snmp (161)

® simple Network vanagement Protocol

0000 00 1e Ob 0a c7 ed 00 13 77

100" 30707
3030 OL 03 01°03.00 30 OF 08
0060 05 01 01 01°DS 00 30 O
0070 03 05 01 02 01 0

|O) Fie: C:\POCUNE ~1AOMINI~ 1.0CALS~1Tem. .| Packets: 2 Dsplayed: 2 Marked: 0 Dropped: 0 Profie: Defoult

T2l 12 &K E2tof| Cht Wiresharke| AL[Z 24t
Fig. 12 Sniffing Result in Wireshark for Real Traffic
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