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Abstract

In this paper we propose an anomaly detection scheme to detect new attack paths or new attack
methods without false positives by monitoring HTTP Outbound Traffic after efficient training. Our
proposed scheme detects web-based attacks by comparing tags or javascripts of HTTP Outbound
Traffic with normal behavioral models which apply HMM(Hidden Markov Model).  Through the
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verification analysis under the real-attacked environment, we show that our scheme has superior
detection capability of 0.0001% false positive and 9%6% detection rate.
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Table 1. Comparison of Misuse detection and Anomaly detection
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