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Generating Verification Conditions from BIRS Code using
Basic Paths for Java Bytecode Verification
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Abstract

BIRS is an intermediate representation for verifying Java program. Java program in the form of
bytecode could be translated into BIRS code. Verification conditions are generated from the BIRS
code to verify the program. We propose a method generating verification conditions for BIRS code.
Generating  verification conditions is composed of constructing control flow graph for BIRS code,
depth first searching for the control flow graph to generate basic paths, and calculating weakest

preconditions of the basic paths.
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© package main;

. public class Search{
//@ requires 0 <= | && u < a.length;
//@ ensures Wresult == (Wexists int j; I<=j && j<=u && alj]l==e);
. public boolean linearSearch(int[] a, int I, int u, int e){
//@ loop_invariant I<=i && (Wforall int j; I<=j && j<i ==> al[jll=e);
for(int i=l; i<=u; i=i+1){
if(ali]==e)
return true;
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return false;

-
N —
-

13:}

T2 1. linearSearch HiA=
Fig. 1. linearSearch Method
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Class main.Search: (java.lang.Object ) () ()
{computationalFunction linearSearch

( java.lang.Object local0O, arrint locall, int local2,
int local3, int local4 ) => bool

require ((0 <= local2) && (local3 < locall.length))

ensure (result == (Exist int j. (((local2 <= j) &&
(j <= local3)) && (locall[j] == local4))))
block 7 is

7: vretrun 0

end

block 5 is

5: looplnvariant ((local2 <= local5) &&

(ForAll int j. (((local2 <= j) &&

(j < local5)) ==> not((local1[j] == local4)))))
6: ifd(local5 <= local3) 2
end

block 4 is
4: assignVal local5 := (local5 + 1)
end

block 3 is
3: vretrun 1
end

block 2 is
2: ifd(locall[local5] <> local4) 4
end

block 0 is

0: assignVal local5 := local2

1: goto 5

end

block 5 ===> block 7, not local5 <= local3
block 5 ===> block 2, local5 <= local3

block 4 ===> block 5,

block 2 ===> block 4, locall[local5] <> local4
block 2 ===> block 3, not locall[local5] <> local4
block 0 ===> block 5,

returnblock 7 3

end

}

2 2 J21 19| BIRS 2=
Fig. 2. BIRS Code of Fig. 1
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PRE (0 <= local2) 8& (local3 < locall.length))
(@) local5 := local2

LOOPINV ((local2 <= locals) 8& (ForAll int j. ((local2 <= )) && (j < locals)) => not((locallj] = locald)

() ASSUME not((local5 <= locald)
refum_value = 0

LOOPINV ((local2 <= local) 8& (ForAll int J. ((local2 <= )) 8& (j < local5)) => not((local1fjl = local4)))

POST (result = (Exist int j. (((local2 <= ) && (j <= local3)) && (localfj] = local4))

ASSUME (local5 <= local3)
© ASSUME (localllocals] < locald)
local5 := (local5 + 1)

LOOPINV ((local2 <= local5) 8& (ForAll int j. (((local2 <= j) && (j < local5)) => not((local1[jl = local4)))))

LOOPINV ((local2 <= local5) 8& (ForAll int j. (((local2 <= j) 8& (j < local5)) => not((locali[il = local)))))

ASSUNVE (local5 <= locald)
(d) ASSUME not((localiflocals] <> locald))
retum_value = 1

LOOPINV ((local2 <= local5) 8& (ForAll int j. (((local2 <= j) 8& (j < local5)) => not((locali[il = local4)))))

POST (resuit = (Exist int j. ((local2 <= )) 8& (j <= locald) && (locallj] = local4))))
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Fig. 4. Basic Paths Generated from BIRS Code of Fig. 2
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Fig. 5. Verification Conditions Generated from Basic Paths of Fig. 4
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Table1. Weakest Precondition Function wp

inst Q wplinst, Q
assume Expr Q BExor => Q
assert Expr Q Bxpr 8& Q
requires Expr Q Exor => Q
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ATRIE 1. HOSE TJei=2FH TI=EE F&
Algorithm 1. Extracting basic paths from a contral flow graph

INPUT: G = BxE x B\mt X chlt

OUTPUT : Basic Paths

Method: paths = &
traverse(Binit, €)
return paths

USING:
function traverse(Node N, Path P)
{
for i=1 to N.length do
if N[i] is loop invariant then
P =P ; NI[il
paths := paths U {P}
P := NI[i]
else if N[i] is assert then
tmp =P
P =P ; NIil
paths = paths U {P}
P = tmp
else
P =P ; NI[i]
if N is not marked then
N.marked := true
edges = N.succ
for all e in edges do
if e is conditional edge then
P =P ; assume e.cond
Succ = e.head
traverse(Succ, P)
}
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