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Mutual Authentication Protocol based on the Random
Divided Session for the Security of Medical Information
in Home-Health
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Abstract

In this paper, we design a mutual authentication protocol which divided sessions from an
authenticated session are updated periodically. And in order to minimize the traffic overhead for

session authentication, we also introduce dynamic session management according to sampling rate
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of medical sensor type. And randomize the divided session time. This model has the effect of

blocking the integrity and confidentiality intrusion of rogue gateway. Moreover, efficiency is

provided through medical data to be transmitted have different sampling rate. In order to evaluate

this model, it was embodied and experimented in TinyOS 2.1 environment. The result, we got an

overall validity from three types of experiment.

* Home-Health, Medical
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Fig 1. Home-Health System Model
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Fig 5. Authentication Model with Random Divided
Session
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Table 1. Sampling Rate and Divided Session Time
depending on Medical Data
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uint8 t key( )= { 0x12,0x34,0x43,0xAA,0x19,0xC7,0xC8, 0x
21,0x43,0x66,0x6B,0x11,0xFF,0xBC, 0xDD,0x1E };
uint8 t TokenSet(25);

event void Boot.booted() {
istate = CONNECTING;
call RadioControl.start();
call OXY_UartControl.start()
call UartControl.start();
call Oxy9C Power.makeOutput();
call Oxy9C Power.set();
call ActivateTimer.startOneShot(INTERVAL);

// MMHIESR|Z 208}
» // Sp02 BEXVI&

}
event void ActivateTimer.fired() {
// AM2H(HZET |5
state = INIT;
RC4(key, sizeof (key), ChallTXT, sizeof (ChallTXT));
pdu = MakePDU(CON REQ, 1,2,SPO2,Challenger TXT)
memcpy(call AMSend.getPayload(&SendMsg),
pdu, sizeof(uHealthPDU));
call AMSend.send(AM BROADCAST ADDR,
&SendMisg, sizeof (UHealthPDU);
}
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// Hsel A2t
uHealthPDU = payload;
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switch(istate) {
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if(PT == CON RES){
RandomSession = uHealthPDU-)Session_time;
strcpy(Tokenset, uHealthPDU-)data);
call SendTimer.startPeriodic(1000); /* 1&*/
call OXY _SCSuartDBG.UARTSend(&SpO2 start,
RandomSession);
istate = CONNECTED:;
}

break;
case CONNECTED :
if (PT == TOKEN REQ){

istate = TAuth;

i = uHealthPDU-)data(0);
Token = Tokenset(5*k+i);
pdu=MakePDU(TOKEN_ RES, 1,9,SP02, Token)

k =uHealthPDU-)data(1);

memcpy(call AMSend.getPayload(&SendMsg),
&pdu, sizeof (UHealthPDU));
call AMSend.send(AM BROADCAST _ADDR,
&SendMsg, sizeof (uUHealthPDU);
istate = CONNECTED
}
break;
}
}
event void SendTimer fired() {
// M2t (T8
if (istate == CONNECTED) {
if(state == SENDING) { // AT S™2ARA|
RC4(key, sizeof(key), SPO2 Data, sizeof (SPO2_N));
pdu=MakeDataPDU(DATA REQ,1,9,seq++,SP02,Data)
memcpy(call AMSend.getPayload(&SendMsg),
pdu, sizeof(uHealthPDU));
call AMSend.send(AM BROADCAST ADDR,
&SendMsg, sizeof (uUHealthPDU);
state = INIT; // AAZSIE Hjo BT
}
}
}
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