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Abstract

This paper proposes an ETWAD(Encapsulation and Tunneling Wormhole Attack Detection) design based on
positional information and hop count on Ad-Hoc Network. The ETWAD technique is designed for generating
GAK(Group Authentication Key) to ascertain the node ID and group key within Ad-hoc Network and
authenticating a member of Ad-hoc Network by appending it to RREQ and RREP. In addition, A GeoWAD
algorithm detecting Encapsulation and Tunneling Wormhole Attack by using a hop count about the number of
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Hops within RREP message and a critical value about the distance between a source node S and a destination

node D is also presented in ETWAD technique. Therefore, as this paper is estimated as the average probability
of Wormhole Attack detection 91% and average FPR 4.4%, it improves the reliability and probability of

Wormhole Attack Detection.
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Fig. 1. Encapsulation Wormhole Attack
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Fig. 2 Tunneling Wormhole Attack

B =M e oleid fest 98 34, HYY 9 34
S 2X& = JE ETWAD 71¥S AAs A} gt}

N
o
Mo
OH
N

2.1 Packet Leashes
Packet Leashes®l= Geographical Leashes®} Temporal
Leashes7} $itH1,2,8).
Geographic Leashese 2t :==7} GPSZ A}:1e] s
T Qlojof dlar, BE REEL R FY]8E ] dFle A
3171 Aol zRale] Fxeh siFl ASARbE 2l T8 &
Z4i5h4 7S A3 e HE wrole] Azl Azt
Axksto] Hof AEARELE Avp AA| o] %] ofd ¢
2 Qg o] xolgta it
Temporal Leashest Geographical Leashes$} @2 GPSl|
o|EA] Y1, BE L‘:EO] e 29 %715}7]' o] o] 7]
dtka 7Pgsta gk = S AE37] 2ol
HZ19] o]z gQle A slo] AEgit. 2
LEE o)X Elglo] X
Aate] 7S W) o] 7PEE BE ==E {1
71817} o] FolAof tal, P& & Tl %
w2W HE gx]7} o] ¢RIh,

o ofy e

1 oY me n%
ok, mlﬁ‘ [‘10
T

20
=

s

i

)

=

o 1%

2.2 TESLA

HRIS7HoZ 9E 345 ¥
TESLA°Ith TESLAE #1719 152 3] tiA
ARgBlETl, 1718 Adslehs 7R AdsieA] ¥ 7
Hog AA T‘rr%q.

A 71 *F%W ore Qwel wie A4 A2
o Q%% O PRI E EREE
A A5 xmouﬂ u}i r+%ﬂ Ao} & o] 4

Ill. ETWAD A4

U F eRe
el

4o BE o) 29 A2E o8l B %Al%

2]

FAA olal 242 4+ gl WAAL ARk 42
& gl 9%l BayE

B =ReAE == DS} 2% IDE o83l o= Z vl
EQA Yo RE xESo| ¢HH3 a8 91372 GAK
(Group Authentication Key)& AAJsla, o] 25 91572
w7t o= Z UES A Ulo] A ==01AE ERIge 2

%g FEE YABIEE ARt} T3 kro] 9X] PR
=9t FAIwE Alole] ARE AlLtsle] et €E F
7%% ey 9% 34& gxstast ok
ETWAD 71"} 7Hg& vt 2.
A, oj= & VESAY] RE = 1 IDE y_%fm
=, 4= & H]E%ioﬂ 5 5589, 1§ IDE
outon] =25 5o Z2 SNI,(Sensor Node Llst)-—
= = YEA 12 wpAel A ey} Belsit
AA|, BE w252 U A got ECC ¢3s) du
=< 72 SJth

a7 32 ETWAD 7|He] 95 &4 2%

tlo

A

pa)

o



76 Journal of The Korea Society of Computer and Information November 2012

o} ETWAD 72 15 915718 A8k GAK 34, =
o] JAYHE Z713F RREQ HIAA AA, F3he=e] =
T AR Rl 9 RREQ HIAAY] == PAE F74A,
RREP "lAA] A4, 92 34 &A 9AZ S,

oo ]

= | ‘ RREQO| GAK, PK =7} ‘
¥
‘ Group ID(GID) Bf = | N, ‘ LC XHE =7} ‘
! =/ T
‘ H(SID||GID|PK) 28 | RREQ A \
3 :

GAK(32bit) 4844 RREQ Broadcasting

| RREP D A|X] 444 |
AK, PK Zor—No
v

es
Em7| £ GAK

reeqanx 22 ||

‘ =)

1 on

ag‘

\ =
O A|X|
45

RREP Unicasting

—H 42 23

| w=wa | | 2= |

0% 3. ETWADS| ¥E EiX| 55
Fig. 3 The Wormhole detection procedure of ETWAD
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Fig. 7 The simulation result of ETWAD
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