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Abstract

In the development process of application systems, the most important works are analysis and

design. Most of the application systems are implemented on database system. So, database design

is important. Also, IT System are confronted with more and more attacks by an increase

interconnections between IT systems.

important process.

Therefore security-related processes belong to a very

Security is a complex non-functional requirement that can interaction of many parts in the

system. But Security is considered in the final stages of development. Therefore, Their increases

the potential for the final product to contain vulnerabilities. Accordingly, Early in development

related to security analysis and design process is very important.

J2EE gives a solution based on RBAC((Role Based Access Control) for security and

object-relational database also has RBAC for security. But there is not a object-oriented analysis

and design methodology using RBAC of J2EE and object-relational database for security.

In this paper, the unified object-oriented analysis and design methodology is developed for

security—critical web application systems based on J2EE and object-relational database. We used
UMLsec and RBAC of object-relational database and J2EE for this methodology.

» Keywords : Object-Oriented Analysis Design, Object-Relational Database, RBAC, J2EE,
Security
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Table 7. Step 1: Role Definition
— Tomcat-user.xml
<?xml version="1.0" encoding='utf-8'?>
<tomcat-users>
<role rolename="professor"/>
<role rolename="manager"/>
<user username="professor"
password="1234"
roles="professor manager"/>

</tomcat-users>
- web.xml
<security-role>
<role-name>professor</role-name>
</security-role>
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Table 8. Step 2: Constraints Defined of Methods
- web.xml
<security-constraint>
<web-resource—collection>
<l— AL3H= 012 —>
<web-resource—name>test web resource
</web-resource-name>
<|I— Mg 4 AR —>
<url-pattern>/*</url-pattern>
<l— HMek2 A HTTP HAE —>
<http-method>GET</http-method>
<http—method>POST</http-method>
</web-resource—collection>
<I-- HolEl XIS &S F e g —>
<auth—constraint>
<role-name>professor</role-name>
</auth-constraint>
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Table 9. Step 3: Implementation and Definition of
Certification

- web.xml
<login—config>
<auth-method>FORM</auth-method>
<form-login—config>
<form-login—page>/login.jsp</form-login-page>
<form-error—-page>/loginerror. html</form—error-page>

</form-login—-config>

</login—config>
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Table 11. ‘Puzzle Info Table Schema

pid NUMBER,

totalcellnum NUMBER,

colcellnum NUMBER,

quizn NUBBER,

quiznum REF puzzle_quiz,

gnum REF puzzle_node,

)

/+ Hlol& M4 «/

CREATE TABLE info OF puzzle_info
(PRIMARY KEY (pid))

CREATE OR REPLACE TYPE puzzle_info AS OBJECT (

E 10. ZiM-2AY clolEHo]A AFDf=e| pigh 2
Table 10. Conversion Method of Object-Relational Database Schema

UML SQL:2008 Oracle11g
Class Structured Type Object Type
Class extension Typed table Table of Object Type
Attribute Attribute Attribute
Multivalued ARRAY VARRY
Composed ROW / Structured Type in Object Type in column
Calculated column Trigger/Method
Trigger/Method
Association
One-To-One REF/REF REF/REF
One-To—Many REF/ARRAY REF/Nested Table
Many-To—-Many ARRAY/ARRAY Nested Table/Nested Table
Aggregation ARRAY Nested Table
Generalisation Types/Typed Tables Oracle cannot directly

represent

The generalization concept
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E 12, ‘w0l chst M2 Hst A7(o}

Table 12. Access policies Schema of ‘Professor
CREATE ROLE pro_entry;
GRANT pro_entry TO user_id;
GRANT ALL ON
puzzle_info TO pro_entry;
GRANT ALL ON
puzzle_node TO pro_entry;
GRANT ALL ON
puzzle_quiz TO pro_entry;
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Table 13. Access policies Schema of ‘Student
CREATE ROLE st_entry;
GRANT st_entry TO user_id;
GRANT SELECT ON
puzzle_info TO st_entry;
GRANT SELECT ON
puzzle_node TO st_entry;
GRANT SELECT ON
puzzle_quiz TO st_entry;
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