Journal of The Korea Society of Computer and Information www.ksci.re.kr
Vol. 17, No. 12, December 2012 http://dx.doi.org/10.9708/jksci/2012.17.12.179

mjo

Rough Set Theory2 Support Vector Machine &112|&
o|2¢t RSIDS MA|

ol wt, Fenr

A Design of RSIDS using Rough Set Theory and Support
Vector Machine Algorithm

Byung-Kwan Lee*, Eun-Hee Jeong **

O of
o =

3 =24 E RST(Rough Set Theory)¥ SVM(Support Vector Machine) ¥1ElES o]843 RSIDS
(RST and SVM based Intrusion Detection System)E A8t} RSIDSE PrePro(Preprocessing) &
&, RRG(RST based Rule Generation) =&, Z18]32 SAD(SVM based Attack Detection) Z&=Z 7/44€
t}. PrePro 252 $3% JHE RSIDSS] tlole] djel| gt MA%} RRG RES 34 ARE B4l &
A AAE Ak, 2 S olgdte] dEslE dolEdx FAYEE FEeta, 1Ea FEY FAYRE
SAD EEd Aggtt, SAD BES 558 34 JEE o|8de] F42 BA s A AelA SRt} 1 A,
71&el SVMF} Hlwel & o, RSIDSE ¥ 34 BA& 77.71%°04 85.28%% F=Ien, Bt FPRE
13.25%0°0141 9.87%= 7raaith, wWbA] RSIDSE 7189 SVME o83t 324 97 7Hrot =it &
4 St

» Keywords : Z{=ZA 0|, X|X[HE{HA], HARKAAH, SHTE

Abstract

This paper proposes a design of RSIDS(RST and SVM based Intrusion Detection System) using
RST(Rough Set Theory) and SVM(Support Vector Machine) algorithm. The RSIDS consists of
PrePro(PreProcessing) module, RRG(RST based Rule Generation) module, and SAD(SVM based
Attack Detection) module. The PrePro module changes the collected information to the data format
of RSIDS. The RRG module analyzes attack data, generates the rules of attacks, extracts attack
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information from the massive data by using these rules, and transfers the extracted attack
information to the SAD module. The SAD module detects the attacks by using it, which the SAD
module notifies to a manager. Therefore, compared to the existing SVM, the RSIDS improved
average ADR(Attack Detection Ratio) from 77.71% to 85.28%, and reduced average FPR(False
Positive ratio) from 13.25% to 9.87%. Thus, the RSIDS is estimated to have been improved,

compared to the existing SVM.
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1. RST

RST(Rough Set Theory)+ 1980t Ze Pawlakel
ofa A7f HAewH, oW JyelA] s ERE= sk
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Fig. 1. RSIDS Architecture

3.1 PrePro 2& A
PrePro(Preprocessing) T&< £33 ZE IZES
RSIDS9] RRG EEF} SAD BEc| 23 to|g
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RRG Z&9 A%t vlole] Juiz WA= As A5
ot} HlAE Exle Az Wil )7|ed £1S A3kl
TCP—1, http—1, uucp—2, SF—10, SO0—6, normal—
0, neptune—2(DOSTH) 22 WAt

0,tep,http,SF,181,5450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0,0,0,0,
1,0,09,9,1,0,0.11,0,0,0,0,0,normal.

0,tcp,uucp,$0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,146,20,1,1,0,0,
0.14,0.06,0,255,20,0.08,0.06,0,0,1,1,0,0,neptune.

0,1,1,10,181,5450,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,8,8,0,0,0,0,
1,00991,00.11000,0,0,0
0,1,2,6,0,0,0,0,0,0,0,0,0,0,0,00,00,0,0,0,146,20,1,1,0,0,
0.14.0.06.0.255.20.0.08.0.06,0.0.1.1.0.0.2
T2 2. PrePro 2& Z3}
Fig. 2. The result of ProPro Module
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TCP
UDP
ICMP
HTTP
UUCP
OTH
REJ
RSTO
RSTOSO
RSTR
Eeia SO

S1

S2

S3

SF

SH
Normal
Probe
34 DoS
U2R
R2L
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(2 @A) RRG EES PrePro RERFE HAg e 3
B2 DT(Decision Table)S &AL dE Soi,
U={1,2,3,4,5,6}, A={a,b,c,e}°]&}¥, DTE & 29} o]
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E 2. RRG 2&2| DT(Decision Table)
Table 2. DT of RRG Module

A d
U a 2 c © (decision)

1 1 1 0 1 1
2 1 1 1 0 1
3 1 0 0 0 0
4 1 1 1 1 1
5 0 1 0 0 0
6 0 0 1 1 0
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Fig. 3. The process of attribute elimination

Read rule

‘ First rule : (b, 1)&(c, 0)&(e, 1) — (d.1) |

‘ {b.c.el*={{1}, {2}, {3}, {4, {5}, {6}} <={d}* : true ‘

(c, M&e, 1) — (d,1)

J4=e 7

(c,1)8(e,0) - (d,1)

(b.D&e1) - (d,1)

(c,0)8(e,0) — (d,0)
(b,0) - (d.0)

(e, 1)~ (d1)

| {e}*={14,6}, {2.3,5)} <={d}*: false ‘

(c.1)—(d1)

| =1.35), 246) <=(d) false |

I

eSS

T2 4. T A T
Fig. 4. The process of rule generation
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B =Ro] Adsge 2944 Windows XP, Intel
Core Duo CPU 2.20GHz, RAM 2.0GBe] 1z, 7}l AR
gk dloEl= 1999 DARPA Intrusion Detection 23Z&kel
37} HlolElg AMHE3ITE. DARPA 1999% DARPACIA
TAstn 9= ekl 348 5 AFs YEYA g7
dle]El2, Probe, R2L, U2R, DoSZ T&& 4 = vk
g A9 gt 2 A5 E EF3tAL 3l

2 =EoAE RRG B89 DTY decisionl 5719 &
291 Normal, Probe, R2L, U2R, DoSZ &#/3l ¥4
TS A, 34 JHE FABEE s19en, SAD &
€l ©] FHHEE Normal, Probe, R2L, U2R, DoS
Tl FH RS AHEE ST

S
TR B

& s 39 B

A(13)& ALtailaL
(1= ﬁ]/&E}MD}.

£ (Attack Detection Rate)<
. FPR(False Positive Rate)& 2

g9 4 dlolH
DR 24 golg] %100 21(13)
_ Fualse Postive® FreH H|o|E] )
FPR= Hold X100 2](14)
F 3& RSIDS? 48 AE 7]&e] SVMH Blwsl]

w3 Aoty RSIDSE RRG REL 340 W3t 73S
Agstar, a2 el wet 34 24 sizlE SAD Bl A
g@ott, ¥4 94 gAY SAD EEe
polynomial A'd &5 o83 ¥7 ZAAHS A5 &
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X 3. SVM2} RSIDSS| ADR &7}
Table 3. The ADR evaluation of SVM and RSIDS

7|

Attack TyBo 219 SVM RSIDS
Normal 98.46 98.78
Probe 97.42 97.86

DoS 95.27 96.13

U2R 54.22 68.39

R2L 43.19 65.25

o 77.71 85.28

4 £ =FolA Akd RSIDSY

FPR ﬂéﬂé Avek Zlelot, RSIDS«] SAD E%i’— RRG
g0 o3 &4 ¥4 i FRE FHO

71%&9 SVMET} FPRe] 743 dé & = 9k

E 4. SVMRt RSIDS2| FPR &7t
Table 4. The FPR evaluation of SVM and RSIDS

SVM RSIDS

Normal 2.43 2.02
Probe 3.37 3.04
DoS 5.6 4.52
U2R 26.28 17.81
RaL 28.56 21.95
g 13.25 9.87
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