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Square-and-Divide Modular Exponentiation
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Abstract

The performance and practicality of cryptosystem for encryption, decryption, and primality test
are primarily determined by the implementation efficiency of the modular exponentiation of
a’(modm). To compute a”(modm), the standard binary squaring (square-and-multiply) still
seems to be the best choice. However, in large b bits, the preprocessed n—ary,(n =>2) method
could be more efficient than binary squaring method. This paper proposes a square-and-divide and
unpreprocessed n—ary square-and-divide modular exponentiation method. Results confirmed that
the square-and-divide method is the most efficient of trial number in a case where the value of b
is adjacent to 2" +2°7" or to 2", It was also proved that for b out of the beforementioned range,
the unpreprocessed n—ary square-and-divide method yields higher efficiency of trial number than

the general preprocessed n— ary method.
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Preprocessing (A1 *12])
al =a
if n >3 then /* 1—ary2 2—ary= 384 %S */
foo i=2to(2"—1) do
a, = (aF1 X a) mod m
end
end

Modular-Exponentiation (a, b, m)
c=a; [*b, Bl HLSt= a, 3L 21, b, =101 a */
for i=k—1dwnto0 do
for j=1ltodd
¢ = (exc)modm

end
c¢= (cxa)modm /* b 20l SHEGH= a; 3t */
end
return ¢
a2 1, ekl p— ary (n ) X|4-04Ak

Fig. 1. General n—ary ( 1) Modular Exponentiation
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Fig. 3. Modular Division Method
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Fig. 4. Square and Divide Method
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