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Abstract

DDoS attacks have became as a social threat since 2009 7.7 DDoS turmoil. Even though defence
techniques have been developing to provide against those threats, they become much more
sophisticate. In recent years, the attack form of DDoS is changing from high amount of traffic
attack of network layers to highly sophisticate small amount of application layers. To make
matters worse, attack agent for the attack has became very intelligent so that it is difficult to be
blocked since it can't be distinguished from normal PCs. In the user authentication system(such as
CAPTCHA) User intervention is required to distinguish normal PCs and intelligent attack agents
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and in particular, in a NAT environment, IP-based blocking method can be cut off the normal

users traffic at the same time. This research examined defense techniques which are able to
distinguish between agent and normal PC and effectively block ways the HTTP DDoS offense

applying one-time session key based authentication method using Cookie which is used in HTTP

protocol to protect web sever from sophisticate application layer of DDoS.

» Keywords : DDoS Attack, Cookie, Defense, Authentication
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= AgAl DDoS AHS WejZrim @ 4 9ok £7o] o] Foix| 3, olo] tig] g AwoA AlAS T3t
Wl A AA 7] 912 RES Aesie wo ]  Success® SO Utk E3F TA AHoR A&
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[ S06C 10.GB06460 102, 168. 0. 120 TOZ.168. 0. 150 ATTE AT GET /gnuboardd/ndex. php ATTE L. T
8967 10.6807710192.168.0.150 192.168.0.129 TCP 54 http > 50146 [ACK] Seq=1 Ack=688 Win=16000 Len=0
8968 10.6834190192.168.0.150 192.168.0.129 HTTP 1185 HTTP/1.1 200 OK (text/html)
8984 10.6984350192.168.0.129 192.168.0.150 HTTP 699 GET /gnuboard4/cookie_lib.js HTTR/1.1
8997 10.7216960192.168.0.150 192.168.0.129 HTTP 734 HTTP/1.1 200 0K (application/javascript)
9001 10.7306020192.168.0.129 192.168.0.150 HTTP 402 GET /Favicon.ico HTTP/1.1
9002 10.7310800192.168.0.150 192.168.0.129 HTTP 557 HTTP/1.1 404 Not Found (text/html)
9260 10.9328430192.168.0.129 192.168.0.150 TCP 54 50146 > http [ACK] 5eq=1681 Ack=2315 Win=65024 Len=0
11920 13.8618680192.168.0.129 192.168.0.150 HTTP 716 GET /gnuboard4/index.php HTTP/1.1
11935 13.8658110192.168.0.150 192.168.0.129 HTTP 1184 HTTP/1.1 200 OK (text/htm1)
</script>in
\n
</head>\n
<body="n
\n

<div align="center’ style="font-size:40pt"=\n

success!!\n

<!--iframe width=1024 height=400 src="http://www.naver.com"></iframe!-->\n
</div=in

\n

</body>\n

</html1>\n

J% 8. A AR 4l Tzl
Fig. 8. Communication Packets of Normal Users

8528440 192

150 TCP 54 50435 > http [ACK] Segq=412 Acl

033 w ra=ﬁa§12 Len=0
0

. 8507630192, .0 192.168.0.
11905 12. 8515660 192.168.0.129 192.168.0.150 HTTP 465 GET /gnuboard4/index.php HTTP/1.1
11907 13.8527990192.168.0.150 192.168.0.129 HTTP 1085 HTTP/1.1 200 OK (text/html)
11906 13.8516970192.168.0.150 192.168.0.129 TCP 54 http > 50435 [ACK] Seq=1 Ack=412 win=15744 Len=0
11908 13. 8528250 192.168.0.150 192.168.0.129 TCP 54 http > 50435 [FIN, ACK] Seq=1032 Ack=412 Win=15744 Len=0
11902 13.8511840192.168.0.150 192.168.0.129 TCP 66 http > 50433 [s5YN, Ack] seq=0 Ack=l win=14600 Len=0 M55=1460 SACK_PERM=1 wS=128

Frame 11905: 465 bytes on wire (3720 bits), 465 bytes captured (3720 bits) on interface 1
Ethernet II, src: vmware_c0:00:07 (00:50:56:c0:00:07), Dst: vmware_41:6a:40 (00:0c:29:41:6a:40)
Internet Protocol Version 4, src: 192.168.0.129 (192.168.0.129), Dst: 192.168.0.150 (192.168.0.150)
Transmission Control Protocol, Src Port: 50435 (50435), Dst Port: http (80), Seq: 1, Ack: 1, Len: 411
= Hypertext Transfer Protocol
+ GET /gnuboardd/index.php HTTP/1.1\r\n

HOST: 192.168.0.150r\n

User-agent: Mozilla/5.0 (windows NT 6.1; WOW64; rv:8.0) Gecko/20100101 Firefox/8.0\r\n

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8\r\n

Accept-Languag ko-kr,ko; g=0. 8, en-us; g=0.5,en; g=0. 3 r\n

Accept-Encodin gzip, deflate\r\n

Accept-Charset: EUC-KR,utf-8;q=0.7,%;g=0.7\r\n

Connection: keep-aliveirin

Cache-Control: no-store, must-revalidate\rin

\rin

renll raaussr LRT: brrn

EEEE

/192 168 0 150 /anuhasrda Jindey _nhnl

381 9. 2 ololHe £41 T4l

= S

Fig. 9. Communication Packets of Attack Agents

1323 8.42111700192.168.0.129 192.168.0.150 Tce 54 62864 > http [Ack] seq=1 Ack=1 wWin-65536 Len-0

1324 8.42164700 192.168.0.129 192.168.0.150 HTTP 616 GET /gnuboarda/index.php HTTP/1.1

1325 8.42181600 192.168.0.150 192.168.0.129 TcP 54 http > 62864 [ACK] Seq=1 Ack=563 win=15744 Len=0

1326 8.42513100192.168.0.150 192.168.0.129 HTTP 484 HTTP/1.1 200 OK (text/html)

1327 8.44585500192.168.0.129 192.168.0.150 HTTP 402 GET /Favicon.ico HTTP/1.1

1328 8.44696700192.168.0.150 192.168.0.129 HTTP 557 HTTP/1.1 404 Not Found (text/html)

1361 B.65074700192.168.0.129 192.168.0.150 TP 54 62864 > http [ACK] Seq=911 Ack=934 win=64512 Len=0

2067 13.4531190192.168.0.150 192.168.0.129 Tce 54 http > 62864 [FIN, ACK] Seq=934 Ack-911 win-16896 Len-0
2068 13.4531590192.168.0.129 192.168.0.150 Tcp 54 62864 > http [Ack] sSeq=011 Ack=935 win-64512 Len=0

2818 18.4470630 192.168.0.129 192.168.0.150 Tcp 54 62864 > http [FIN, ACK] Seq=911 Ack—=935 Win-64512 Len—0
2819 18.4472640 192.168.0.150 192.168.0.129 TP 54 http > 62864 [ACK] Seq=935 Ack=912 Win=16896 Len=0

Window s1ze value: 256
[calculared window size: 65536]
[window size scaling factor: 256]
= Checksum: 0x57af [validation disabled]
= [SEQ/ACK analysis]
- Hypertext Transfer Protocol
+ GET /gnuboarda/index.php HTTE/1.1\r\n
Host: 192.168.0.150\r\n
Connection: keep-alive\rin
cache-control: max-age=0\ri\n
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8\r\n
user-Agent: Mozilla/5.0 (windows NT 6.1; wow64) Applewebkit/537.31 (kHTML, like Gecko) chrome/26.0.1410.43 safari/537.31\r\n
Accept-Encoding: gzip,deflate,sdch\rin
Accept-Language: Ko-KR,ko;g=0.8,en-Us;G=0.6,en; G=0.4\r\n
Accept-charset: windows-949,utf-8;g=0.7,%;g=0.3\r\n
Cookie: client_hash=30b8846537cbd?cbbicéd5eof63b856F; server_time=13652230606161; PHPSESSID=pposacoi2kc2ndirkisjva4mbe\rin

e
[Full request URI: http:

/192.168.0.150/gnuboardd /index. phpl

T2l 10. HI&A ®E SA Tzl
Fig. 10. Communication Packets of Abnormal Access
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Table 3. Comparing HTTP DDoS Responses Method
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