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Abstract

ECU(Electric Control Unit) on the important features of the vehicle is equipped, ECU between
sending and receiving messages is connected to one of the internal network(CAN BUS), but this
network easily accessible from the outside and not intended to be able to receive attacks from an

attacker, In this regard, the development of tools that can be used in order to verify the possibility
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of attacks on attacks from outside, However, the time costs incurred for developing tools and time

to analyze from actual car for CAN messages to be used in the attack to find. In this paper, we

want to solve it, propose a method to generate test cases required for the attack is publicly

available tool called Sulley and it explains how to find the CAN messages to be used in the attack.

Sulley add the CAN messages data generated library files in provided library file and than Sulley

execute that make define and execute file conform to the CAN communication preferences and

create message rules. Experiments performed by the proposed methodology is applied to the actual

car and result, test cases generated by the CAN messages fuzzing through Sulley send in the car

and as a result without a separate tool developed was operating the car.
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Destination Manual At Tested on
ICU Packet Result Override  Speed  Runway
IPC 00 00 ... 00 00  Falsify Speedometer Reading Na Yes v
Radio 04 00 ... 00 00 Increase Radio Volume No Yes
Radio £3 01 ... 29 00 Change Radio Display No Yes
IPC 00 02 ... 00 00  Change DIC Display No Yes
27 01 ... 65 Q0
BCM 04 03 Unlock Cart Yes Yes
BCM 04 01 Lock Cart Yes Yes
BCM 04 0B Remote Start Cart No No
BCM 04 OE Car Alarm Honk? No No
Radio 3% 22 ... 00 00 Ticking Sound No Yes
ECM AE OE ... 00 7E Kill Engine No Yes
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Fig 1. Experimental results using CarShark tool
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Table 1. Test case generation library of Sulley
class string (base primitive) :

# add some long strings.
self.add _long strings
self.add _long strings
self.add long strings
self.add_long_strings
self.add_long_strings
self.add_long_strings
self.add_long_strings
self.add_long strings

"A")
"1")
)
)
/")
)

/r7/r>

" _




26 Journal of The Korea Society of Computer and Information September 2013

ol
ol
i3

ot 2
PR
lo
(e}
|z
v
G
o H i
)
=
a
o
>
X
o,

o

oz
_O‘L
X
)
=

F 2. HIAE Fo|A 44 offx|
Table 2. Example of test case generation
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Table 3. Test case generation library of CAN Data

# CAN Data fuzzing library
for item in range(256):
self.fuzz library.append(str(item) + ":")

o|gA £33 v} Sulley A3A71H CAN vlAIR]<]
dlolE] dofl it 77} vlo]E gho] 0FE 255717 vl =
2 CAN HolHE gulo]lE AR o} ALt 7pgshd
CAN ID s} 7 & 99 HolHZ AH2 + Sle H2E
Aol 2 2°64(18,446,744,073,709,551,616) 7 <]ch.
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CAN #|A]7] 7H2le] wet vlo]d dR-E 3 vhyo] H|
2E Ao|2F A 915t CAN AR #r2 A elshe
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gt} o] XE dAZ Ftkn 78I CAN HAIR] e
diste] dlole] 99 277t v =5 A oJsisint. v
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v

syn(1):PID(1):Leng(1):CAN ID(4):
CAN Data(8):checksum(1) :End byte(1)

A WA static T4 syn(1):PID(1):Leng(1):CAN
ID4): & sk, 7 A4 static =+ CAN Hlo|H ]
S 5 HlolEE 2ttt Al WA string 5+ CAN ©lo]
Eo] 6HA| Hlo|ER string TS A3l string FE 2~
9] glo|HejE)E TETIT}. oAl Ao H| 2E Alo|x A
/3 golEefg]o] we} 0FE 255714 wha AAdet. 4HA)
static &= H CAN Hl°olg] 24l0|E9} chacksum(1),
End byte(1)E 233159t

T WA pl A= CAN Holele] 2¥A| HlolE 17+
255714 gke] vk wjwith CAN Hlo|E <] 6¥A] ule]E7} 0
HE 255714 S CAN HloJEle] 24 Hlo]E $]Xo]

s _string(temp) &5 F7MA1Z1t)

E 4. CAN HAIX| Fejmpe!

Table 4. File of CAN message define
s initialize("p0")
s static("240:132:12:243:0:0:0:")
s static("0:0:127:0:255:")
s_string("0:")
s_static("128:0:0:224")
s static("\r\n")
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for i in range(255):
temp = "p1.” + str(i)
s_initialize(temp)
ent = i+1
temp = str(cnt) +
s static("240:132: 12 243:0:0:0:")
s _static("0:")

s static(temp)

s static("127:0:255:")

s string("0:")

s _static("128:0:0:224")

s static("\r\n")

"o

Sulley2 A&A7) =t AMEEE ‘can test.py FLolA
CAN B4l 84 st Agskes 785 F7M7)x, 98
tolElE Y= e Al CAN HAA|e] B4o= vl Eﬂ"]‘ﬂ
Nl whet fords ©]83 connect®e UHITH F
CAN ID sht}t 2 HoJel= 8HIO|E ojug Ao T7HA] Bt
F  9em  ‘can test.py'old  import®  AREE
‘can_message.py FBlA 2719] vlolH o A
ou R ofF 3 59 o] AFoF 4 v}, 1 ZAF} Hlo[E9
2ulo] E(2,6W) 5 ui® CAN ID & 7ol tigt 3 g2AE
Aol 2= 2716(65,536) 71l Tt

E 5. HAE F{o]A MM offx|
Table 5. Example of test case generation

sess.connect(s_get("p0"))

for i in range(255):
temp = "p1." + str(i)
sess.connect(s_get("p0”), s_get(temp))

sess.fuzz()

ex)

0:0:0:0:0:0:0:0
0:0:0:0:0:1:0:0
0:0:0:0:0:2:0:0
0:1:0:0:0:0:0:0
0:1:0:0:0:1:0:0
0:1:0:0:0:2:0:0

the 1% 32 ‘can test.py< AYAI7|A
H2E Ao|2vt AEE Egolt,

Z 65536719

Python Shell
Fle Edt Debug Options Windows Help

EBX

Python 2.4.3 (#69,

Type "copyright”, "eredits" or "license ()" for more informacion.

Personal firewall software may warn sbout the connection IDLE
makes to ite subprocess ugsing this computer's internal loopback
interface. This connection is not visible on any external

interface and no data is sent to or received from the Internet.

IDLE 1.1.3
>
[10:56.45] current fuzz path: -> po

[10:58.45] fuzzed O of 65536 total cases
[10:58.48] fuzzing 1 of 256

[10:58.48] xmitting: [1.1]

240:132:12:243:0:0:0 0503 127:0:255:0:126:0:)0:2240

==== No Subprocess ====

[10:58.49] netmon captured 0 bytes for test case #1
[10:58.48] fuzzing 2 of 256

[10:58.49] zmitting: [1.2]
240:132:12:2493:0:0:0:0:0:127:0:255:1:128:0:0:2240

[10:56.50] netmon captured O bytes for test case #2
[10:58.50] fuzeing 3 Of 256

[10:58.50] xwitting: [1.3]
240:132:12:243:0:0:0:0:0:127:0:255:2:128:0:0:2240

Mar 29 2006, 17:35:34) [MSC v.1310 32 bit (Intel)] on win32 EJ

L 21 |Cal ZEI

J%| 3. HAE FojA MM 2%
Fig 3. State of test case generation
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re o

J
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1. HHAE
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1.1 CAN HAIX] =& (Sniffing)

CAN HXRAE &=33l7] Hate] 2714 W S8 it

A HA 28 49} 2ol AA| AFEAtlA OBDII AYEIZ
2ol A1Ast L A dE o] CAN High9t Low 21218 ZolA
PCAN-USB7l ¢l & =S 3t 1 vt =ER

a= T
PCAN-USB= 74% 3AflA Algshe ZRads 43

gk, 71AR) S 2 Adeel A AFg] o8 BAEE
Faslo] 3 59} o] CAN ZREZAM AMH = CAN
AR ES =g

8 4. A oid 22
Fig 4. Vehicle connections
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¥ 6. CAN tAIX] LhE & £=2
Table 6. One part of CAN message

CAN ID 1 byte 2 byte 3 byte 4 byte 5 byte 6 byte 7 byte 8 byte
0x2 0 0 0 0 0 0 fuzzing fuzzing

0x130 fuzzing 127 0 255 fuzzing 128 fuzzing fuzzing

0x131 fuzzing 128 0 0 fuzzing 127 fuzzing fuzzing

0x140 0 0 0 0 fuzzing fuzzing fuzzing fuzzing

0x2B0 fuzzing 0 0 fuzzing fuzzing

0x350 5 32 fuzzing 81 96 0 0 fuzzing

T WA 2l A X ECUR Belate] A AlF Al
52 ECU°| 483k] ECUZF 5238 4= == 3tk 1o

< o] ECURYRH &5 & CAN HARAES $43t 7]
Z AT E AEA A - CAN HAA o tigt T2-&
A 83t 3 CAN WIAIXE FE3517] 95k CAN

A

HAAE EASAGAR olR Reldle] 4
43} FHCAN S vz 25 8 5
sk,

1.2 CAN HAIX| 2M(Analysis)
3% CAN uﬂ*lﬂ%-% gt &
Agak BddMe 3 AR AES B3l F
ID7} ECU 7kl *P‘lﬂ—”— A& GRlsts e

ME % 14709 CAN IDE Zohiitt,

T A Ago)a Zoldl CAN IDE A7 ECUAIM &3
& CAN HAKER YH oz AMEE CAN HARE]
opirt. whEbA A WA Agelx] okl CAN 1D 314 %
oM 14782 A3 17709 CAN ID7F 4 vAA| 2 ALS-
d Aoz g 4= gl

At 4

Sk
F 9o ARl #2

LTI PR IPARCECE
3170l CAN
= WA Aol

A AR Ae A} Agold oy F2E& FI S
CAN 1D 1470& Al€lgk Y] CAN IDeIA & 62
CAN tA=]19] dlolg] 9] dFo] vl AL I

.‘

N

¥ o B

R

dgL'rn\‘

o # 62 B m=For ddd AEa 2o e
CAD ID 9382 yehd Aolt}.

1.3 CAN EI1IAI7<| HA(Fuzzing)

CAN WA E E43le] e A¥s 7Ka A ¥xle
CAN AA]9] ﬂlo}@ & EM3ln I3 el 12S
7RE CAN WA A9ek Ymx] CAN WA= (6~T771)
o Aetet duel S A-gol] A v S

8% CAN WAAIE Zopd & sick. A% S

A 228 Fg5le] CAN HIAAES /-;1%} o 1;}_0]75]_ CAN

AR E8AZIE A7 ECUE 53 38 CAN vlAAE
< ZoliARE 48 CAN miAAe] 2t tofe] gh& &
£ $lth. AEAellq ECUZF CAN WIAIRE vt 20ms 2}
L e A7FE A1Eel] wBd o B2 53 A4 =
2 CAN ID & ALg3itha slejake glolE] YRE-L uplg

e g Salsle] CAN HAAE Zopin,

@ aser Conking - [ankingaret = e |
File WView Messages Options Window Help
0O = =] [}
Mew... Open... Save Stop
B can controller [Sl[®]s=] | {3 output Window [= (&= | & select Formatters S =] =]
Chn Identifier Flg DLC DO...1...2...3...4...5...6..D7 Ti
Bus Statistcs | fus Parameters | H/W Fiters enELERn I - Avalable Formatters:
Bus Statistics ° aea g oo o0 nonononn 0.8 Standard Text Format =
o o 1087 8 0 64 96255 33185 S5 0O 1082 Interpret King's Pages
o 304 8 241 127 0 255 55 128 13 27 10.8 Simple Alarm = Use
Total Per Second £ Overrun o 205 8 247 127 0 0 12 128 13 138 10.8 Pass Filter
RxMessages: 21791 2114 o 220 8 0 0 0 0 & 50 45 80 10.8 g::ruepclf:‘;\elr:ilher
Tx Messages: 0 o ] 1088 8255 0 O 0255155 3 O 10.8 DLL Formatter -
Error Frames: 0 0 o €88 5222255 0 7217 10.8
Error Counters:  Tx=0, Rx=0 o 750 B 5 34 &8 10 34 3z 0 122 10.¢ Active Formatters in Order of Execution:
Bus Parameters o 160 8 90118 6 10 0 35 2z 0 10.8 ¥/ Standard Text Format
Channel:  Kvaser USBcan II, 11 a 161 814l 128 0 0 33 0 0 0O 10.8
Settings: 500000 bitfs (sel) o 393 8254 S1 0 20 0 & 0 0 10.8
Bittiming: Q=8, S1=6, S2=2, SP=75.0%, SIW=2 o 508 g 18 34 34 48 0 140 107 0O 108
o &7z & 0 0117 28 137 11 &4 4 1082 & 3+ 7 *®
(SGoonBus | @ OnBus ] 708 8 220 0 0o 0o o o O O 10.8 ™ Down Remove
o 203 & 64 168 128 20 18 32 0 20 108
8 Erox Pasive o 1343 8224 0 0142 0 0O 0 0 108
K GoOffBus | (3 off Bus o S 224 2 : Formats CAN messanes as text.

12l 5. PCAN-USB =7 AKEE &5t CAN ID ¢
Fig 5. CAN ID collect using PCAN-USB tool
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