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Abstract

In this paper, we analyze the security vulnerability through the several attack scenarios for the
MCR-MAP(Multi-Context RFID Mutual Authentication Protocol) proposed by Ahn et al. And we
propose the secure mutual authentication protocol that improved a prior MCR-MAP. The suggested
protocol uses the ID of the legal tag and the timestamp generated by the server, when the tag tries
to authenticate. And when the tag creates the credential, we create the new secret key computing
the XOR operation between the secret key shared with the server and the tag timestamp generated
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by the server. As a result, the proposed protocol provides the secure mutual authentication and
then is safe to spoofing attack. Also it provides forward-secrecy and then is safe to offline
brute-burst attack. In this paper, we compare and verify the security vulnerability of the prior and
the proposed protocol through the security analysis.
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