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An Effective Java Obfuscation Technique Using
Assignment Statements Merging
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Abstract

Java bytecodes are executed not on target machine but on the Java virtual machines. Since this
bytecodes use a higher level representation than binary code, it is possible to decompile most
bytecodes back to Java source. Obfuscation is the technique of obscuring code and it makes
program difficult to understand. However, most of the obfuscation techniques make the code size
and the performance of obfuscated program bigger and slower than original program.

In this paper, we proposed an effective Java obfuscation techniques using assignment
statements merging that make the source program difficult to understand. The basic approach is to

merge assignments statements to append side effects of statement. An additional benefit is that
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the size of the bytecode is reduced.
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merging, Software Protection
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Data obfuscation

== . I
Storage & Encoding Aggregation Ordering
Split Change Merge scalar Reorder
variables encoding variables instance
- variables
Promote Change Modify
scalars to |variable inheritance Reorder
objects lifetimes | relations methods
Convert Split,fold, Reorder
static data merge, arrays
to procedury arrays
Control obfuscation
Layout _— T

obfuscatieon Aggregation Ordering Computations

Scramble Inline Reorder Redncible to

Identifiers| | method statements | Non-reducible

Change Outline Reorder flow graphs

formatting statements|loops Extend loop

condition

Remove Clone Reorder

comment s methods expression| Table inter-
Unroll pretation
loop

T8 1. Z20 =35t 7||-e| 27
Fig. 1. Classification of program obfuscations
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Fig. 2. (a) Original code with side-effect, (b)
Transformed code without side-effect
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(1) a=b+ c; (1) a =b + c;
(2) b=a-d; (2) b=a-4d;
(3) c=b + c; (3) c=b+ c;
(4) d=a-4d; (4) d =b;
(@) ®)
(1) a=b+c; (1) a=b+ c;
(@) 2)d=(b=a-d);
(3) c=b+c; (3) c=b+ ey
(4 d=(b=a-d);: (4)
(© @

J2l 3. (a) ®= ZE, (b) 38 F24 MAZ g 3=, (0),(d)
T 2SS WElst 3=
Fig. 3. (a) Original code (b) Transformed code by
common sub-expression elimination, (c),(d) Transformed
code by merging two assignment statements
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foo(int a,int b, int <, int d)|feo{int a,intb,int <, int d)
{
{
a=Db+cs
a=bhb+c;
b=a-d;
c=bhb+c;
c=b+ s
d=(b=a-4d);:
d=b;
}
}
(a) ®)

T2l 4. (a) 38 F24 M H2es st =203, (b) F 7
CHUES Helslo] pigkst =273
Fig. 4. (a) Transformed program by common
sub-expression elimination, (b) Transformed program by
merging two assignment statements

A 49 oAl (a)= AL A5 DAl A=
TE Y AA WEE A Zrasieln, 4 (b)E o

foo(int a, int b, int ¢, int d)| foo(int a, int b, int ¢, int d)
{ {
a=b+c; a=b+ c;
/7 0:iload 2 /7 O:iload 2
I/ l:iload 3 7/ l:iload 3
I/ 2:iadd 7/ 2:iadd
/7 3:istore_1 /7 3:istore_1
b=a-d; d=b=a-d
I/ 4:iload 1 /7 4:iload 1
I/ 5:iload 4 /7 5:iload 4
44 Tiisub 124 T:isub
/I 8:istore 2 / 8:dup
c=b+ c; 17 9:istore 2
/7 9:iload 2 /7 10:istore 4
/7 10:iload 3 c=b+ c;
/7 11:iadd /7 12:iload 2
7/ 1l2:istore_3 /7 13:iload 3
d = b; 124 14:iadd
/7 13:iload 2 /7 15:istore =
/7 14:istore 4 7 l6:return
/7 16:return }
1
(a) (b)

T2 b, (a) K| wrol| CHEL 3§ B4 AP 225 20t (b)
X|rof Chsto FAES olSsto] CHAES WElst 2t
Fig. 5. (a) Transformed result by common sub-expression
elimination of local variables, (b) Transformed result by
merging assignment statements using side-effect of local
variables
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void fool(...) woid foo2 (.. .)

[ I
b=a-d; d=b=a-d;
// 10:getstatic #4 <Field int a>| // 10:getstatic #4 <Field int a>
// 13:getstatic #5 <Field int d>| // 13:getstatic #5 <Field int d>
// 16:isub // 16:isub
// 17:putstatic #2 <Field int b>! // 17:dup
»// 18:putstatic #2 <Field int b>

d = b; ;
// 21:putstatic #5 <Field int d>

// 30:getstatic #2 <Field int b>
// 33:putstatic #5 <Field int d>
// 36:return

// 34:return
}
) (a) (6)

woid foo3(...) void food(...)

T {
b=a-d

// 13:aload D

// 14:aload D

// 15:getfield #4 <Field int a>

// 1B:aload 0

// 19:getfield #5 <Field int a>

// 22:isub

// 23:putfield #2 <Field int b>

d=b=a-d;
// 13:aload_0
// 14:aload_0
// 15:aload_0
// l6:getfield #4 <Field int a>
// 19:aload_0
// 20:getfield #5 <Field int d>
// 23:risub
»I/ 24:dup_x1
// 25:putfield #2 <Field int b>
// 28:putfield #5 <Field int d>

d=b;
// 38:aload O
/7 40:aload 0
// 41:getfield #2 <Field int b> /¢ 44: return
// 44:putfield #5 <Field int & }
// 47:return

) () d)

T2l 6. (a),(b) T wizo]| Chsto] CHRIE B3t
HIO|EZE, (c),(d) QAUATIA giof| CHE CHRIE et Jot 29|
Hlo|EZ=
Fig. 6. (a),(b) Bytecodes before and after merging
assignment statement, (c),(d) Bytecodes before and after
merging assignment statements of instance variables
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2E2 HE(instance variable) ol thaljA] 283k A}o]

% (e

oo

. (@) 9Hb)E B4 Mz vhe dAola

ol Ao},
3= Zfole Meas dAY A%
u] 247} ‘getstatic” ¥ ‘putstatic” JVM Y-S AHEs
of gttt mEbA oflA|(a) oA AREE getstatic” tYiEol
A (b) ol = "dup = HPﬂ Ag A F Ut} JVMel
A “getstatic’ S o8 u] 3byteE AFESIAIT ‘dup’ =
1byteZ AH&317] wlEdl 2byted Hokate o] Stk
AAl (c)9} (d)E A=E X HFE A3 dalolnt, Qs
B W] g o] oA A we wA AA] Fx

£ ’aload & 01“9-3 2o AAet 1 Fo] “getfield’
9} "putfield” H#H ol-g3flof gt} oA (d)9} Zol
g B 01%’5 = 73-0r°ﬂ "dup x1" HHAZ x|
4 7] WlEel (o)< vlwahd 3byted e 4 e F
ol girt.

Arke AARA G dojzA 7|EH s FeaS AAsaL
04&1 7 S ARAE AAE e AA 9 vas OJJ
Fdste Ao gt wep AAzRE 44E
2Rz fge] Abgo] Hrke 2E meeh Qled W
ol rﬂf‘a FAES o83 IR HR 7o <lsiM A
}H} HolESE H4 Hap 2 Ao 28 4 3l
o ddd 4 gk

ﬂli

ro

jﬂ

tlo
W r

32 a2 a2 2
Si:i= E; E ;:= PreOp I
| if (E) 5 | I PostoOp
| if ( E) 5, else 5 | Ep BinOp E
| while( E) S | I=F
| do 5 while{ E ) | T
| for( By Exi B, ) 5 [
| E=Method( E) I TLE]
| return E | EL7?E: : E
| 51 5 | null
PostOp HEESEE o
PreCp 11= PostOp | !
BinOp : LoglicOp | ArithOp
Arithop ::=+4+ | - | * | / | &
LogicOp :: && | ||
T2 7. et loje ZofE 2

Fig. 7. Reduced grammar of Java Ianguage
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o o1 2o] A2 mAE] AeAHE T B Alole] F2
perl -zl = (1} < gl 3t} F UdEe] A& thE W4 G H o
el i st Zzgel i gelnl Fols AL Fxshe Wge) el
oerl el = perlel o2 gl osiA FREAY FoluA] ek A5l F
DEFl By Aop B ] =DEFl B ] UDEF[ £ | olmo] o2 73)3] o]
pEFl E; &5 £, ] = DEFl & ] UDEr ([ £ ] EHHT':/]H ]E LL&TMD}'
peErl & || &1 =pErl &1 Unerl &1
pEFl r = £l = (ryUDEF[E]
perl Il= () 1eREF(e2), es = SUBlez, @1, (i1 = e1)]
DEFEN"=]I“ 1] [ii= e 2 =ex]= [i2 = es]
perl 7121 ] = oerl E . - )
oerl 27 5 5l = oerlm] Uper [ o] Upsel &1 #SUB(el, x, e2): elollM X HHZ LIEKt x5 22 CHXAIZ

2| 8. FEAll| Qs Molsls s o R IR EEH(Merging) A
Fig. 8. Defined variables of expressions Fig. 11. Assignment statement merging rule
S aY 1S YR WE TAE ven. = A g
rezl --1] = (1) o] shi}ol EH° o2 WYE7] flEie dAE didEelA
rerl el =3 Pelsle Ve Hnze R 32k att. % o
rerl 1—1 = (1}
REFl 1E] =rerl[E] YELS 'SUB IS ol gsiM BEE 4 e, 9714
REFI Ev Aop E;] =REFI B ] URer [ &1 SUB( el x, €2 )= ‘o1’ ]L]-F/} ﬁtﬂuﬂ ,X’E’ZEEH
ReF[ £, s&¢ 2] = REF[ £, ] URer[ &1 o T = L,
REFl E, || E:] =rEFl E,] UREF[ £, ] st 9u)7) 9 ‘el’ TN Yehbs 2E X7}
PR Pz R A ' 8 TAIeR ol 28] 129] el
rerl rl= (1} _
rarlol= 1) £ ol&dllA AgE Stk
REFI z[21 ] = REr[E] U1}
REFI . ? B : E;] = REF[ &1 URer [ £ ] Urer( &1
— — — — = 1;
T2l 9. BB ol xS Has o e+ D)
Fig. 9. Referenced variables of expressions x = 1; Sy e ’
®==x+ 1; ’ ¥
—x*x (b}
29 87 17 9 212 Al TAAe Sl Belele N
w =

AL EY A2E e AFES Ve dYgEd ddEs ¥ (a) y = Gemml) %o

ok Il o FuES Agald Fel Ag v v

kgt (=)

B =BoME DEFS REFS ARgalA] zha} T2 e 212, (a) oF 2= (b) & "g:‘i__'}“ Hpto| Zn}, (c) 28i2 Wil
247
AEE 5 A= S AEA dARls | s Fig. 12. (a) sample code, (b) incorrect result of merging,

=
& Al Z2aAL okl YEssl=y ARgE) (c) correct result of merging

At Astlels BBAE o FE Ferm)ES 4 9
£ng) s Brial] dze] 3 WA AR E olFe
= g2l <l AolE g ol gah W 29119
(b)st (9] Fo7] QoA T A QA X 1o] 3

. 810, CIUE u&h s V8 3hS ALgEP) R (o)) FelR WElolobrt AR
Fig. 10. Assignment statement exchanging rule

{10z, [1&DEF (&2) , {zDEF (e1) ,
Iz @REF (e1) , 12 REF (e2)

liv=e; iz = e )= [iz = e i1 = 1]

22099 ()9 0L AHE A 5 3)
o _ NYE mATAS W 6l A$ee Ve AP
78 108 HRIE W AL A AGE SE T e 2o, 9, 9gsian e ol deEe A9
ol A T URS ANE A mpse Ao oL T S o
IR SR TR s e wIE S A s dgee Az dgabl Wash) 964 e
T AR SR SR MRV B RO T g Gae sz Aga0, 2913 99 WA = a9
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algorithm Simplex Assignment Merging
input Basic Block of Original Program
cutput Basic Block of Assignment Merged Program
terms
B : Basic Block
L : Line Number
S @ Statement
1 : Variable

[}

: Expression
begin Assignment Merging

1.foreach assignment statement Si
2. 1 5il S: €By, Li:

3. foreach assignment statement S']
4. {551 Sy B, Ly

while [; + 1 = L do
select next assignment statement Sx

{(Skl Sk €Bs, Lt ik = e, L= Li+ 1}

if DEF (Si) 2REF (Sk) and DEF (Sx) £REF (S:i) then
9. Apply AssignmentExchangingRule(S: , Si)
10. else break while-loop;

11. endif

12. endwhile

13. if L; + 1 = I; then

14. Bpply AssignmentMergingRule(S: , 55)

15. endif

16. endfor

17.endfor

ii = ey}

iy = ey, Li < Ly, is REF(ey)}

T2l 13, chlRe| chskSimplex) We LdTEIE
Fig. 13. Simplex merging algorithm of assignment
statements

a9 132 et} sk 7 7ie] el & 2l
ol A i)+ A9 A2 (F gl o
HE A= o] FAAM Wiehke W B dudse u
BT}, daelEs eke] Ansi vt 2o WA 1
A 23} 3WA el st ske T uidEs A9
ot a2l 5 E7E 1234 E71A19 RS FelA
ol A8 didEol Y didEst A wzkAl didE
WS WAt OijiE wge] Ade F dijdeel Jdidet
Al = 1434 29 & 3 13E Sl F disd
ol Bk T, doly $549] Ak vl tidEe
wdo] 7hg kA S —°r°ﬂ% Aol AERE 7 ol

A A R %
Wl 29| U 33

Si:| a=x+1;| DEF(S))={a}, REF (&) ={x)}
Sei |y =x DEF (S:)={y}, REF(S:)={x}
A
_y
St m=3; DEF (S;)={x}, REF(S)=(}

Sai| b=y + a; | DEF (Se) ={b}, REF (Sa)={y, a}

Ol 14, chkg WE dme|Ee| 2HE
Fig. 14. Problems of simplex merging algorithm

I 14 Tk gdE Wike] FARS ek digd
& Wstaal & A9 "S1e vy
S4’e} AF e o] Fslook 6}»“—
g 'S17oA FzEe W4 HE REF(SDel &3 ®
x'7} 'S8’ d9®e] DEF(S3)el Zakach. uleba HIOIH
2498 fABA SIS 'S4’ A o|BAZ F
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Syt a=x+ 1;

Sa: b=v+ a;

Sat ® = 3;

Se: ¥ = X;

51t5a b=v+{a=x+1);

Sa: ® = 3;
SitS45: b=(y=x) + (a=x+ 1);
Sat H = 3;
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Fig. 15. Result of applying duplex assignment statement
merging
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algorithm Duplex Assignment_Merging

input Basic Block of Criginal Program

output Basic Block of Assignment Merged Program

terms B : Basic Block, I : Line Number
S : Statement, { : Variable, e :

begin Assignment Merging

1. foreach assignment statement $;

2.{ Sil Si €Bsy, Li:

3. foreach assignment statement S

4. {551 8y €Byy Ly i iy = ey, Li < Ly, 1y =REF (ey)}

5. whiles Li+ 1 = L do

6

7

8

Expression

i1 = es}

. select asgignment statement Saoen
{ Suomm| Swwn €Bir Looun i Toown = €aownis Laoon = L1 + 1}
if DEF (Si) @REF (Seoun) and DEF (Saown) g REF (51) then
9. Apply AssignmentExchangingRule (S: , Saoun)
else break whilei-loop;
endif
. endwhile;
. whiles Ji + 1 = [; do
. select assignment statement Sup
« { Supl Swp €Bir Lup ¢ fw = eupsLup = Ly - 1}

16 if DEF (S;) REF (Sy) and DEF (Sup) 2 REF (S3) then
17 Apply_AssignmentExchangingRule (S; , Su)

18 else break whiles-loop;

19 endif

20. endwhile,

21. if L; + 1 = L; then

22. Apply AssignmentMergingRule (S: , Sj)
23. endif

24. endfor

25.endfor

end Assignment_Merging
T2l 16. ChelEel LEk(Duplex) e LTI
Fig. 16. Duplex merging algorithm of assignment
statements
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Fig. 17. Merging between assignment statement and
array index, (b) Merging between assignment
statement and method argument
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Fig. 18. (a) Merging between assignment and if
statement, (b) Merging between assignment and for
statement, (c) Merging between assignment and return
statement
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Table 1. Statements merging experiment result using

SPEC JVM benchmark programs :

merging numbers
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200 _check 14 0 2 38 1 2| 57
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205 raytrace [k 4 43 25 1 0] 84
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213 javac 21 2| 131 57 7 5] 223
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