Journal of The Korea Society of Computer and Information WWW. ksci re.kr
Vol. 18, No. 11, November 2013 http://dx.doi.org/10.9708/jksci.2013.18.11.125

SSL VPN7Iitel B9l £AIaElS 28t MEHof Bet 47

[ * * *
et 2w Al

Qs

ol
i)
o

A Study on Access Control Through SSL VPN-Based
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Abstract

In this paper, we proposed SSL VPN-based network access control technology which can verify
user authentication and integrity of user terminal. Using this technology, user can carry out a
safety test to check security services such as security patch and virus vaccine for user
authentication and user terminal, during the VPN-based access to an internal network. Moreover,
this system protects a system from external security threats, by detecting malicious codes, based
on behavioral patterns from user terminal’s window API information, and comparing the similarity

of sequential patterns to improve the reliability of detection.
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Fig. 1. SSL VPN-based encryption communication
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X 4. Bagle "®°| APl =AM F& Z1}

Sasser 15872.CHHE 4 U< AMeA A4 o
L Zxo] uhYElR] Lo ola] AP LAdlA] Ak E o]

fAbEel GRS wA T YA F ok Ee] Yo] Yoz
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H 5. Sasser #2| APl =A & Znt
Table 5. APl sequence extraction result of Sasser

~yy | ER(1B8

A 7) 156872.B | 16872.C | 15872.D | 16384 |74752
1 1.080 | 1.080 | 1.064 1.064 |1.064|1.064
2 1.064 | 1.064 | 1.099 1.099 |1.099]1.099
3 1.099 | 1.099 | 1.844 1.844 11.844|1.844
4 1.844 | 1.844 | 3.463 3.463 |3.463|3.463
5 3.463 | 3.463 | 3.508 3.508 |3.508]3.508
6 3.616 | 3516 | 3.485 3.485 [3.485]3.485
7 3485 | 3.485 | 3.608 3.508 |3.508|3.508
8 3.508 | 3.608 | 4.009 4.009 [4.009|4.009
9 4.009 | 4.009 | 4.002 4.002 [4.002|4.002
10 4.002 | 4.002 | 4.011 4.011 ]4.011[4.011
11 4.011 | 4.011 | 4.004 4.004 [4.004]4.004
12 4.004 | 4.004

FAEE | 1.00 1.00 0.95 0.95 | 0.95 | 0.95

3) F(Bot) ¥
#6259 9 % Agobot el
olth.

g APL &M 2 23

X 6. Agobot He| APl =AM F& Ao}
Table 6. APl sequence extraction result of Agobot Worm

Table 4. APl sequence extraction result of Bagle worm 2N | wy 54%00- 441344 128;5 1(9)37,\;2 99328 | 98417
#M | ¥8a) | b~n | o~z |Bagle.af | Bagle.al~au T |1.064] 1.064 | 1.064 | 1.064 | 1.064 | 1.064 | 1.064
2 [1.099]1.099 | 1.099 | 1.099 | 1.099 | 1.099 | 1.099
; g'ggg g'ggz 2'323 g'jgz 2'323 3 |3.463|3.463 | 3.463 |3.463|3.463|3.463 | 3.463
: : : : : 4 |3508] 3508 | 3.508 |3.508|3.508 | 3.508 | 3.508
3 | 1064 | 1.064 | 3463 | 3.463 3.463 5 |1.431| 1431 | 3463 | 1.431|3.463|3.463 | 1.431
4 1.080 | 1.080 | 3.508 | 3.508 3.508 6 |1.080| 2.651 | 3.469 |1.080 |3.469 | 3.508 | 1.080
5 | 1209 | 1209 | 1.084 | 1.064 1.084 7 | 2.651| 1.632 | 1.431 | 2.651 | 1.431 | 3.463 | 2.651
6 | 1218 | 1.218 | 1.209 | 1.080 1.064 8 |1.632|1.844 | 2.651 | 1.632|1.080 | 3.469 | 4.011
7 | 1632 ] 1632 | 1.218 | 1.209 1.209 9 |[1.844|4.011| 1.844 | 1.844|2.651 | 1.431 | 4.052
8 1844 | 1844 | 1632 | 1.218 1.218 10 [4.011)4.052 | 4.011 [4.011[1.6321.080 | 4.004
9 | 1062 | 1062 [ 1822 | 1632 1632 11 | 4.062] 4.004 | 4.052 |4.052 | 1.844 | 2.651 | 4.009
10 | 0861 | 0.861 | 1.064 | 1844 1844 g j-ggg 4.009 j-ggg 3-883 j-g;; 12121
11 0.861 | 1.064 1.064 ) 2ooa 201
12 0.861 0.861 15 4.009 | 4.062
SAE | 1.00 | 1.00 | 063 | 0.78 0.66 16 4.004
17 4,009
SAE| 1 | 086 | 074 | 1 | 086079 ] 0.80
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E 7. Bropia2t Sumom2| APl &A{F=EZn}
Table 7. APl sequence extraction results of Bropia and

Sumom

Al B159744 | B188928 | S36352 | S17429 | S23476
1 1.064 1.064 1.064 1.064 1.064
2 1.099 1.099 1.099 1.099 1.099
3 3.463 3.463 3.463 3.463 3.463
4 3.508 3.508 3.508 3.508 3.508
5 1.080 1.080 1.632 1.632 1.632
6 1.844 1.844 1.844
7 1.080 1.080 1.080

FALE 1 1 0.66 0.66 0.66
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Fig. 11. Malicious code detection result through circular

patterns
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Fig. 12. Comparison of the similarity measuring algorithm
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Table 8. Comparison results of worm similarity of other

types
e Bagle Mydoom Netsky
Bagle 1 0.77 0.70
Mydoom 0.77 1 0.93
Netsky 0.70 0.93 1
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