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Analysis of the Connectivity of Monitoring Nodes and the
Coverage of Normal Nodes for Behavior-based Attack
Detection in Wireless Sensor Networks
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Abstract

In wireless sensor networks, sensors need to communicate with each other to send their sensing
data to the administration node and so they are susceptible to many attacks like garbage packet
injection that cannot be prevented by using traditional cryptographic approaches. A behavior-based

detection is used to defend against such attacks in which some specialized monitoring nodes
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overhear the communications of their neighbors to detect bad packets. As monitoring nodes use
more energy, it is desirable to use the minimal number of monitoring nodes to cover the whole or
maximal part of the network. The monitoring nodes can either be selected among the deployed
normal nodes or differ in type from normal nodes. In this study, we have developed an algorithm
for selecting the predefined number of monitoring nodes needed to cover the maximum number of
normal nodes when the different types of normal nodes and monitoring nodes are deployed. We also
have investigated experimentally how the number of monitoring nodes and their transmission

range affect the connection ratio of the monitoring nodes and the coverage of the normal nodes.
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Fig. 1. An Example of the Behavior-based Attack
Detection
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BBAD Algorithm
{
M = {sh
C ={s} U AMfs);
N = AN(s);
pair = false;
while (M| < K and INI < [V {
Let v be the node in VoyM and in C
such that |AN(v)-NI>0 is maximum;
if (v exists) {
if (pair) {
P = {parent(v)};
pair = false;

if (pair || (IM| = K-1) break;
pair = true;
for (each v in VyM and in C)
for (each u in AM(v) and
not in C) {
C=CU {us
parent(w) = v;

2l 2. BBAD ¢12IE
Fig. 2. BBAD Algorithm
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(a) Gauss Dist. (b) Poisson Dist.
Fig. 3. Sensor Deployment Example
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Table 1. The connection ratio of the monitoring nodes
under the Poisson distribution

M=100 | M=200 | M=300 | M=400 | M=500
P=t 1.8 2.4 3.0 6.4 15.0
P =2t 20.4 93.8 99.4 99.9 100.0
P =3t 96.0 100.0 100.0 100.0 100.0
P = 4t 99.8 100.0 100.0 100.0 100.0
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Table 2. The coverage ratio of the normal nodes under
the Poisson distribution

M=100 | M=200 | M=300 | M=400 | M=500

P=t 0.8 1.6 2.8 6.1 14.6

P =2t 10.2 72.4 88.2 94.4 97.1

P =3t 49.0 78.1 89.0 94.6 97.1

p = 4 51.4 78.1 89.0 94.6 97.1
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Table 3. The connection ratio of the monitoring nodes
under the Gauss distribution

M=100 | M=200 | M=300 | M=400 | M=500

P=1t 29.6 73.3 82.8 86.5 89.7

P =2t 92.0 96.8 98.2 98.9 99.2

P =3t 98.8 99.7 99.7 99.8 100.0

p = 4 99.8 100.0 100.0 100.0 100.0
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Table 4. The coverage ratio of the normal nodes under
the Gauss distribution

M=100 | M=200 | M=300 | M=400 | M=b500

P=t 30.7 73.6 82.4 86.5 89.7

P =2t 76.5 88.2 92.3 94.5 96.0

P =3t 78.4 89.2 92.8 94.9 96.3

p =4t 78.6 89.3 92.9 94.9 96.3
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