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Abstract

As mobile devices have become widely used and developed, PC based malwares can be moving
towards mobile-based units. In particular, mobile Botnet reuses powerful malicious behavior of
PC-based Botnet or add new malicious techniques. Different from existing PC-based Botnet
detection schemes, mobile Botnet detection schemes are generally host-based. It is because mobile
Botnet has various attack vectors and it is difficult to inspect all the attack vector at the same
time. In this paper, to overcome limitations of host-based scheme, we compare two network-based
schemes which detect mobile Botnet by applying HMM and SVM techniques. Through the

verification analysis under real Botnet attacks, we present detection rates and detection properties
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of two schemes.
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