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Abstract

In order to publicly notify the information security (Internet or Cyber) threat level, the security
companies have developed the Threat Meters. As the physical security devices are getting more
intelligent and can be monitored and managed through networks, we propose a physical security
threat meter (PSTM) to determine the current threat level of physical security: that is a very
similar compared with the one of information security. For this purpose, we investigate and
prioritize the physical security events, and consider the impact of temporal correlation among

multiple security events. We also present how to determine the threshold values of threat levels,
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and then propose a practical PSTM using the threshold based decision. In particular, we show that

the proposed scheme is fully implementable through showing the block diagram in detail and the

whole implementation processes with the access controller and CCTV+video analyzer system.

Finally the simulation results show that the proposed PSTM works perfectly under some test

scenarios.
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Fig. 3. Physical Security Threat Meter System Architecture
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Input_Processing_Module() {
Sleep until an event is received;
If (event from security manager) {

If (the event is ‘RELEASING a security event %) {
Delete the corresponding entry in EVENT table;
Send a update request (¢, delete) to the
MAIN module;

Return;

}

If (the event is "CONTROLING" a security device) {
Send a control request to the OUTPUT
processing module;

Return;
}
}
If (event from security devices) {

If (the event is "'OCCURING" a security event i) {
if (the event needs to set the timer)

Set the timer;
Insert the corresponding entry in EVENT table;
Send a update request (¢, add) to the MAIN
module;
Return;

}

If (the event is 'RELEASING’ a security event i) {
If (the event has a timer)

Expire the timer;
Delete the corresponding entry in EVENT table;
Send a update request (¢, delete) to the MAIN
module;
Return;
}
}
If (event from the timer @) {

Delete an entry in EVENT table corresponding of

the expired timer;

Send a update request (¢, delete) to the MAIN

module;

Return;

I8l 4. PSTM 342 =&
Fig. 4. Input Processing Module of the PSTM
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impact), 22813 AlZH 48k (temporal impact) & Al
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// Initially, Symptom = 0
// The TPRM table and the Event weight table are
// already set-up for this module
Main_Module() {
Sleep until a update is received;
If (update is "add” with event i) {
Symptom += w;;

If (the number of entry in EVENT table is more

than one)

Change Symptom in associate with TPRM table;

}

If (update is delete with event %) {
Symptom -= w; ;
If (the EVENT table is not empty)

Change Symptom in associate with TPRM table;

}

If (Symptom ) Threshold level) // set three different

// threshold levels
Generate a threat level;

& 2% BWA MW AFE 239 9] A (HE 54)
i3 Fotdl mE EUEA 79| HetolHlES] 7t 7|
Ai-HlaE Hogrh 7|4, Adi-Hlu g2 9eA=
(1€ 59 F2%, 95 vl $2) Wi 7 EeloE

Aele] JolAQl FeES DI, olel@ Aelvm @

O 7. ESUSA0P7IR XsHAA ZAPI(E 1 71F)e HeloME
71E%| 4T s AHP 22
Fig. 7. AHP Model for Access Controller and Intelligent
Video Camera (Table 1)

E2 (S AN A HEM Sl S AEE T AR
Qe ¥ ZQIEHM0{7|9] HOlo|HIE Mri-d|wm EJ 7|—<s7<| 2y
Table 2. Comparisons of Events of the Access Control
with respect to Criteria (S : Severity, A : Accuracy, Sl :

Spatial Impact, Tl : Temporal Impact)

Return;
}
2l 5. PSTM Higl 2&
Fig. 5. Main Module of the PSTM
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Fig. 6. Experimental Scenario

7IE | OMIE AC1 AC2 AC3 AC4 ACH AC6 71ER|
AC1 1 3 1/7 1/5 1/3 1/5 0.044

AC2 13 1 /7 1/5 1/3 /7 0.028

3 AC3 7 7 1 5 b 3 0.439
AC4 5 5 15 1 3 1/3 0.149

ACb 3 3 1513 1 15 0.076

ACB 5 7 13 3 5 1 0.265

AC1 1T 3 1 3 1 3 0.245

AC2 73 1 13 1 16 1 0.075

A AC3 1T 3 1 3 1 3 0.245
AC4 73 1 13 1 1/3 1 0.082

ACb 1T 56 1 3 1 3 0.271

ACB /3 1 13 1 1/3 1 0.082

AC1 1 1/3 1/5 1/5 1/5 1/6 0.036

AC2 3 1 /7 /7 /71 1/5 0.036

5 AC3 5 7 1 1 1 1 0.230
AC4 5 7 1 1 1 1 0.230

ACb 5 7 1 1 1 1 0.230

ACB 5 7 1 1 1 1 0.230

AC1 11319 16 1 1 0.043

AC2 3 1 1713 3 3 0.107

T AC3 9 7 1 5 9 9 0.568
AC4 5 3 1% 1 3 3 0.187

ACb 11319 13 1 1 0.047

ACB 1.1/3 .19 13 1 1 0.047
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o gt elaje] ARl elzapl Bk A
SUIL I 42 /34 49 BUT Wen 1
@ [ (9) N AHEF AHP &
el o 2} Belug oM AEAE BRI
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3 AR TeAE ] ek A-H)]
PE- YR E 394 Bxe], EYEA7I(AC)
ARA(EQ) 7EAE EA Fddtn ATIGAA7
(V)= A (A) 7H=AE =4 %‘—oqé}oau}, QulA o
1VSeh el ACE AR 7hekgh 29} iR st=gle] 3
Az Fuo] o} dHe gdd ¢ Om} w1
& 79 AHP @ 2014 TVSe] 71631 0.4, 22]3 ACe]
7V 0.6202 747 A4siint. 3, & 4= 48 Av

QoA AMgEE E%1%A0)7]19] TPRME BojZth A3

Flf I=J

93t Helo|HE 7154 AF-e AHP 2dS o] &3t A|A4
ol uohzng Abgalgd o} o] T oA AFREE Ea]1ok o)l

45 ko] A
ZM kol ef &7k

Seule] ke AAoR Het del
3 wasioh u9d il wel
& BelAe) gl

AP 1% B veilE AR sdola AEa &9

0.065 (AC1), 0.028 (AC2), 0.218 (AC3),
(AC4), 0.09 (AC5), 0.115 (AC6), 0.046 (IV1), 0.168
(Iv2), 0.074 (IV3), 0.058 (IV4), 28]x 0.052 (IV5)
= Asislt

E 3. HOFYX|(AC :
HIT (S : AIZFM A

ZATHMOPZ|, IVS : XSYHIMLAD H IIE
e, Sl 32 gE T APW A2
U IIER 2H o

Table 3. Comparisons of Criteria (S : Severity, A :

Accuracy, S| @ Spatial Impact, Tl : Temporal Impact) with
respect to Devices (AC : Access Control, IVS : Intelligent
Video System)
x| II1E S A Sl Tl 71ER|

S 1 3 7 7 0.555
AC A 1/3 1 7 7 0.33
Sl /7 /7 1 3 0.073
Tl /7 1/7 1/3 1 0.041
S 1 3 6 7 0.325
VS A 3 1 6 7 0.551
Sl 16 1/6 1 3 0.082
Tl /7 1/7 1/3 1 0.043

H 4. E/UIHOP| Eolo|HIES| AlZF oIk LY g4
(TPRM)

Table 4. Temporal pair-wise relationship matrix

(TPRM) for the security events of access control

AC1 AC2 AC3 AC4 ACE ACE
ACT 0o 0 0 0 -1 -
AC2 0 0 0 0 0 0
AC3 o 1 0 1 0 0
AC4 o 1 1 0 0 0
AC5 T 1 1 1 0 0
AC6 11 1 1 1 0

2. AlLE|2 Ay ZAot

B AolMe F 1o A E2jEgt oMIEE iR
o 2 Al 7R 7P A
Ak PSTMo| o]9A whg3dt=A] ARSIt

(i) AC2 - 1V4

(i) AC1 - AC2 - AC4 - 1V4

(iii) AC2 - AC5 - IV4
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Fig. 8. Simulation Results of three experimental scenarios.
The two arrow points of the Scenario 1 represent the vent
IV4 is occurred at simulation time 2 or 3
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