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A Study on Definitions of Security Requirements for
Identification and Authentication on the Step of Analysis
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Abstract

TIn analysis as the first step of S/W development, security requirements of identification and
authentication, ID and password management, authentication process, authentication method, ete.
should be defined. Identification is to uniquely identify certain users and applications running on
a certain system. Authentication means the function to determine true or false users and
applications in some cases. This paper is to suggest the security requirements for identification
and authentication in analysis step. Firstly, individual ID should be uniquely identified. The
second element is to apply the length limitations, combination and periodic changes of passwords.
The third should require the more reinforced authentication methods besides ID and passwords and
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satisfy the defined security elements on authentication process. In this paper, the security

requirements for the step of identification and authentication have been explained through several

practical implementation methods.
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Fig. 3. Requirement Definition of ID & PW(Example)
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