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A Study of Definition of Security Requirements on
Encryption and Audit Logging
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Abstract

Encryption is a method to convert information to no-sense code in order to prevent data from
being lost or altered by use of illegal means. Audit logging creates audit log of users activities,
exceptions, and information security events, and then conserves it for a certain period for
investigation and access—control auditing. Our paper suggests that confidentiality and integrity of
information should be guaranteed when transmitting and storing important information in
encryption. Encryption should consider both one-way encryption and two-way one and that
encryption key should assure security. Also, all history related to electronic financial transactions
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should be logged and kept. And, it should be considered to check the details of application access

log and major information. In this paper, we take a real example of encryption and log audit for

safe data transmission and periodic check.
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Fig. 1. Definition of Data Encryption Standard
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