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A Design Of Role-based Emergency Medical Information
Security System REMISS
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Abstract

In this paper, we designed a role—based emergency medical information security system REMISS added
the security concept to the existing emergency medical information system. Also we suggested a REMISS
protocol based on HL7 for using the emergency medical information and the security information. The
procedure of security consists of user authentication phase and role/permission assign phase in the
REMISS. The REMISS can supply proper security service since the REMISS assign proper permissions to
each users of emergency medical information system and allow the user to access the permitted
emergency medical information by using security information of the REMISS. There are some advantages
that REMISS can adapt to the changing of the role of each user by dynamic exchanging the security
information and assigning permissions to each user.

» Keywords : Information Security System, Emergency Medical Information System,
Security System, Hospital Information System, Protocol
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Fig. 1. Flow of Emergency Medical Service System in
Korea
Sources:National Emergency Medical Center
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Fig. 2. Organization of Emergency Medical Information
Service System in Korea
Sources:National Emergency Medical Center
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Table 1. ADT Message
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MSH Message Header
EVN Event Type
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Table 2. ACK Message
MOHE MOHE My
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(ERR) Error
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Table 3. Event Type

OHIE O[HIE Mg

A01 ADT/ACK - Admit/visit notification
A02 ADT/ACK - Transfer a patient
AO3 ADT/ACK - Discharge/end visit
A04 ADT/ACK -Register a patient
A0S ADT/ACK - Pre-admit a patient
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E 4. PCIMSG HAIR] MOHE
Table 4 PCIMSG Message Segment

X 6. EMIMSG HAR] MOHE
Table 6. EMIMSG Message Segment

HaHE HOHE Ao HaHE HOHE Hd
MSH Message Header MSH Message Header
EVN Event Type EVN Event Type
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E 8. USIMSG H\X| MaHE
Table 8. USIMSG Message Segment

MaHE MOHE M
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