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Abstract

This paper introduces Database security to prevent the rapidly increasing issue of private information
leakage. The Database security examined in the paper separates into DB access control area and DB
encryption area which further leads the paper to analyze the factors of the two areas and suggest
necessary elements for creating stable Database security. In addition, the paper examines previous DB
security programs by areas and analyzes pros and cons from the tested result. The experiment indicated
that while DB access control presents less degradation and reduced the need to modify the existing DBMS
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since the access control operates at the end point of the network, DB encryption presented strength in

protecting the data from unauthorized access. On the other hand, DB access control is less useful in

preventing the attack in advance which leaves the log to enable tracking afterward while DB encryption

can only be operated by limited types of Database and causes degradation due to system load and shows

higher percentage of failure when creating the system. This paper examines characteristics of Database

security areas in order to be used as a reference for institutions or companies seeking stable Database

security.
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Table 4. Advantage and Disadvantage of DB Access
Control vs. DB Encryption
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Table 11. Test Result of DB Encryption -

SEMPHE z CPU
o E TS | e | ome
B | A | % | w4 [E@ | oA
siel
As | =3 19.0 258 | 104 5920
- ek 440 | 510
s | =3 19.1 26.5 | 10.4 5940
ok | 840 | 1014 | 2.1 1190

=i 216 | 238 | 121 5890
DB | =3| ) ) )
ols [ 3
~ QI: 21.8 | 34.0 | 123 | 5910 470 | 510
s | =3
Hok | 89.0 | 1153 | 2.8 | 1300
DB | 3l
o5 | xs| 10.5 12.1 | 29.8 | 5900
s | &M 500 | 530
+ | = 10.1 | 11.8 | 189 | 5880
T ®et | 420 | 478 7.5 | 1220

# 128 BedE A¥ ti¥e= sjo] Unix
Oracle Hl°|E1E d=3lsi] %3t Ao|ti(15).
& A CPUE87FolAM 9] sl A /$e] A
CPUR3} 50% “delolx st /39 8%
Index Join¥ ¢33} 7/50] A5 Ads 2745 ¢
gk Zloltt. A 23, WA B¢ ast AE 107
o] ARt HAs oy CPUE 50%5-35lE ot
G Asatels aA “L/‘E%‘W %o Index Join¥<} #
T 58}l 45 AT Aol

:“.:
JIN' ot
o,
= Lo

o,

o

g

i OIF

X

E
2 He

et r\o ox B 1 wE

X 12. DB gt&st M5 Al Znt - |
Table 12. Test Result of DB Encryption - Il
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Fig. 8. Process Performance of DB Access Control vs DB
Encryption
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