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Abstract

The ISO 26262 standard requires a preliminary hazard analysis and risk assesment early in the
development for automotive system. This is a first step for the development of an automotive system to
determine the necessary safety measures to be implemented for a certain function. In this paper, we
propose an ontology-based hazard analysis and risk assessment method for automotive functional safety.
We use ontology to model the hazard and SWRL(Semantic Web Language) to describe risk analysis. The
applicability of the proposed method is evaluated by the case study of an ESCL(electronic steering column
lock) system. The result show that ontology deduction is useful for improving consistency and accuracy of

hazard analysis and risk assessment.
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Fig. 1. Hazard Analysis and Risk Assessment of
Automotive Functional Safety
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- hasMalfunction Al Hrt,

- hasSaeftyGoal
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- hasControlValue
- hasExposureRationalValue
- hasExposureValue
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Table 2. Example of SWRL Rule of Hazard Ontology
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Malfunction(?f), hasMalfunctionType(?f,

1 ?v), equal(?v, “Unintended”) -)
VSFaultTypeUnintended(?f)

) Malfunction(?f), hasMalfunctionType(?f,
?v), equal(?v, "No") -) VSFaultTypeNo(?f)
[temRequirements(?r), (hasMalfunction min

3 2 1 Malfunction) (?r) -)

=7t | VSRelatedRequirmentsMalfuncion(?r)
4% | HazardClassification(?r),
hasControlRationalValue(?r, ?cr),

4 hasControlValue(?r, ?c), equal(?c, "C3") -
VSProvideRationalC3(?r)

5 HazardClassification(?h), (hasSafetyGoal
min 1 SafetyGoal)(?h) -)

V/SRelatedSafetyGoal (?h)

HazardClassification(?r),
hasSeverityRationalValue(?r, ?sr),
hasSeverityValue(?r, ?sv), equal(?sv, "S3")
-> VSProvideRationalS3(?r)

Malfunction(?f), (hasHazardldentification
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Malfunction(?f),
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HazardClassification(?r),
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hasExposureValue(?r, ?e),
hasSeverityValue(?r, ?s), equal(?c, "C3"),
equal(?e, "E3"), equal(?s, "S1") -)
hasASILValue(?r, "ASIL A")

10

HazardClassification(?r),
hasControlValue(?r, ?c),
hasExposureValue(?r, ?e),
hasSeverityValue(?r, ?s), equal(?c, "C3"),
equal(?e, "E4"), equal(?s, "S3) -)
hasASILValue(?r, "ASIL D)
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HazardClassification(?r),
hasControlValue(?r, ?c),
hasExposureValue(?r, ?e),
hasSeverityValue(?r, 7s), equal(?c, "C3"),
equal(?e, "E4"), equal(?s, "S1") -)

hasASILValue(?r, "ASIL B")
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