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Abstract

In order to hide their identities, intruders on the Internet often attack targets indirectly by staging their
attacks through intermediate hosts known as stepping stones. In this paper, we propose a brute-force
technique to detect the stepping stone behavior on a Linux server where some shell processes remotely
logged into using interactive services are trying to connect other hosts using the same interactive services
such as Telnet, Secure Shell, and rlogin. The proposed scheme can provide an absolute solution even for
the encrypted connections using SSH because it traces the system calls of all processes concerned with
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the interactive service daemon and their child processes. We also implement the proposed technique on a

CentOS 6.5 x86_64 environment by the ptrace system call and a simple shell script using strace utility.

Finally the experimental results show that the proposed scheme works perfectly under test scenarios.

» Keywords : Stepping stone, Trace-back, Connection chain
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Fig. 1. An example of the host-base traceback technology:
(i) The centralized method - DIDS (upper of the figure),
(ii) The distributed method - CIS (the bottom of the

figure))
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Fig. 2. Process tree on the Linux server after the client requests for Interactive Services such as Telnet, rlogin, and ssh
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Fig. 3. An example of the process tracing during an ssh
client connection by the strace utility
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olE H| &) AlxHl 5 BFEle] 94 2aes Fo F
S EWA HEsl "ok ek 1lolA o F2RE A=
A4 Hgo] AEHd a7 49 Zo] N2 ~Y=E A
of] dA2]l A ZRAAE Fohfja o] ZRA AT
Bt 9JFE CHEUEE AMuAE ddse Y S
stepping stone YL AE3}] T HLE RaMAARE
71551 €t ¢hH, FENEH 974 200] o] /) F
Aol BAE 7 a8 49] 29 THE o A A H
BE Azl€ch

Mok oo

oX Mo |
I
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STP|\RT
Register service daemans
15" Stage
&
~_Detect aremote logl
Yos | 1
Generate a new Thread 2ne Stage

Register the remote
login shell process

—___Defecta sfeppmg D'ét..cch the reﬁ%-afé"'-

| T ston99 Shell prc'ces.sg

i Yes l Yes 1 '

! ‘ Write the log message ‘ ‘ Exitthe Thread

E STOP :

O3 4. 7|12 ¢aelE
Fig. 4. Basic algorithm

1. 78

A3l At 718 duelES st dFs] 9
d B =R ME CentOS 6.5 (x86 64) Quad Core
i5-2300 CPU(2.8Ghz) vl %e] 5.6GiB AFEHE AH-3IS
o} FEE a7 4olx] A ukel o], 199 2T
vrrol 2203 siglon g /A T3l flel B
=82 712t 53] AlzE F 4 AgedAe
25l 9 AR st

Azl Ze g R g &9 fARIAT AREAE
R Ad REZ Hgkele] AA| AlzEl 2 9EE 2
ke ztelo] UTH9). ptrace Al&®l 22 dhe] T2
Azt 2 Z2A 20 s Aol F s =9
oA e Z2A 2] Fo] oA WA F eE
gt} upebd glsa #E A|AEGA ptraces THZ 4%
2 0] AHgEo] $oH9). B =Rdllxe a3 59 2ol
ptrace A28 2 o83 T5E U ZRA 2 AR
o Hé FHoAE A ZaAA NS E ERIsh: IS
A37golA At 718 duelge] 1Al Tt (2
5 duelE TAE Ays] S8l Heg 45 A=y
vERfigleH o A7) 9 7|g A 3= B2 k)
oSyl

write A

1_4

intmain(int arge, char “argv(])
{
pid_t daemon_pid, c_pid;
struct user_regs_struct regs;
pthread_t “tid;
inttoggle=0;
long scno;

1
2
k}
4
5
6
7
8
9

ptrace(PTRACE_ATTACH, daemon_pid, NULL, NULL);
whiletrue) {
wait(&status); /f wait the attached deamon system calls
ptrace(PTRACE_GETREGS, daemon_pid, NULL, &regs);
scno = regs.orig_rax; // get the system call number
if (scno == SYS_fork || scno == SYS_clone) {
if (floggle == 0)
toggle=1;
else{
toggle=0;
ptrace(PTRACE_GETGEGS, daemon_pid, NULL, &regs);
c_pid = regs.rax; // get the retum value from system call
pthread_create(tid, NULL, &REMOT_Shell_Module, &c_pid);

i
1/ end of SYS_clone
ptrace(PTRACE_SYSCALL, daemon_pid, NULL, NULL);
1/ end of while
1/ end main
// Now a new pthread
REMOT_Shell_Medule (process ID)

do SHELL_Script_Module (process ID);
pthread_exit;
}# end module

O% 5. ptrace AIAE Z22 0|83t QIERIEIE AH|A Hi2o AHZ2
Z2jo[eE & AZE (V2 LIEIFS| 1eH| =203 of)

Fig. 5. Detection of a new client connection to the
interactive service daemon using the ptrace system call
(An example program of the first step for the basic
algorithm)

a9 o T8 ERlE Awshd o 2t

- 281 9: ptrace Al=H Z& ©]83) AEHEE AH]~
U Z2A| A 55

-2l 11 558 ZEA A ST Al2F] Z ol
ES 0I7]

- 2Rl 12, 13: TAE AzE F 95

- 2R 14: BAE A2 Zo] RS- ZRA S YA

= Aolx] Fot

- 1“4'21 19, 20: fork ¢} clone A8l Z< =€gk 5 Al
2o] 448 Z2Ax DS 45

- 2Rl 211 FuElE 29 XY 93 A= A s A

- 291 24 HF dElY B Z2AAE AE 313
- 2}¢1 30: stepping stone A&E 93 & ~AIHE

REMOTE_Shell Module 433}

a8 bellA] (ZaElE 194 shel ~e=rk AEE
daels 29 g 9 a8 69 22 d ~AYgES &
st Aot strace FEEE ()€ el5200A AME 7k 3t
7V 7AEE A28 F A 72 o] gEo] gttt B
AT 28 GolA HEo], 19HAlA AMEA AAAE 9244
JAE & 913 Z2A| 2~ IDE 4o} strace
o -f FA (A ZRAAE TR BE Z2A A F3) 1

I~
& &
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23 —etrace=write 34 (write Al2=8] SV F4) & A
sl Alz=dl 2 F4E AR (ad 69 2Rl 3 3R).
28 strace® ©]83 TRAA FHL T U7 & A
A2t F5 (2" 69 2Rl 44) 2 W 7HA] while F2
(a3 69 2RI 3)E WA A yE)

M © do

/I shell script

If[\( -n "$MATCH_ID") —a \( $MODE =0 1) |, then
MATCH_ID_PID=$1{WRITESYS%%]}
MATCH_ID_PID=${MATCH_ID_PID#[pid}
if[$1 = $MATCH_ID_PID ]; then

MODE=1
TIME_IN=$(echo $(date})

1

vA [/ SHELL_Script_Module (process ID)

3 Strace —f —etrace=write —s 64 —p $1 2>&1 | while read WRITESYS

4 Nl

5 MATCH_ID=$(echo $WRITESYS 2>&1 | grep Opts)  # check the
6 # fingerprint
T

8

#find the process ID

fi
fi #end MODE=0
if [ $MODE = 1]; then
SH_ID =$(echo $WRITESYS 2>&1 | grep Process | grep attached)
if[-n “SH_ID" ] then
SH_PID="echo "SH_ID" | awk *{print $2}"
echo “SHELL PID =>> $SH_PID”
fi
fi #end MODE=1

if [ $MODE = 2]; then
STEP_ID=$(echo $WRITESYS 2>&1 | grep SSH)
if[-n “$STEP_ID"]; then
STEP_ID_PID =$1{WRITESYS%%]"}
STEP_ID_PID =${MATCH_ID_PID#[pid} # find the process ID
TIME_OUT =$(echo $(date))
nestat -antp | while read NETINFO
do
STEP_IN=$(echo $NETINFO | grep $MATCH_ID_PID)
if[-n “STEP_IN"]; then
echo “Inbound: $TIME_IN: $STEP_IN"
fi
STEP_OUT=$(echo $NETINFO | grep $MATCH_ID_FID)
if[-n "STEP_OUT"J; then
echo “Outbound: $TIME_OUT: $STEP_OUT"

done
fi
fi
if[ $MODE = 21; then
MATCH=$(echo SWRITESYS 2>&1 | grep detached | grep $SH_PID)
if[-n "MATCH" ]; then
break

02l 6. strace FERIEIE 028t stepping stone A& 4
ATRE (7|2 Yu2|FS| 2¢H =20 of)
Fig. 6. A shell script to detect stepping stones using the
strace utility (An example program of the second step for
the basic algorithm)

2l 8.

a9 69 4 AIYEE

IYHES 7 gEo] e Fudd (11)& Fushd doh).
oJAL 18 TellA E=e] Modeol %

FA 9] S FES olth. F Mode=0°4= 713 En|
H(pts) Z2A|2 [DE HE31aL, Mode=1°lA+= ¥43%
o oJ&f AAEE 4 Z2A X IDE HE38kL, Mode =204
= AE9 4 Z2A 29 AP TRA|AEZRE 9 S1E
2 JEHYEE AH2 AAFEE A EshE oMES HES|
o 12945 =0 ”ﬂ’\mi Z83t, FAl9 Mode=2¢14
€ IFERE HE5E 4 Z2A 20t FREW T d 22
HEES Faste AYS sk @t

Start

Match

fingerprint (psud&tarmma\)

Match
mgerpmm (process detached)
T2 7. Mode gl mE e ol

Fig. 7. State Transition Diagram of Mode

Match
fingerprint (interactive service)

O3 82 9A3E A Z2A| 2 1D 27837¢] H& A
€ W A= F write HIAAIE Bl FE 1-lolt
a8 89 A WA ERlelA Bizo] o 3| gt 7MIE

ud Opts/55 ER1E = Sivk. @, =2t Be ol /M
g Ao sfgdr dAFE APE A A=
& ZRA 2T} 7}"0}51““ 4 L ol A Hx ZaA|
27t QARE A ZRA 2L HE 2E HF I F U

a7 69 21 59 21 16°l41E o5 FAZHE (2’1 5
] Opts, 2¥¢1 169] Process attached)& AMg-ste] 27t
TAsiirt.

oAl YARE A ZrA|2T} ERlE,

2 Q&S Aleshe BE ol

ot ol Ade a8 69 B9l 232

g TRA AR
Aza
59 ATk

=
EEE

[pid 278161 write(4. "\7V0V0A0A 25010 0V0pts/ SO0V 0VONON OV O ON DL 0N OV OANDA OV OV DN D
VOLOL0AV0V0V0N 0V 0L 0005 0L 0 0aLice\ DV 0V DA DV OV DV OVON GV OVDV OV DV OVD", e, 3B4) = 384

[ pid 27816) write{l, "Last legin: Sun Dec 28 21:32:57 from 211.HEEEEE 169'n", 5
41 = 53

[pild 27616) write(4, "\200\372\237TpLs/5v0v0ovoo0vovov oo ovo 0oV on 0V oV DA D
VOVDAONVDYOVOVDOO0Z21 1. 199, 232, 169V0A0VOAV0VONDAN DA DN OV OV DV DN D™ 292) = 292

[ pid 278151 write{0, "Last login: Sun Dec 28 21:32:57 from 21]. NS 1651 r\n",
54 cunfinished .. . =

[ pid 'J"le;] SIGHUP (Hangup] @& 0 (D)

[pid 27815] =<... write resumeds ) = 54

[pld 27616] SIGCONT (Continued) @ 0 (0) ---

Process 27837 attached

22 o TRAA

Fig. 8. Remote Login Shell Process
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dAl A 2IYPENME ssh AFT Jehhgidh. aH
stepping stone®] HZEEH 17 69 #<l 28¢l|4] KXo
HEYT JdZHYHE HoFE netstat] —antp F4S Al
8319 stepping stone §}. & #AE A4 YRS A2
Al 3 E8lEE gttt wiR %o 2 mode=1¢4 4
=9 9434 4 =24~ (39 69 SH PID) 7} S8¥9
(I8 69 422K]) 4 ~3HEE F5sHA Aot

tug] 5 o5 Aee TS A3 ASI] 4

2 ol (dumbbell) 722 A8 AV s
sttt 1y 9 A8 AlveledM dEf= T TAE
(211.x.x.169)= 9438& Z2 73 puttyE AHE-sf
T2 AH (211 .x.x.184) & ssh 97 B4 8la o2 3+
alo] 2lE2 AE 32E(211.x.x.182) & ssh 97 #4452
AE3ITHelst Alve] e Teolaka o).

Q.
ich

21 Taootsou. 169 21 T00t0. 182

[ ssh 21T oowox184 oo 'l
T g - L
y— ssh xS telnet |
inux Server )
211500000185 (Stepping Sfone) 15000000196
Windows 7 Linux Server
{Aftackers) {Victims)

T8 9. &Y AR
Fig. 9. Test Scenario

b o]e} 22 A AQle] o]Foix|= =Fo] 28 99
A HXo] I T2 $2E(211.x.x.185)7} stepping

stone 211.x.x.184% 742l F52 AH 1.xx.1960%
2yl 94 &2 AlEsllrhelst Alve] e 28k oF). o]
2k Al e 32 AREE W B FEo] FAlel o= A
o] AZNEE HER A 7FsEE HolwA Tkt AIH Y
HE Az tis] 48 7Fsds A58 gl

% 102 AE Ave|eE Ball EEve 2anrAE A
AlZto 2 A G sholtt, ghd 17l 112 l5olA] AMES)
£ HAE B Z24)2 Hol htop(10)S AHE3I] 29 ALt
L0 AR & Z2A|AE AARE BEE] AT sPdo]
. ol9h 2ol a3 107 18 115 4 vla B4 & =&
< B3l 7€ 7ol wIAR] Y glo] AECE stepping
stones AXT HE 7Fsds ER1E £ Sl

I 1094 AV L 1 (2 Avele 2) o <& A=
o] 3% ssh 9A4%E FTIUE A2| Z=2A|2 1D 5657
(38 Z=AI2 D 7083)2 AEs daels 294 #431
2H=s Ak (3" 109 1
processing: 5657, 7083) Z& &g 4= it} o3t 4l
@ A¥= 29 119] htops #28| EgjRY] ZaA|x ¢
25 B3 Hoh A A5 <+ ok & PID=7083%
PID=5657 (2% 119 Command: sshd: (accepted)),
T3z G3ElE 2wl @ A3YE ZaA A PID=7085%
PID=5659% 217} 18 114 &Rl1g 4 it sk 974
Aol o AEA A" 4 ZEA~ PID=59267}
PID=7315% & 10 (SHELL PID ))) 5929, 7315)%}
27 11 (bash Z2A2)A 42 gR1E & Sitk. HE4
oz a8 10% B3l Avele 13 AvEe 29 9%
Inbond®} Outboud®] #2.2 3 ¥+E stepping stone &

o

am threading

El kang@localhost:/home/kang/prog/Clang - Ee

nig(F) EE(E) HIV) HANS) EOIE(T) TZSIH)
| root@localhost Clangl # . /StepDet 5651
Entering fork/clone

I am thread processing: 5657

STRACE START: 5657

00000"..., 384) = 384

SHELL PID =>= 5923

Entering fork/clone

I am thread processing: 7083
STRACE START: 7083

0000007, .., 384) = 384
SHELL PID >>> 7315
Inbound: 2015. 02, 05. (%) 14:51:07 KST:

HED 5657/ sshd
Outbound: 2015. 02. 05
HED 8906/ ssh

Inbound: 2015, 02. 05. (%) 14:52:35 KST:
SHED 7083/ sshd
Outbound: 2015. 02. 05
10934/ telnet

MAY BE USERID »>> [pid 5B657] write(8, "7000312600pts/5000000000000000000000000000ts/5kang00000000000

MAY BE USERID >>> [pid 7083] write(8, "70002533300pts/6000000000000000000000000000ts/6a1ice000000000

tcp 0 64 211 «omumminie 164:22 211, o, 1G9: 19196 ESTABLIS
(%) 14:53:23 KST: tcp 0 64 21]. il 154: 42794 2] . <muel. 152: 22 ESTABLIS
tep O 112 211, SEG— (422 211, eSSk 155: 52611 ESTABLI

(%) 14:54:13 KST: tcp 0 0 21]1.« Sy 154: 34661 1. @SN 196: 225 ESTABLISHED H

&

=

T2 10, A A4z Znt
Fig. 10. Result of Test Scenario
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I 0.5% Tasks: thr; running
20 0.5% Load average: 0.00 0.00 0.00
i 0.9% Uptime
40 0.0%
Men( | [ [1]]]]] 391/5764MB]
Swpl 0/5903MB]
5651 root 20 0 66604 1232 524 S 0.0 0.0 0:00.00 | fusr/sbin/sshd
7083 root 20 1] 98M 4252 3288 S 0.0 0.1 0:00.13 — sshd: |BCCEptEd]
7293 alice 20 1] E 1816 844 S 0.0 0.0 0:00.03 — sshd: alice@ptsfﬁ
7315 alice 20 0 1768 1440 S 0.0 0.0 0:00.02 — -bash
10934 alice 20 0 1: 932 768 S 0.0 0.0 0:00.00 —telnet 1.245. oo 223
5657 root 20 0 4248 3288 S 0.0 0.1 0:00.12 —sshd: |accepted]
5899 kang 20 0 1812 844 S 0.0 0.0 0:00.01 —sshd: kang@pts/s
5923 kang 20 0 1808 1436 § 0.0 0.0 0:00.01 — -bash
8906 kang 20 06 3724 2892 S 0.0 0.1 0:00.03 —ssh khkang@211. 199, cemmmmee
3080 kang 20 0 M 20448 12796 S 0.0 0.3 1:00.20 —gnome-terminal
15901 kang 20 0 1820 1432 S 0.0 0.0 0:00.00 — bash
7077 kang 20 0 ) 1820 1436 S 0.0 0.0 0:00.00 — bash
7090 root 20 0 161M 4528 2364 S 0.0 0.1 0:00.08 —su root
7098 root 20 0 105M 1868 1444 5 0.0 0.0 0:00.09 — bash
5654 root 20 0 26708 576 468 S 0.0 0.0 0:00.00 — . [stepDet 5651
7085 root 20 0 103M 1260 1068 S 0.0 0.0 0:00.00 — (binfbash . /mainR4. sh 7083
7087 root 20 0 103M A44 644 S 0.0 0.0 0:00.24 — /bin/bash . /mainR4. sh 7083
7086 root 20 0 4400 712 616§ 0.0 0.0 0:00.27 —strace -f -etrace=write -s
7084 root 20 0 26708 576 468 S 0.0 0.0 0:00.00 — . /StepDet 5651
5659 root 20 0 103M 1260 1068 § 0.0 0.0 0:00.00 — /bin/bash . /mainR4. sh 5657
5B61 root 20 0 103M 840 644 S 0.0 0.0 0:00.16 — /bin/bash . /mainR4. sh 5657
5660 root 20 0 4400 712 616 S 0.0 0.0 0:00.33 —strace -f -etrace=write -s
5B5B root 20 0 26708 576 468 S 0.0 0.0 0:00.00 — . /StepDet 5651
7061 kang 20 0 05M 1816 1436 S 0.0 0.0 0:00.00 — bash
7074 kang 20 0 110Mm 2200 1232 R 0.5 0.0 7:27.44 — htop
38 11. htop RERIEIS 0I8EH Z2A 44 BE
Fig. 11. Monitoring the Process by htop
AAQA RS 5 & oty B2 o3t oF A2 HE &8 skt a3y o’ WS diftR Qe el F
4 ZaA~E a8 119 Z2Ax ElE ST 281 &3P]dde 7]E SAET|R J23) “]'%VWE Ad 7154
4 ok o] F-&gh AWk AR},
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