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Multiple Parallel-Pollard’s Rho Discrete Logarithm Algorithm

Sang-Un Lee *

Abstract

This paper proposes a discrete logarithm algorithm that remarkably reduces the execution time of Pollard's

Rho algorithm. Pollard's Rho algorithm computes congruence or collision of o*# = o3%(modp) from the

initial value a=b=0, only to derive ~ from (a+by) =

algorithm computes z; = (z;_,

(A+By),~v(B-
), ox,_,Bx,_, given o’f’= z(modp) , and the general algorithm computes

b)=(a—A). The basic Pollard's Rho

z; = (z,_,)%, Me,_,, Nr,_, for randomly selected M=a", N=4" . This paper proposes 4-model Pollard Rho

algorithm that seeks 8, =, 8, =

a(p*l)/2+"(7 and [7) = or=0

) fromm=n=[vn1, (ab)=(0,0),(1,1).

The proposed algorithm has proven to improve the performance of the (0,0) — basic Pollard's Rho algorithm

by 71.70% .
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[. Introduction

HsE WG AE7) v el TR TR
ot gixAd vgd 459 RSAY 7] e FAAST
(composite number)Z 27 2T p¢E AYE] n=px¢ =2
AA Axkd & Aok R ARsY] 7] n S ZHE G2
p.gE TR 2lFEEely] ofFrhe 78ke] WAl 7|vka)
i $eH1,2]

A<l B3 o+52 DES (Data Encryption Standard) %=
+ AES (Advanced Encryption Standard)®= 45 (prime
A&, o7z Blmodp) oA o897k FAARE W
Hg 7] & TEkeE O]ﬂ"iﬂ-r (discrete logarithm)2] 4=8H%]
Ao 7kstar oivh(2]

B =M E o'z f(modp)oll A & Tl o)l &

5 AlQreit). ojitdls daE|FoRE o] E S
A% (baby-step giant-step), Pollard®] 7§45} Rho (p),
Pohlig-Hellman, Index calculus, Number Field Sieves,
Aok Ze ojwd daE|E
Sekal ioH2].

number)=

=
l
|

Function Field Sieve $°] 3
wE A7 Yol S 314

197100 Ak Shank?] o1 AS-ANA S Sag]Fe
AJNAZS BE = [ Vo 1709 HolHE AFslof 3= o
e zha glon, 8 EREE o(va)o|tH3]. W
1978\l Pollard7} Rho €atg]5S Agksiglon, o <
GEE oPIAS-AJAEY m= [ Va 1709 HolH A% ¥
B8 AdE NS el e J”d 8 58 %s o(vn)
o]th(4,5]. o]l thH- Pollard Rho &-ate]Fel 3t 7H
A A7 FREHAN e, oS- AQA e tEiMe A
7} Gks] o] FojAA] ¢hokal, o] J‘H 1990\ d] o] %2 °l
Mg Bkl & R o] dato|t}4-7]. A5
Lee[8]& oA &-ANE S dud]5S o244 S
o B 9EAYE WS Adssith 2 B
&, AE7HA= Pollard €aigl&o] ti#7]9 432 =
skl 7P 2l Ho o= dHA girh

Pollard Rho ¥112]5e AolE 7|2 S5, B
Holo] 2u] &= D‘EMUW ap’ = o'pPe] FEol H
< 9 A 2"oA A 7tR Z4Hn o
+ Pollard Rho €3#FS thdsh Wwo
Pollard Rho®] 8315 o] o]gte TEA & W 3

(e}

(e}
=
lth= #oll &eksle] Pollard Rho &alg]&e] 7128 S 34
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[e)
A
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Ay S S-S Aekeith AetE duEe
2714 (ab) =(0,0), (1,108
& A8 m=n=1[vn] i
Mz, Noi B 2, = (62 aMe, Nz, )Y FES 3= g
3 dagFolrt. 2%olAE o)Al dagss EgT)
3= LUk Pollard Rho ¢aig]&S Aleksla
AZso] Bt

—a) B, = Y
,=a, By=a By

M=am N= g o]

Il. o] &tcH==i

a’z Blmodp)oA & B 0}7172% AJNAE daelFe
a2 1o AAEe] Atk o] FaLFLE pE m=1Vp | BF
o m AFor L, op|AE G E A WA 7
ARE ool dig] BE 12 oPJEEFOR o' (modp)
i=lom—1]9 EE# A5 ﬂ&% Y} tgor 77
&8 oo 27 98 wimodp) o AFE o (modp) &
o7 A4S tAA

2e= gudEen a’-fm ohA

T HE o0z Al A% A g LA,
y=jm+i= éxéﬂ'q 6;7 .
o =™ = " =1(modn)
n=pq, g = (p-Hg-D)=m+D-(+g)
! =¢(m)—m, it = o), m= [Jﬂ
B (&™) (modm) =&
o™ (modn) = d (modn), o’ ¥ =d
y+(=jm) =i, y+(=jm)—i=0,y= jm+i
a A
7+m ‘.'2{7.:/'3”7 y - m
0 i m-1
< ID % i
m‘mm\iﬂ—ﬁ L
746 B e = e
|
|

} y+(jm) =iy +(=jm)—i=0.y = ju+i
Fig. 1. Baby-step Giant-step Algorithm
oMAE-AUAE FaEFe AR opASEAel
M A m= 1 Vp 1748 BEE FS AN 2 Adsta &
sl ok ARk vees dew duks delth prt
& Fold o] HiolEE RER AN A4 2 Bad= A4
How wrbgstthal & = glrk o] d oy A% A
g Aagt %iﬂ%ol Pollard Rho &aLg]Zolt},
Pollard®] Rho ¢1dFL o= A ~& 317
Asl 4 (D& 7%2‘34, a’8’z o'p¥9] % (congruence) =
== (collision)& 78}7] #fall 17 29} o] Axol= 44
SRR, B7= A5ole] 2u) £rE derhis 2719 A5
ole] gro] Lom Fasks WA o7 FHHLHAS). o WHe 7]

1z

o

B(modn)

Eolz} axl. o714 2,9 X = A (28} Zo] Ak
a"ﬂbz a'AﬁB, (B—b)y= (a—A) (1)
a0’z at(a")gB a2 oAtB

(at+7b) = (A++B),7(B—b) = (a— A)
o q,8,n, BH 4
o’z B(modn)
int  main(void) {
z9=1,00=0,b)=0,Xy=1,4,=0,B8,=0
for  (i=1;i<n;++4){
xab(x, a, b);
XAB(X, A, B): XAB(X, A, B);
it (z,= X,) BREAK:
}
return 0;
}
void xab(x, a, b) {
2, (mod3) =k
if k=0 then z;=x? ,(modn), a; = 2a;_,

(mod | G1),b;=2b,_,(mod | G)
else if k=1 then z;=oaz, (modn),a; = a,_,
+ 1(mod | G 1), b, =b,_,
else if k=2 then x;= Bz, ;(modn),a; = a; ,
b;=b;,_;+1(mod | G|)
}

void XAB(X, A, B) {

X, (mod3) =k

if k=0 then X;= X7 (modn), 4,=24,_
(mod | G1), B;=2B,_;(mod | G|)

else if k=1 then X, =aX;, ;(modn),4,=4,
+1(mod |Gl),B,=B._,

else if k=2 then X, =X, ;(modn),4
B;=B._,+1(mod | G])

i= Ay

«0p0

& =™ =1(modp), ¢(p)= p-1

a®p" = o g7 (mod p)
(@) =a (@) .a+h=A4+B, (B-b)y=(a-A)

58

a’

8

/\\ Xy (mod3)=11, X, =aX, (modp), 4=A+l@modG), B =5,
‘Hi 2 X, =X (modp), A4=4. B =B, +1mod G)

)., 1.7 )*/t—’x—.—u—.%
“ aty

0, x = () (mod p), @, =24, (mod G), &, = 2b_y(mod )
1 x=ox_(modp). g =q_+H(modG) b =4
2, % = [ (modp), by =4 +1(modG)

{0 X, = (X;)  (mod p), 4 = A mod G), B, =25, (mod G)

a+pyb=A+ B, (B-b)y=(a—A)

%,_y(mod3)=

B =gy

Fig. 2. Pollard’s Rho Basic Algorithm

22 (modp), a,=2a,_,(mod G),b,=2b,_,(mod G)
f,(@)=4az,_ (modp),a; =a,_, +1(mod G),b, =b,_,
Bz, (modp),a;, =a,_,,b, =b, lJrl(mod G)

i— 1% Y-

(2)

4 Pollard®] Rho &ae]Fe] s FA7171 98

i3 LI PollardA Rho ¢itg]Zolg} &}z, o
Aze Lo 2 A Dow AW 7N w—an

=
N=p"0 S Yoz AAF5,6].

m,n=

22 (modp), a;,=2a; ,(mod G),b, =2b,_, (mod G)
fl,(;L') =Mz, (mOdp),(l, =a,_, +m(mod G'),b, =b_,
Ne;_,(modp), a;, =a;,_,.b; =b,_, +n(mod G)

(&)

gutg o] )zl AlElE Teskel6]7F gtk Teske:
Ztztol] sl AE AL (linear walk)® 203 412, 2

m,n
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¢t A5 (combined walk)® 163] #4137} 43] Al#S 483}
St} w3k Cheon et al.[9]2 Tag 39t dd 225 A&
skelt.

292 5(mod 1019)9 b=10S op|EE-719124S83} Pollarde]
Rho %ﬂﬂigi 2= 352 n|wale] wa)

OPNHLGANAEL m= [ V1019 | =322, oP/|dS Tl
A 10,31] Oﬂ el 2= c(modn), c;= ¢, (modn)& T3H= THol
A 292 5(mod 1019) Fo} ANAG WA FaiaA] ekt 103]
Yo S5 =t} whAdl|, Pollarde] Rho dare]&e i 13}
7o) 5138 FEOT 985 = 1010 =2 5 (mod 1019) S o}

[e]

(416 —378) = (681—301)(mod1018), 38y = 380,y = 380/38 =10 =

e,

Cts 83 =3 Pollard’s Rho &112|&

Pollard Rho 7]¥-3

12 4
wHoz 47 Floyd <udE[101S H&sta 2}5}.
Floyd &1g]5e A5ole AY 52 E7le 7150]9 2

Table 1. Pollard’s Rho Algorithm for 2'° = 5(mod 1019)

el S Aol FES AEsH: Yol of Wy
& 194 ¢ 5 Y%l DT FYRFE FES 2
Fob RUE & 5 Ak meb] BE AE AR PR

)] ¢

xww.
12 Aoj A= Pollard Rho 7|28 9] Aol Aa &5

7 Akole] 2] £ER Hol7biA FE (F5)o] s

= ARE g Alte] Bol 2a5H, o

7] o)Al o] AH @3t BAY ghe zh= o] EAE

th= Aol Zotkate] Pollard Rho 7] 28-S thakalA] M A7

rulo

24,9 A Y
1(modp) Oﬂ}\i,

Aote WHe F 29} o] 4,
A3}, 2714 (a,b) = (0,003 73

i 2 (mod 3) T a b <k X(mod 3) X A B A3}
=714 - 0 0 2050 =1 - 1 0 0 2050 =1

1 1 2 1 0 2!50 =2 1 2 1 0

2 10 1 1 2'5' =10
9 2 10 1 1 2'51 =10 1 20 2 1

2 100 2 2 2252 =100
3 1 20 2 1 2?5 =20 1 200 3 2 -

2 1000 3 3 2%5% =1000
4 2 100 2 2 2252 =100 1 981 4 3

0 425 8 6 2850 =425
5 1 200 3 2 2352 =200 2 87 8 7
: 0 436 16 14 2651 = 436
6 2 1000 3 3 2353 = 1000 1 872 17 14

2 284 17 15 217515 =984
7 1 981 4 3 2153 =981 2 401 17 16 o

2 986 17 17 27517 = 986
] 0 425 8 6 250 =425 2 854 17 18

2 194 17 19 2751 = 194
50 0 505 680 378 2 224 300 414 .

2 101 300 415 23005415 — 101
51 1 1010 681 378 20815378 = 1010 2 505 300 416 ) ‘

1 1010 301 416 23015116 — 1010

Table 2. Compare with application methods of Pollard Rho

algorithm
TE _ PIE 94
2714 |(a,b) = (0,0
« 1< a< p—1
815,

N8y |4, @ ox, B )

2 p
(T,_ paT; 1-,&5".10,,1)
mn=u9 A

(a,0) = (1,109 af = ala? = a7 1ol A A]Z}3}

1,1) =
83% ﬂn% Z#%va]—o:] T, = (IZ,I-aIi,l-ﬂI[ 1)‘0/] %‘%% %l—%t_”

al, AtE WS p,p.60.5 ARG AAVIN, g
:aqrﬂp—l)/zi 0[(,)—1)/2E *l(modp)oltﬂ [3 +’f'=p (p—l)/z
= L(modp)°lW ,=5,7F B} g = V7 & g o] AR

B,xB= 1 (modp)olth o]} Zo] theFat HelE #8atw

Pollard Rho 7] g 3 sl =] ool o 9
o~

7]3,_‘—9] 7]5—{%] :r,,;:(xf,l.(1;r7,1.,ﬁflc7,1)‘% AOE]' 8]'X}‘. Zﬂ?}%

P R 47HA =, Ay = (e, o’y ), Ayia=
(! o,y e, )9 WEE 71EPT} m=n= [ Va1l 3]
Ay ;= (o @z, [, 9]' Ayxe (@2 o™ e, 0 )

(a2
L dugelrt.
A
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7183 dugEAdol= = 5,100,200,300, -, 10002 117} B =Ee oi4E AxkslE Pollard Rho 718 o
S TAeH, 4,:(0,0)— 8, 71 EF I AMH 4, 4,4,4, & EY FY3TE A BRI v HE daEe At
AYES SRR Avhe 39, 5995 v A K4 s
o Fgato] AAIBIATE AdH LAB|FL 4,4, 4,47F F Atd WHE =588 ;‘t Ay (2l
Ao Wejog o] HAo AAE k= WS e 4 Fr )T Ay (2 o, oSS 7158 WE 2719, 4,
At Walolt), wEkA E 4ol M= ¥ 39 4 .,AZ,AS,A,Q 4 (a2 o, B ) A R e e, 8 e ), me=n=
vl Al o] A 2= 3] ol = 71X A 2= AHE = = =
Aol FAle FAE o o]E T MY WA FE MRS F [V ]9 Qutgd WE 97px) S Heskdt). Alokd 47}
[e) O = =] =] =) -
< & HA sl= A3t Pollard Rho®] 4,9} Hlaak$ith, 2] WS Zalo] Salsle] HA 2 2= wWow = 4
=z I~ = [e) _ - -
At v WA (4,4, 4, 4,88 TR 45 LADS A A U3 vy 3 e (0,0) ZAAR o= G2,
Q3 Ao o . iy H| 3] 3] > A 5
&€ 4% Pollard Rho®] 4,: (0.0) =, 71EB W&l L 50 ), 5= 5.9) 35 3 7129 Pollard Rho 21813
TE YA 2= 919 N
TFE 1170% TN T AU o W3 2832 11709 DAANAL
Iv. 28
Table 3. The number of collision detection for n = 1019
==
@ % AU Al 2 A.‘S Al
(0,0) (1,1) (0,0) (1,1) (0,0) (1,1) (0,0) (1,1) (0,0) (1,1)
2= 5 (BL5738D) | (345150 | (474726) | (474713 | (232343 | (234624 | (2828300 | (2839300 | (323036 | (3227.18)
200z 548 | (19,3440) | (19,1740) | (10510540 | (141431 | (242436) | (121236) | (252553) | (282553) | (442857) | (441957)
2'“"* 718 ( 60,34,37) ( 60,34,37) ( 86,86,16) (43,43,27) (24,2410) (34,34,36) (29,29,30) (29,-,40) (31,24,32) (31,11,65)
(2063382 | (206382 | (181846) | (5454 7 | (404026) | (603039) | (121215 | (40.1836) | (354475 | (14,4445
(79.7440) | (797440) | (606024) | (2010200 | (151529 | (4623300 | (3030500 | (1030 | (822750) | (8254.20)
2 ( 36,36,74) (36,36,74) ( 1818,36) (39,15,36) (19,19,26) (19,19,26) (40,40,76) (62,32,76) (34,16,79) (23,32,79)
(837645 | (33.7645) | (5353.22) | (535322) | (363642) | (12,1242) | (8 823) | (1323) | (404925) | (4598.%)
(463146) | (463146) | (2121,30) | (634230) | (464628) | (232328) | (141443) | (101443) | (124460) | (36,39.40)
(108,41,34) (108,41,84) (42,42,68) (42,4217) (63,63,32) (21,42,32) (20,20,46) (28,-,46) (38,80,40) (38,60,32)
(203060) | (203060) | (323228 | (323228) | (272705 | (630300 | (7,730 | (19,38 | (327040) | (32,70,20)
(707228 | (707228) | (272750) | (I8, 9500 | (5454500 | (542750) | (323219 | (,3219) | (56:36,60) | (14,23.20)
(60,28 | (6025 | (20,15 (20,-,23) (33,-,20) (33,,24) 22, & (44,-,24) (34,-,33) (7,-33)
(30-44) | (15-44) | (49-2D (49,-27) (12,-,15) 22-, 6 (33,-,42) (11,-42) (14,-42) (4,-42)
(28,-,55) ( 28,-55) ( 33,-,28) (22,-,28) (58,-,40) (58,-,10) (16,-,41) (-,-,41) (12,~ ,21 (30,-, 6)
(1936 | (19.36) | (40,25 (40,-,15) (18,-,32) (14,32 (16,-48) (36,-24) (56,-,75)
(18-, 9 (16,-, 9) ( 18,-52) (18,-,10) (28,-, 9) (28,-,36) (18,-,21) (36,-,20) (63,-,11)
5 ( 20, ,40) ( 20,-,40) ( 20,-,28) (20,-,28) (16,-,34) (24,-,14) (3-13) (48,-,-) (25,-,33)
(7838 | (8.3 | (2210 (21,-10) (31,-,33) (20,-66) (29,-47) (29,-.16) (40,-,34)
(27,-11) ( 27,-11) ( 45,-,60) (54,-,60) (13,-,34) (26,-,34) (39,-,24) (39,-,48) (15,-,17)
( 38 ,40) ( 38,-,40) (17,-,48) (17,-,32) (30,-,18) (36,-,16) (36,-,52) (72,-52) (41,-,60)
5 (50-18) | (2515 | (24-12 (8,36 1,-17) @1,-17) 25,31 (8-3D (12,-13)
5“‘”“— 27 (14,-48) ( 14,-,48) ( 34,-,16) (34,-,48) (8,-,10) (18,-,22) (24,-,17) (24,-,22) (49,-,18) (49,-,36)

Table 4. Compare of collision detection performance for n = 1019

4,-0.0) -5, i (A Ay A AL (B
. FEdE 7935 FEUE 7935 4 0.0) 5, A
_ a=2 a=5
o o o2 TP [ Fams e | A 94& | xa95 W | A% 94E

a'? 51 60 13 4 25.49 % 7451 % 6.67 % 93.33 %
o' 19 30 12 6 63.16 % 36.84 % 20.00 % 80.00 %
ao? 60 28 10 6 16.67 % 83.33 % 2143 % 7857 %
a0 20 19 7 14 35.00 % 65.00 % 7368 % 26.32 %
a0 79 18 10 9 12.66 % 87.34 % 50.00 % 50.00 %
" 36 20 15 3 4167 % 58.33 % 15.00 % 85.00 %
a0 33 78 8 10 2424 % 75.76 % 12.82 % 87.18 %
™ 46 27 10 8 21.74 % 78.26 % 29.63 % 70.37 %
a0 108 38 17 8 15.74 % 84.26 % 21.05 % 7895 %
a0 20 50 6 8 30.00 % 65.00 % 16.00 % 84.00 %
Q000 70 14 9 8 12.86 % 87.14 % 57.14 % 42.86 %

g 2720 % 72.80 % 29.40% 70.60 %

71.70 %
Alokel Aae|EE o AR 7] gl dis) o)At dagge] 84S ATY ot
4 %% Pollard Rho ¢are]FrRt) we 3h2 5= s B3
CFE AAR R AEF A gl RSA dlsiAE A’k
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