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Enhancement of Internal Control by expanding Security

Information Event Management System
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Abstract

Recently, internal information leaks is increasing rapidly by internal employees and authorized

outsourcing personnel. In this paper, we propose a method to integrate internal control systems like

system access control system and Digital Rights Managements and so on through expansion model of

SIEM(Security Information Event Management system). this model performs a analysis step of security

event link type and validation process. It develops unit scenarios to react illegal acts for personal

information processing system and acts to bypass the internal security system through 5WI1H view. It

has a feature that derives systematic

integration scenarios by

integrating unit scenarios. we

integrated internal control systems like access control system and Digital Rights Managements and so

on through expansion model of Security Information Event Management system to defend leakage of

internal information and customer information. We compared existing defense system with the case of

the expansion model construction. It shows that expanding SIEM was more effectively.

» Keyword : Internal control system, Security Information Event Management, Scenario, Monitoring
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[I. Security Information Event
Management System
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1. Security Information Event Management
System Characteristic
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Fig. 1. SIEM concept graphic
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2. Requirements of expanding Security
Information Event Management System
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IIl. SIEM expansion Model
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1. Analysis Step

1.1 Analysis of targeted System
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Fig. 2. SIEM expansion model
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1.2 Analysis of collected logs
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Fig. 3. example of the analysis on the collected logs
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2. Unit Scenario

2.1 Personal information processing system
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2.2 Scenario of bypassing security system
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Fig. 4. Scenario derivation of security system
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Table 1. Scenario selection calculation
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Table 2. Integration scenario derivation method
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V. Evaluation SIEM expansion Model

1. Environment of integrating internal control
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Fig. 6. Scenario derivation of personal system
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Fig. 8. Example of Integration scenario derived
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V. Conclusions
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