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Abstract

In this paper, we propose a stable automatic signature verification algorithm applicable to various

smart devices. The proposed algorithm uses real and forgery data all together, which can improve

the verification rate dramatically. As a tool for signature acquisition in a smart device, two

applications, one using touch with a finger and the other using a pressure—sensing-stylus pen, are

developed. The verification core is based on SVM and some modifications are made to include the

characteristics of signatures. As shown in experimental results, the minimum error rate was 1.84% in

the SVM based method, which can easily defeat 4.38% error rate with the previous parametric

approach. Even more, 2.43% error rate was achieved with the features excluding pressure-related

features, better than the previous approach including pressure-related features and only about 0.6%

more error than the best result, which means that the proposed algorithm can be applied to a smart

device with or without pressure—sensing-stylus pens and used for security purposes.
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Table 1. Various Smart Devices

LTS Models Spec.
turers
Screen Size :10.1 inches
s Note2 Resolution @ 1280x800
/Pro Pressure Pen(EM) &
Touch Senser(Static Electricity)
Screen Size :10.1 inches
L LGV700 Resolution @ 1280x800
Touch Senser(Static Electricity)
Screen Size :7 inches
G Nexus10 Resolution @ 2560x1600
Touch Senser(Static Electricity)
Screen Size :8 inches
H MIPad Resolution @ 2048x1536
Touch Senser(Static Electricity)
. Screen Size @ 8,12 inches
A 'F;A?dg/ Resolution : 2048x1536
n Touch Senser(Static Electricity)
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[I. Acquiring On-line Signature Data

using Smart Devices
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Fig. 2. GUI Design of Signature Input Activity

1. Activity Diagram of Signature Acquisition App
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(b) Signature Input Screen

(a) Initial Screen
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Fig. 3. Touch—based Signature Acquisition Application
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Fig. 4. Stylus—pen—-based Signature Acquisition Application
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[1l. Designing an Signature Verification
Algorithm using SVM Approach
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Table 2. Feature Vector Description

index -
Descriptions

X y | press
1 2 57 Average Speed(or Pressure)
3 4 58 (Max — Min)/Duration of Pen-down
5 6 59 Average of Absolute Velocities
7 8 60 Average of Positive Velocities
9 10 61 Average of Negative Velocities

11 12 62
13 14 63
15 16 64
17 18 65
19 20 66
21 22 67
23 24 68
25 26 69

Average Acceleration
Average of Absolute Accelerations
Variance of Speed
Variance of Absolute Velocity
Variance of Acceleration
Maximum Speed
Maximum Acceleration
Minimum Speed
Difference between Maximum and
Average of Speed
Difference between Positive Maximum
Velocity and Positive Average Velocity
Frequency of Positive Velocity
Frequency of Negative Velocity
Zero—Crossover of Velocity
Average Positive Acceleration
Difference between Maximum and
Minimum of Speed

27 | 28 70

29 | 30 71

31 32 72
33| 34 73
35| 36 74
37 | 38 75

39 | 40 76

41 Accumulated Angles 49| Number of Strokes
Accumulated Angles/Total . _
42 Duration 50| Duration of Pen—up
Duration of
43 Average of Speed 51 Pen-down

Accumulated
Angles/Duration of
Pen—down

44 | Ratio of Height and Width | 52

Ratio of Eigen values of 53
Signature Shape Vectors
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46 Center 54
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V. Experiment and Result Analysis
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Table 3. Minimum Error Rates of Parametric Approach

Numbers of Features Minimum Error Rate
76 features 12.5%
best—selected 23 features 5.50%
applying personal weights 4.28%
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Table 4. Performance Analysis of Each Signature
(with 25 samples for positive and negative class)

76 features used 56 feature used
Signer (pressure—related (pressure—related
No. features included) features excluded)
FRR | FAR | AVG | FRR | FAR | AVG
1 182 | 0.00 | 9.08 | 239 | 0.00 | 120
2 0.06 | 0.00 | 0.03 | 0.15 | 0.00 | 0.07
3 0.00 | 038 | 0.19 | 0.00 | 0.74 | 0.37
4 002 | 793 | 338 | 044 | 517 | 2.81
5 0.08 | 0.01 | 0.05 | 080 | 064 | 0.72
6 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00
7 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00
8 0.77 | 018 | 047 | 514 | 1.00 | 3.08
9 388 | 159 | 274 | 405 | 162 | 2.83
Average
Error Rate | 255 | 112 | 184 | 384 | 1.02 | 243
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