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A Security Assessment on the Designated PC service

Kyungroul Lee*, Kangbin Yim™*

Abstract

In this paper, we draw a security assessment by analyzing possible vulnerabilities of the
designated PC service which is supposed for strengthening security of current online identification
methods that provide various areas such as the online banking and a game and so on. There is a
difference between the designated PC service and online identification methods. Online identification
methods authenticate an user by the user's private information or the user's knowledge-based
information, though the designated PC service authenticates a hardware-based unique information of
the user's PC. For this reason, high task significance services employ with online identification
methods and the designated PC service for improving security multiply. Nevertheless, the security
assessment of the designated PC service has been absent and possible vulnerabilities of the
designated PC service are counterfeiter and falsification when the hardware-based unique-information
is extracted on the user's PC and sent an authentication server. Therefore, in this paper, we analyze

possible vulnerabilities of the designated PC service and draw the security assessment.

» Keyword : the designated PC service, security assessment, device authentication, user authentication

ek 27, TUAFAY MEANEE GPUS ol $3lo] 2
. s3lshe 34 F[2]o] FAEA FAASA Y kAl o

|. Introduction 9 o = o o g
3 $e7k 27hekn gleh SSLe) A4, mekade) 44e 3
B Sholtl-sh = Ae] ALg AFg og ge Lo AFAE EAY, el A vitemel MAL)

— — L [e] o= T — 1w

Ty ZI=E =2 0]83 ] o & AF
AZA, WA= ol8F AEA AFS  HIES ] Et o ' j:_ﬂ E;] i 7ﬂ%ii j e TAM
ok O o 5 =2 o] ZAE] [s) =
SSL(Secure Socket Layer), OTP(One Time Password), =L A% ne o] e Al5] % ] A2, OTP ZT’ o
491 G1= )0 G1= Tom waman. saw sgae 4 AL BHOTP @ Al6], vl AAolYE ol g
o158 Helselite] ola) o] we was o|mogae T OTP 8 BT Sl 320l Eaaiiet. 1ei Aol
woge ool RelHeli o ) S olgnge g T MENT AT M ALE mE gude 23649 0

, ol ST y T 70 = - = 5 = = A

Hopgo] Selu] AASEA Leole ol gak Auage w TRl EASEORIS), 2 AT A FeE duE
FAAFo] et FANEAS nome) A3, g oo @ ALIIONE SHCKS, olst & werAge) =
ARNEU BOtEME 58 Axshd ek ojuA el guiA 7 EAete ekl ERleIs B Astst
A7 Au| 27} A

S KN

=

HEA ke Bkl YRE FomA dasks FAlHel &
ASROv, FAAZA A P AUFS B A B ¥ |

=

=

Axlel A1) =7, Ao s F8l

* First Author: Kyungroul Lee, Corresponding Author: Kangbin Yim
*Kyungroul Lee (carpedm@sch.ac.kr), Post-doc. researcher, Soonchunhyang University
**Kangbin Yim (yim@sch.ac.kr), Dept. of Information Security Engineering, Soonchunhyang University

* Received: 2015. 08. 31, Revised: 2015. 09. 21, Accepted: 2015. 10. 05.

* This research was supported by Basic Science Research Program through the National Research Foundation of Korea (NRF)
funded by the Ministry of Education (NRF-2015R1A6A3A01019717 and NRF-2015R1D1A1A01057300).



62 Journal of The Korea Society of Computer and Information

A AT FREA Fe AH2E ST L8R PCE
Sahe Aol AP, ol PCO Suslo] mRAR,
59 MAC 2%, CPU ololt], sh=rlad A7 Wy %
AFAZ A%3te] BHake H4L vl FFo] ¢
S8 F, AHAE AHI2E o getadt & B9, AHEA PCe]
Salo] DHARE AFAD Aol Aulo] FEH s

to i of

5

ol

g0 BRI} MHFORA QFE AR,
B ol PC A3 A2 £ A2 ,

A Azl A TS Hek g %3}04 A 919

j
sk A ]Sf& Ao}, upgla] B
A7
0lS s}oldto w4 1 obAXL HrletaA} F),

[I. The Security Assessment of the
designated PC solution

el A o8 PC AAA A Thed B EE
APE T BekSHES ERlgems O e
gtk o] 8 PC A4 A 20) 342 ARg-AL PCE
FAROH, o= 55 R 1S ARl FE5 ] d
ol Bek 2 ad Aol M A o] hssitt. 8
Edo] AFARE FE8hs AAeIM = vRe 7ol 2y
2 dAYold, st=ge] A4 AlolE F9 A/Mx, sh=slo]

AFAHRE AFshs ARl 9 Beke-A S 4, <
B0 F3kak Al o3k 91/ x7t glek

T
e e o8 sh=go] LN /M AR
PCe AA 5= 2 E 0] Bgo] strdo] AfAduE v
gl Adshe HFHE o83 g0 AZE ] BE
& stedol AFYEE %%8}04 Hmelel] A4E ¥, Bast

thd AAkS Fdte] PCo| 1 = A} o] TAolA]
ZZ5AY AAE sl=Yo] 1 ZJE: Ela=PAIRE A=) PATS IP!
Fofopdt gk, o AHAA stEdo] AfFARE B 6t
A REE *ho} Aot g AAYoHE o] &
3k stEdo] aHHE 9)/MEE ollydbg, windbg vo—q =4
=TS o] gste] AZE0] BE 9] s=do] AFARE
gAY Saxas B4 1\:4 4 244 o
Al6] 2 o)~ 274 TA(14]L 9 Holx] @

ol BE3t dvte Qe o]aE ﬂ%?ﬂ A AL o

sol shslol aFANE BHAAG Az

ol
i
=
o [m

mlm

Lo

oz

BN

21
o 2

Sudlols A4 Aojstel shmdel niAR
371 018 PC A AMal $R51 5 sl
ASIsle] SIEo] 24 ANE WAL FE A

e o

AleskE A [12][15]]t
o1& PC AA Au| 2ol 479 2L nekslo] Eae

7}3“01 dom, & =FoAE g X UolF, JEM] o]

T FAE A= o] PC AA Au29] AFS §-
ﬂo}b THE A= 4 ?éoﬂ SkA o4 PC XW AH] 2
oA &8sl t=do] AHFREE StEvsad AFEE i,
CPU elelt] & 7pgaalom, A9 PCe &44 PCY st=
Y23 AlgE gy, CPU oto|tlE 19 1, 19 2, 19 3, 1
& 4o] e

CPU 1Caches ] Mainboard ] Memary 1 SPD | Graphics i about ]

-Processor —
Mame Intel Care 2 Quad GIE200
Code Mame | Yorkfield rami
Package Socket 775 LGA
Techrology | 45 nm Core Woltage 1436 % . Quad Inside’
Specification | Intel(R) Core(Th)2 Quad CPU Q8200 @ 2 33GHz
Faimily & Model ¥ Stepping T
Ext. Family | B Ext. Model | 17 Revizion h1
Instructions | Mbix, SSE (1,2, 3, 35, 4.1, EMB4T
.C:I-oclés (bére‘ #D) 1T Céche
Cote Speed | 19932 MHz L1 Data | 4x32 KBytes B-weay
Puttiplisr x 6.0 L1 Inst. | 4= 32 KBytes 8- Y
Bus Speed | 3350 MHZ Level 2 | 2 x 2048 KBytes & -y
Rated FSB | 13321 MHz =yl
Selection |f Cores | 4 Threads | 4
L2 version1.531 validate |

Fig. 1. Example of CPU ID on the designated PC

CPU ]Caches 1 Mainboard ] Memory ] SPD ] Graphics i About ]
i~ Processor

Mame Intel Core 2 Guad - ':
Code Mame Yorkfield Ji mte : ‘
Package " Socket 775 LGA c |

Quad inside”

Technology 45 nm

Specification | Intel(R) Core(Th)2 Quad CPL GE200 @ 2.33GHz (ES)
Faimily B Mol 7 Stepping | 7
Ext. Family = Ext. Model 17 Revision | M
Instructions | b, SSE (1, 2,3, 35, 4.1), EMG4T
~Clacks (Core #0) | Cache
Core Speed | 23311 MHz L1 Data 32KBytes | B-way
T e | Liinst. | 32KBytes Bowvay
2048 KBytes | B-way

Level 2 |

Threads | 1

Selection |Processon 4 _J Cores | 1

" ersion 1531

Validate I

Fig. 2. Example of CPU ID on the attacker’s PC



A Security Assessment on the Designated PC service 63

& CrystalDiskinfo 4.6.2

OMYE) EE(E) JISW) HOKD CA3D) SS2H) S0iLanguage)
L) %ED £y :Sn
44,98 48,50
c:D: A G:
ST3500410AS 500.1GB
A/ A0 [each) HEH 37 16384 KB
AEl2gH SYMOFSEX NV HAl 27|
$—9'| QIE{HIOI Serlal ATA 3FE 7200 RPM
TSIC SATASI00 A= $(E-EEIL§D:1 317 &
2= Eie 27k b ME AIZE
m EF ATAG-ACS | ATAB-ACS version 4
. FHE=E IS SMART., 48kt LA, L AAM, NCQ,
§ia] B =3 e &H EH 23 Raw =7 &
® o1 117 99 ] 000008795809
® 03 - 97 97 a 000000000000
o o4 S 100 100 20 00000000013C
M 05 X 100 100 36 000000000002
® o7 86 60 30 000019E7A997
® 09 MEAZ 71 71 a 000000006501
@ 0 ADYHNZHS 100 100 97 000000000000
@ oc THEY S 100 100 20 000000000130
® 87 2232 100 100 0 000000000000
@) B2 End-to-End Ermror 100 100 99 000000000000
€9 BB Reported Uncorrectable Ermors 100 100 o 000000000000 &
Fig. 3. Example of harddisk serial number on the

designated PC
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Fig. 4. Example of harddisk serial number on the
attacker’'s PC
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Fig. 5. Access information of the designated
PC when authentication
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Fig. 6. Access information of
attacker’s PC when authentication
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Fig. 7. Modification of hardware unique information for
bypassing designated PC service on the attacker’'s PC
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CPUID

MOU DWORD PTR $5:[EBP-41,EDX
MOU DWORD PTR $S:[EBP-81,EAX
POP EBX

ERX=B8018677 10677
[B816B71084)=00000000

Fig. 8. Extracting process of CPU ID
on the designated PC
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Fig. 9. Extracting process of harddisk serial
number on the designated PC
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Modify EAX =3
EAX A% 4H AL
Hexadecimal |10677 |0877 s [77
Signed  [67191 11655 s |119
Unsigned [67191 11655 & [119
Character |\x03 Iw
i
PTR SSiIEBP—41.EDX
HOU DWORD PTR 55:[EBP-81, EAX
POP EE::-.

ECX BBGBE4 2D

EDI @easoosd

Fig. 10. Modifying process of CPU ID for bypassing
designated PC service on the attacker’'s PC
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